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Honorable William G. Holland
Auditor General

State of Illinois

lles Park Plaza

740 East Ash

Springfield, IL 62703-3154

We are responsible for the identification of, and compliance with, all aspects of laws, regulations,
contracts, or grants that could have a material effect on the operations of the Department of
Commerce and Economic Opportunity (the Department). We are responsible for and we have
established and maintained an effective system of, internal controls over compliance requirements.
We have performed an evaluation of the Department’s compliance with the following assertions
during the two year period ended June 30, 2004. Based on this evaluation, we assert that during the
two years ended June 30, 2004, the Department has materially complied with the assertions below.

A.

The Department has obligated, expended, received and used public funds of the State in
accordance with the purpose for which such funds have been appropriated or otherwise
authorized by law.

The Department has obligated, expended, received and used public funds of the State in
accordance with any limitations, restrictions, conditions or mandatory directions imposed by
law upon such obligation, expenditure, receipt or use.

The Department has complied, in all material respects, with applicabie laws and regulations,
including the State uniform accounting system, in its financial and fiscal operations.

The State revenues and receipts collected by the Department are in accordance with
applicable laws and regulations and the accounting and recordkeeping of such revenues and
recelpts is fair, accurate and in accordance with law.

The money or negotiable securities or similar assets handled by the Department on behalf of
the State or held in trust by the Department have been properly and legally administered,
and the accounting and recordkeeping relating thereto is proper, accurate and in accordance

with law.

Internet Address http//www.commerce.state.il.us

Director

620 East Adams Street James R. Thompson Center 2309 West Main, Suite |18
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Scott Harry, Chief Financial Officer

Leam e <\ =

Jednine J iganti, General Counsel




STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
COMPLIANCE EXAMINATION
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COMPLIANCE REPORT

SUMMARY

The compliance testing performed during this examination was conducted in accordance
with Government Auditing Standards and in accordance with the Illinois State Auditing Act.

AUDITORS’ REPORTS

The Independent Accountants’ Report on State Compliance, on Internal Control Over
Compliance and on Supplementary Information for State Compliance Purposes does not contain
scope limitations, disclaimers, or other significant non-standard language.

SUMMARY OF FINDINGS

Number of This Report Prior Report
Findings 11 8
Repeated findings 1 0
Prior recommendations implemented

or not repeated 7 4

Details of findings are presented in a separately tabbed report section.

SCHEDULE OF FINDINGS

CURRENT FINDINGS (STATE COMPLIANCE)

Item No. Page Description

04-1 10 Efficiency Initiative Payments

04-2 14 Customer Information System does not meet Department
needs

04-3 16 Lack of independent reviews of computer systems

04-4 18 Lack of compliance with the Data Security on State
Computers Act

04-5 20 Inadequate controls over fringe benefits for the personal use

of a State vehicle



04-6

04-7

04-8

04-9

04-10

04-11

04-12

04-13

04-14

04-15

04-16

04-17

04-18

STATE OF ILLINOIS

DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY

COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2004

CURRENT FINDINGS (STATE COMPLIANCE)

22

24

26

28

30

31

Inadequate controls over employee timekeeping
Inadequate control over travel expenditures
Failure to file required reports

Tourism grant applicants not properly notified
Untimely reviews of grantee audit reports

Close-out packages not approved timely

PRIOR FINDINGS NOT REPEATED (STATE COMPLIANCE)

33

33

33

34

34

34

34

Incorrect GAAP reporting
Contract monitoring deficiencies
Inadequate computer security controls

Lack of disaster recovery planning and testing for computer
systems

Lack of an Information Technology Strategic Plan
Reports not submitted

Grant close-out packages not received timely
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EXIT CONFERENCE

The findings and recommendations appearing in this report were discussed with
Department personnel at an exit conference on March 16, 2005. Attending were:

Department of Commerce and Economic Opportunity
Warren Ribley, Director of Operations

Scott Harry, Chief Financial Officer

Phil Wyatt, Accounting Manager

Pat Blair, IT Compliance Officer

Office of the Auditor General

Teresa Davis, Compliance Audit Manager

Kathy Lovejoy, Information Systems Audit Manager
Matt Campbell, Compliance Audit Supervisor
Courtney Dzierwa, Compliance Audit Supervisor

Responses to the recommendations were provided by Scott Harry, Chief Financial
Officer of the Department of Commerce and Economic Opportunity in a letter dated March 24,
2005.
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INDEPENDENT ACCOUNTANTS' REPORT ON STATE COMPLIANCE,
ON INTERNAL CONTROL OVER COMPLIANCE, AND ON
SUPPLEMENTARY INFORMATION FOR STATE COMPLIANCE PURPOSES

Honorable William G. Holland
Auditor General
State of Illinois

Compliance

We have examined the State of Illinois, Department of Commerce and Economic Opportunity’s
compliance with the requirements listed below, as more fully described in the Audit Guide for
Financial Audits and Compliance Attestation Engagements of [llinois State Agencies (Audit
Guide) as adopted by the Auditor General, during the two years ended June 30, 2004. The
management of the State of Illinois, Department of Commerce and Economic Opportunity 1s
responsible for compliance with these requircments. Our responsibility is to express an opinion
on the State of Tllinois, Department of Commerce and Economic Opportunity’s compliance
based on our examination.

A. The State of Illinois, Department of Commerce and Economic Opportunity has obligated,

expended, received, and used public funds of the State in accordance with the purpose for
which such funds have been appropriated or otherwise authorized by law.

The State of Illinois, Department of Commerce and Economic Opportunity has obligated,
expended, received, and used public funds of the State in accordancec with an
limitations, restrictions, conditions or mandatory directions imposed by law upon sucK
obligation, expenditure, receipt or use.

The State of Illinois, Department of Commerce and Economic Opportunity has complied,
in all material respects, with applicable laws and regulations, including the State uniform
accounting system, in its financial and fiscal operations.

The State revenues and receipts collected by the State of Illinois, Department of
Commerce and Economic Opportunity are in accordance with applicable laws and
regulations and the accounting and recordkeeping of such revenues and receipts is fair,
accurate and in accordance with law.

Money or negotiable sccurities or similar assets handled by the State of Illinois,
Department of Commerce and Economic Opportunity on behalf of the State or held in
trust by the State of Illinois, Department of Commerce and Economic Opportunity have
been properly and legally administered and the accounting and recordkeeping relating
thercto is proper, accurate, and in accordance with law.

INTERNET ADDRESS: AUDITOR@MAIL.STATE.IL.US
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Our examination was conducted in accordance with attestation standards established by the
American Institute of Certified Public Accountants; the standards applicable to attestation
engagements contained in Government Auditing Standards issued by the Comptroller General of
the United States; the Illinois State Auditing Act (Act); and the Audit Guide as adopted by the
Auditor General pursuant to the Act; and, accordingly, included examining, on a test basis,
evidence about the State of Illinois, Department of Commerce and Economic Opportunity’s
compliance with those requirements and performing such other procedures as we considered
necessary in the circumstances. We believe that our examination provides a reasonable basis for
our opinion. Our examination does not provide a legal determination on the State of Illinois,
Department of Commerce and Economic Opportunity’s compliance with specified requirements.

In our opinion, the State of Illinois, Department of Commerce and Economic Opportunity
complied, in all material respects, with the aforementioned requirements during the two years
ended June 30, 2004. Towever, the results of our procedures disclosed instances of
noncompliance with those requirements, which are required to be reported in accordance with
criteria established by the Audit Guide, issued by the Illinois Office of the Auditor General and
which are described in the accompanying schedule of State findings as findings 04-1, 04-2, 04-3,
04-4, 04-5, 04-6, 04-7, 04-8, 04-9, 04-10 and 04-11. As required by the Audit Guide, immaterial
findings relating to instances of noncompliance excluded from this report have been reported in a
separate letter.

Internal Control

The management of the State of [llinois, Department of Commerce and Economic Opportunity is
responsible for establishing and maintaining effective internal control over compliance with the
requirements of laws and regulations. In planning and performing our cxamination, we
considered the State of Illinois, Department of Commerce and Economic Opportunity’s internal
control over compliance with the aforementioned requirements in order to determine our
examination procedures for the purpose of expressing our opinion on compliance and to test and
report on internal control over compliance in accordance with the Audit Guide, issued by the
Illinois Office of the Auditor General.

Our consideration of internal control over compliance with the aforementioned requirements
would not necessarily disclose all matters in internal control that might be material weaknesses.
A material weakness is a condition in which the design or operation of one or more internal
control components does not reduce to a relatively low level the risk that noncompliance with
applicable requirements of laws and regulations that would be material in relation to one or more
of the aforementioned requirements being examined may occur and not be detected within a
timely period by employees in the normal course of performing their assigned functions. We
noted no matters involving internal control over compliance that we consider to be material
weaknesses. However, the results of our procedures disclosed other matters involving internal
control which are required to be reported in accordance with criteria established by the Audit
Guide, issued by the Illinois Office of the Auditor General and which are described in the
accompanying schedule of State findings as findings 04-1, 04-2, 04-3, 04-4, 04-5, 04-6, 04-7,
04-8, 04-9, 04-10 and 04-11. As required by the Audit Guide, immaterial findings relating to
internal control deficiencies excluded from this report have been reported in a separate letter.



Supplementary Information for State Compliance Purposes

Our examination was conducted for the purpose of forming an opinion on compliance with the
requirements listed in the first paragraph of this report. The accompanying supplementary
information as listed in the table of contents as Supplementary Information for State Compliance
Purposes is presented for purposes of additional analysis. We have applied certain limited
procedures as prescribed by the Audit Guide as adopted by the Auditor General to the 2003 and
the 2004 Supplementary Information for State Compliance Purposes, except for information on
the Indirect Cost Reimbursements and Administrative Costs, the Illinois First Projects and the
Service Efforts and Accomplishments on which we did not perform any procedures. However,
we do not express an opinion on the supplementary information.

We have not applied procedures to the 2002 Supplementary Information for State Compliance
Purposes, and accordingly, we do not express an opinion thereon.

This report is intended solely for the information and use of the Auditor General, the General
Assembly, the Legislative Audit Commission, the Governor, and agency management, and is not
intended to be and should not be used by anyone other than these specified parties.

BRUCE L. BULLARD, CPA
Compliance Audit Director

December 16, 2004



STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

04-1. EINDING  (Efficiency Initiative Payments)

The Department of Commerce and Economic Opportunity (Department) made payments
for efficiency initiative billings from improper line item appropriations and funds.

Public Act 93-0025, in part, outlines a program for efficiency initiatives to reorganize,
restructure and reengineer the business processes of the State. The State Finance Act
details that the amount designated as savings from efficiency initiatives implemented by
the Department of Central Management Services (CMS) shall be paid into the Efficiency
Initiatives Revolving Fund. *“State agencies shall pay these amounts...from the line
item appropriations where the cost savings are anticipated to occur.” (30 ILCS
105/6p-5)

The Department received four FY04 billings totaling $1,706,012.60 from CMS for
savings from efficiency initiatives. The initiatives and amounts billed to the Department

were:
Billing Date | Initiative Billed Amount
9/19/03 Procurement Efficiency $1,263,380.00
9/19/03 Information Technology $410,299.00
9/19/03 Vehicle Fleet Management $20,334.00
7/20/04 Online Legal Research Consolidation $11,999.60
Total: $1,706,012.60

The Department did not receive guidance or documentation with the billings from CMS
detailing from which line item appropriations savings were anticipated to occur. The
only guidance received was the amount of payments that should be taken from General
Revenue Funds versus Other Funds for the September 2003 billings. However, the
Department questioned this breakdown with the Governor’s Office of Management and
Budget (GOMB).

Correspondence from the Department to GOMB dated September 22, 2003 questioned
the billings as *“a funding cut based on no actual analysis.” Two days later, GOMB
communicated to the Department “you have the ability to pay the invoice from any line
and any fund.” This is contrary to the direction set out in the State Finance Act.

Based on our review, we question whether the appropriate appropriations, as required by
the State Finance Act, were used to pay for the anticipated savings. For example, part of
the Vehicle Fleet Management Initiative billing was not paid from the Department’s
Operation of Auto Equipment appropriation.  Similarly, Information Technology
Initiative billings were not paid from EDP-related appropriation lines.

10



STATE OF ILLINOIS

DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY

SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

Rather, we found that the Department made payments for these billings not from line
item appropriations where the cost savings were anticipated to have occurred but,
according to Department staff, “given the ambiguous parameters of how the savings were
to be realized, the agency felt it was most appropriate to spread the savings to be realized
among the program funds over which it controls.” The Department planned to reconcile
budgeted savings to actual savings based on periodic reports to be provided by CMS;
however, those periodic reports were not provided by CMS to the Department. For
example, the Department used:

$456,000 from appropriations from the Tourism Promotion Fund (Fund #0763) to
make payments for invoices relative to savings from the Procurement and
Information Technology Efficiency Initiatives. State law, in part, directs that all
monies deposited into the Tourism Promotion Fund “shall be used solely as
provided...to advertise and promote tourism throughout Illinois.” (20 ILCS
665/4a(2)). The monies were specifically appropriated “For Advertising and
Promotion of Tourism Throughout Illinois” and “For Advertising and Promotion
of lllinois Tourism in International Markets.”

$61,000 from appropriations from the Tobacco Settlement Recovery Fund (Fund
#0733) to make payments relative to the Information Technology Efficiency
Initiative.  The specific appropriation was “For Administration and Grant
Expenses of the Marketing Technology Initiative.” Additionally, the Department
paid $30,000 from the same fund from an appropriation “For Grants and
Administrative Expenses For the Illinois Technology Enterprise Corporation
Program, Including Prior Year Costs” for part of the billing for the Information
Technology Efficiency Initiative.

$50,000 from an appropriation “For Expenses Relating to Compliance with the
Belgium Social Security System” to make payments for the Procurement
Efficiency Initiative.

$32,685 from appropriations from the Renewable Energy Resources Trust Fund
(Fund #0564) to make a payment for the Procurement Efficiency Initiative. State
law (20 ILCS 687/6-4) states that the “Fund shall be administered by the
Department to provide grants, loans and other incentives to foster investment in
and the development and use of renewable energy resources.” The specific
appropriation was “For Grants, Loans, Investments and Administrative Expenses
of the Renewable Energy Resources Program, Including Prior Year Costs.”

11



STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

e $68,938 from appropriations from the Energy Efficiency Trust Fund (Fund
#0571) to make a payment for the Procurement Efficiency Initiative. State law
(20 ILCS 687/6-6(b)) states that the Department “shall disburse the moneys in the
Energy Efficiency Trust Fund to benefit residential electric customers through
projects which the Department ...has determined will promote energy efficiency
in the State of Illinois.” The specific appropriation was “For Grants and
Administrative Expenses Relating to Projects that Promote Energy Efficiency,
Including Prior Year Costs.”

The table below provides an illustration of the specific funds and line items the
Department used to make payments for the efficiency initiatives. Additionally, the table

illustrates which efficiency initiatives were paid from the wvarious line item
appropriations.
Total
Amount | Appropriation | Efficiency
Fund Line Item Paid for Line Item | Initiative *
1 Appropriation
0001, 0763, For Contractual Services $358,775.60 $6,151,300.00 | P, IT,V, LR
0883
0763, 0883 For Travel $20,000.00 $58,500.00 p
0001, 0763, For Commodities $20,000.00 $135,900.00 P
0883
0001, 0763, For Printing $25,000.00 $655,600.00 p
0883
0001, 0763, For Equipment $30,000.00 $232,200.00 IT
0883
0001, 0763, For Electronic Data $30,000.00 $1,817,000.00 IT
0883 Processing
0001 For Telecommunications $22,335.00 $388,700.00 P
0001 For Operation of Auto $5,000.00 $49,100.00 vV
0001, 0733, For Lump Sum and Other $544,689.00 | $19,611,100.00 P, IT
0763, 0973 Purposes
0078, 0294, Awards and Grants, Lump $650,213.00 $36,871,100 P,IT
0564, 0571, Sum and Other Purposes
0733, 0900
! Legend:

0001-General Revenue Fund; 0078-Solid Waste Management Fund

0294-Used Tire Management Fund; 0564-Renewable Energy Resources Trust Fund
0571-Energy Efficiency Trust Fund; 0733-Tobacco Settlement Recovery Fund

0763-Tourism Promotion Fund; 0883-Intra-Agency Services Fund

0900-Petroleum Violation Fund; 0973-Illinois Capital Revolving Loan Fund
P-Procurement; IT-Information Technology; V-Vehicle Fleet Management, LR-Legal Research

12




STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

Use of appropriations unrelated to the cost savings initiatives results in non-compliance
with the State Finance Act. Furthermore, use of appropriations for purposes other than
those authorized by the General Assembly effectively negates a fundamental control
established in State government. Finally, use of funds unrelated to the savings initiative
may result in an adverse effect on services the Department provides.

According to staff from CMS, efficiency initiatives billings will continue into the next
fiscal year. (Finding Code No. 04-1)

RECOMMENDATION

We recommend that the Department only make payments for efficiency initiative billings
from line item appropriations where savings would be anticipated to occur. Further, the
Department should seek an explanation from the Department of Central Management
Services as to how savings levels were calculated, or otherwise arrived at, and how
savings achieved or anticipated impact the Department’s budget.

DEPARTMENT RESPONSE

The Department agrees and will only make Efficiency Initiative Revolving Fund
payments from appropriations where savings are anticipated to occur.

13



STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

04-2. EINDING  (Customer Information System does not meet Department needs)

In the prior audit, a finding reported that the Department did not ensure compliance with
the Application System Development Standards (Standards) and had not determined the
total estimated cost of the complete Customer Information System (CIS) project.

In the current examination, we found CIS did not meet the needs of the Department and
was still not adequately documented. Since its inception, the Department has invested
approximately $4 million in CIS, and has spent over $2.2 million on contractors to
develop and maintain CIS. The following contractual expenditures were incurred during
fiscal years 2003 and 2004:

Fiscal Year Contract Expenditures Hours Average Hourly Rate
2003 $ 948,370 8,769 $108.15
2004 $ 502,920 4,567 $110.12
Total: $1,451,290 13,336 $109.14

The goal of the CIS project was to move toward an enterprise approach with a consistent
data structure, consistent user interface, integrated information, and flexibility. However, as
outlined in the Department’s April 2004 Vision Statement, there was near universal
dissatisfaction with CIS, and many users of the system have developed their own
spreadsheet and database applications to meet their own needs.

The Department had still not performed a detailed analysis to determine the total
estimated cost to complete the existing CIS. A plan to complete CIS was developed;
however, the plan was developed without the benefit of a detailed analysis. The total
projected completion cost of the entire CIS project had not been determined.

Although the existing system is not meeting the Department’s needs, significant time and
dollars continued to be expended on CIS due to the Department’s uncertainty whether CIS
would be completed as originally intended, upgraded, or completely replaced.

The Department placed significant dependence on the availability of contractors to
support and maintain CIS. However, if these contractors were to be unavailable, the lack
of systems documentation would make it difficult for Department staff or other
contractors to maintain the existing CIS.

Prudent business practices dictate the Department effectively manage projects and ensure

resources are used effectively to meet goals and objectives. (Finding Code No. 04-2,
02-03)

14



STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

RECOMMENDATION

The Department should conduct an extensive study to determine the feasibility and
effectiveness of CIS, and whether the system will meet its long term needs. A final
decision regarding a solution to the CIS situation should be made as soon as possible, to
reduce the time and funds invested in a system that does not meet the Department’s
needs, and to ensure funds are expended in an effective manner. We further recommend,
that the Department ensure all future projects are developed in accordance with
acceptable system development standards, and include total cost projections and adequate
documentation.

DEPARTMENT RESPONSE

The Department agrees with the finding.

The Department weighed the options of whether to complete the initial Customer
Information System (CIS) design, upgrade the system or replace the system. The
Department’s Information Technology Steering Committee decided to replace and phase
out CIS. In July 2004, the requirements and processes necessary to reengineer the CIS
Application to a Microsoft. NET platform were formulated.

The Department is currently in the process of replacing CIS. There will be an interim
period when CIS is still required to carry out the Department’s core grant processing
mission. The Department utilizes contractors to support and maintain CIS due to
headcount restraints. It should be noted that expenditures have been significantly
lowered (53%) from FY03 to FY04. Additionally, the cost of maintenance is projected to
be lowered (approximately 50%) again in FY05.

The Department adopted the CMS Project Management framework for all new and major
system developments efforts including Total Cost of Ownership (TCO) requirements and
formal documentation standards. The Department will supplement CMS standards with
internal procedures to ensure resources are used effectively to meet the Department’s
objectives.

Extensive user input and analysis during development of the Department’s new
Management Portal confirmed users had ongoing reservations regarding the functionality
of the CIS application. The decision to replace CIS makes it neither necessary nor cost-
effective to conduct further analysis of CIS’s feasibility.

15



STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

04-3. EINDING  (Lack of independent reviews of computer systems)

The Department of Commerce and Economic Opportunity (Department) did not perform
independent and mandated reviews of major computer systems.

During the year, the Department had significant computer system development activities
including the Workforce Investment Act Customer Information System.

An independent review of computer system development projects or major modifications
to computer systems was not performed. The Fiscal Control and Internal Auditing Act
(30 ILCS 10/2003) requires reviews of the design of major new computer systems and
major modifications of those systems be performed by internal auditors prior to their
installation to ensure the systems provide for adequate audit trails and accountability.

In addition, generally accepted standards, such as the Control Objectives for Information
and Related Technology (COBIT), call for an independent review of new and modified
computer systems to ensure that systems meet integrity, accountability, and security
standards.

Failure to review major systems or major modifications to those systems is contrary to
the intent of the Fiscal Control and Internal Auditing Act and sound business practices.
The lack of independent reviews could result in undetected security or integrity problems
in new or modified computer systems.

According to Department officials, they assumed the newly formed Illinois Office of
Internal Audit would conduct the required reviews.

The Department’s computer systems support the delivery of services intended to fulfill
the Department’s mission to improve the competitiveness of Illinois in the national and
global economy. The efficiency, security, and integrity of the Department’s computer
systems are essential to the economic well-being of the State of Illinois. (Finding Code
No. 04-3)

RECOMMENDATION

The Department should ensure independent reviews of major computer systems are
performed. If the newly formed Illinois Office of Internal Audit is to perform the
reviews, the Department should ensure the Office is informed of all major computer
system development projects.

16



STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

DEPARTMENT RESPONSE

The Department agrees with the finding.

The Department implemented a process for notifying the newly formed Illinois Office of
Internal Auditors (Office) of all new development and major modification to the
Department’s computer systems. The Department will submit project plans to the Office
for review in addition to submitting project plans to the Department of Central
Management Services’ BCCS IT Governance Project Management team for review and
approval.

The Department notified (October 7, 2004) the Office of all major computer system
development projects for the period of July 2002 to September 2004 including the
Workforce Investment Act Customer Information Systems project. The Office was again
notified on January 21, 2005.

The Department will ensure that independent reviews of major computer systems are
performed.

17



STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

04-4. EINDING  (Lack of compliance with the Data Security on State Computers Act)

The Department of Commerce and Economic Opportunity (Department) did not properly
clear data from computer equipment prior to transfer to the State’s Surplus Property
Warehouse, as required by State law.

The Data Security on State Computers Act (20 ILCS 450/1 et seq.) requires agencies to
develop policies and certify in writing that all electronic data processing equipment has been
cleared of all data and software before being sold, donated, or transferred.

The Department of Central Management Services, Division of Property Control established
procedures that require agencies to affix a label to equipment that have been cleared of all
data. The label should be placed on the left-hand face side of a desktop processor and on the
topside cover of a laptop and contain the following information:

Agency name;

Serial number of equipment;

Application used to clear all data;

Name and signature of individual clearing data; and
Date clearing of data was performed.

We reviewed 5 of the Department’s units that had been transferred to the State’s Surplus
Property Warehouse and identified the following.

e 4 of 5 units tested contained readable data (1 was inoperable); and
e Required labels were missing on all 5 units tested.

The clearing of all data from equipment ensures the protection of sensitive information
relating to the State and its citizens. (Finding Code No. 04-4)

RECOMMENDATION

We recommend the Department develop policies and procedures to ensure compliance with
the Data Security on State Computers Act and associated Department of Central
Management Services requirements.
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STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

DEPARTMENT RESPONSE

The Department agrees with the finding and notes the compliance with the Data Security
on State Computers Act (the Act) is now a shared responsibility with the Department of
Central Management Services (CMS). The Department’s computer infrastructure staff,
which was transferred to CMS as part of the statewide information technology
consolidation, should perform the data clearing function. The Department has notified
CMS of this finding and will continue to cooperate with them to ensure proper disposal
of the Department’s surplus computer equipment to comply with the Act.
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04-5. EINDING (Inadequate controls over fringe benefits for the personal use of a State
vehicle)

The Department of Commerce and Economic Opportunity (Department) did not have
adequate policies and procedures in place to ensure employees assigned State vehicles for
their personal use were charged the correct amount for fringe benefits.

During our testing we noted 3 (100%) employees that were assigned a State vehicle for
their personal use were not charged for the fringe benefit during FY03 or FY04. The
three employees should have been charged a total of $2,652 for fringe benefits during
FY03 and FY04.

The Internal Revenue Service (IRS) Publication 15-B and the Office of the Comptroller’s
(Comptroller) Payroll Bulletin 3-85 requires each agency to treat the fair market value of
employee personal use of State vehicles as a taxable fringe benefit to be included in the
employee’s income. The taxable income derived by the employee for personal use of a
State vehicle is calculated at a rate of $3.00 per working day. In addition, the
Comptroller’s Payroll Bulletin 3-85 requires each agency obtain sufficient documentation
from its employees to allow proper computation of the amount of personal use of State
vehicle fringe benefits, which are included in each employees’ income.

Department personnel stated that in the past the Payroll Department has included fringe
benefits on the employee’s payroll vouchers. Employees working in the Payroll
Department were unaware of any employees who were assigned a State vehicle.

Failure to include withholdings from employees with the personal use of a State vehicle
potentially puts the Department at risk to not be in compliance with the IRS Publication
and Comptroller’s Payroll Bulletin 3-85. (Finding Code No. 04-5)

RECOMMENDATION

We recommend the Department comply with the Internal Revenue Service Publication
and the Comptroller’s Bulletin 3-85 and implement controls to ensure employees
complete the proper documentation and are charged the correct amount of fringe benefits
on payroll warrants.
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DEPARTMENT RESPONSE

The Department agrees and will implement procedures to ensure compliance with
Comptroller’s Payroll Bulletin 3-85 and the Internal Revenue Service Publication for
fringe benefit calculations and reporting for personal use of State vehicles. The
Department is also working with the Office of the Comptroller to make any necessary
fringe benefit reporting or filing adjustments for affected employees for calendar years
2003 and 2004.
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04-6. EINDING  (Inadequate controls over employee timekeeping)

The Department of Commerce and Economic Opportunity (Department) does not have
adequate policies to require all of the Department’s employees to complete daily
timesheets.

The Department had personnel policies in regard to timekeeping, but the Department
only required “Senior Staff and Policy Making Employees” to maintain a daily timesheet
which documents the time spent each day on official State business. The remainder of
the Department’s employees were not required by the Department to maintain any daily
timesheet. The Department had an average of 519 employees at June 30, 2004 and the
Department only required 65 (13%) employees to prepare timesheets.

The State Officials and Employees Ethics Act (5 ILCS 430/5-5) requires each State
employee to periodically submit time sheets documenting the time spent each day on
official State business to the nearest quarter hour.

Department management stated that they were operating under the impression that they
were in compliance with the State Officials and Employees Ethics Act (5 ILCS 430/5-5)
by only requiring senior staff and policy making employees to complete daily timesheets.

Failure to maintain the required timekeeping records increases the potential that the State
is paying for services that have not been performed and is non-compliance with State
law. (Finding Code No. 04-6)

RECOMMENDATION

We recommend the Department comply with the timekeeping requirements of the State
Officials and Employees Ethics Act by preparing and maintaining the required timesheets
for all State employees.
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DEPARTMENT RESPONSE

The Department uses the Department of Central Management Services’ (CMS)
timekeeping system to maintain accurate daily attendance and timekeeping records for all
employees. The Department was operating under the assumption that CMS’ timekeeping
system was adequate in terms of compliance with the intent of the State Officials and
Employees Ethics Act (the Act) for non-management employees. The Department’s
management employees have kept separate timesheets for the Act in addition to the
timesheets required for CMS’ timekeeping system. Section 5-5(a) of the Act requires the
Governor to adopt and implement policies for all State employees of the executive branch
under his jurisdiction. The Department has notified the Governor’s Office of this finding
and will continue to work with them to determine an appropriate course of action to
comply with the intent of the Act.
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04-7. EINDING  (Inadequate control over travel expenditures)

The Department of Commerce and Economic Opportunity (Department) did not exercise
adequate control over travel expenditures. During detail testing of 100% of travel
expenditures for 10 travelers, we noted 1 of 10 traveler’s expenditures tested had the
following issues:

e Employee’s travel vouchers did not contain sufficient documentation for reason of
travel. We noted 12 of 29 (41%) travel vouchers merely stated the purpose of
travel was for “Economic Development — All travel was for meetings/contacts for
economic development.” The Travel Guide for State of Illinois Employees (80
I1l. Adm. Code 2800.240) requires the employee’s travel vouchers to indicate the
purpose of travel. In addition, good business practices would require an employee
to specifically document the purpose of travel so it can be easily determined
whether the travel is reimbursable.

e The Department did not submit a request form for out-of-state travel to be
approved by the Governor’s Office of Management and Budget (GOMB) in a
timely manner. We noted the Department submitted 3 of 5 (60%) out-of-state
request forms to GOMB 16 to 21 days late. For two of the out-of-state trips,
GOMB did not approve the travel until after the trip was taken by the traveler.
For the other out-of-state trip, GOMB originally denied the request, however the
traveler still took the out-of-state trip without proper approval. The Department
appealed the denial and it was approved by GOMB five months after the trip was
taken. The Governor’s Travel Control Board Travel Update #03-09 and #04-04
requires an agency to submit an out-of-state approval form to GOMB at least 3
weeks prior to the departure date of the trip.

e The Department reimbursed the traveler for two trips that were made on the same
day. The traveler was reimbursed for two separate trips that occurred at the same
time but were in two different locations. The questionable reimbursement totaled
$24.

Department personnel stated that they felt the purpose of travel was sufficient due to the
fact that the traveler’s duties are for economic development. In addition, department
personnel stated that the reimbursement for the trips made on the same day was due to
oversight. Further, Department personnel stated the untimely submittal of out-of-state
trip requests to GOMB were either due to processing oversights or uncertainty of travel
plans.

Failure to comply with the Travel Guide for State of Illinois Employees subjects the State
to excessive travel reimbursement expenditures. (Finding Code No. 04-7)
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RECOMMENDATION

We recommend the Department comply with travel rules and regulations. Additionally,
the Department should review the travel vouchers to ensure the information is sufficient
and reasonable and approved appropriately.

DEPARTMENT RESPONSE

The Department agrees and will ensure travel vouchers contain a more specific purpose
of trip and reimbursements are in compliance with travel rules and regulations. The
Department also received reimbursement from the traveler for the questionable
reimbursement of $23.76. Staff will continue to pre-audit vouchers to ensure information
is sufficient and reasonable before they are sent to the Office of the Comptroller.
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04-8. EINDING (Failure to file required reports)

The Department of Commerce and Economic Opportunity (Department) did not file
required reports during the examination period. We noted during the audit period the
following reports that were not filed:

The Liquor Control Act of 1934 (235 ILCS 5/12-4) required the Department to
review the activities of the Grape and Wine Resources Council and report by
January 1, 2004 to the Governor and General Assembly on the Department’s
recommendation whether or not the funding for the Council should continue. The
Department did not prepare or file the required report by January 1, 2004 and had
not been prepared or submitted by the conclusion of our fieldwork.

The Environmental Protection Act (415 ILCS 5/6.1) required the Department to
conduct studies of the effects of all State and federal sulfur dioxide regulations and
emission standards on the use of Illinois coal and other fuels, and report the results
of these studies to the Governor and General Assembly by July 1, 2002, and July 1,
2004. The Department had prepared the reports, however, these reports were not
filed with the Governor or General Assembly.

The Illinois Promotion Act (Act) (20 ILCS 665/13a) required the Department to
establish and maintain an affirmative action program designed to promote equal
employment opportunity and eliminate the effects of past discrimination and to
submit a detailed plan to the General Assembly prior to March 1% of each year.
Such program shall include a plan which shall specify goals and methods for
increasing participation by women and minorities in employment by parties which
receive funds pursuant to this Act. The Department did not prepare and maintain an
affirmative action plan for FY03 and FY04.

Department personnel stated that the Grape and Wine report was not prepared or submitted
timely due to the agency being understaffed during the current examination period and was
unable to generate these reports. In regard to the other two reports, the Department did not
submit the reports to the Governor and General Assembly due to oversight.

Failure to report to the Governor and the General Assembly by the required due dates of
each year is noncompliance with a statutory mandate. (Finding Code No. 04-8)

RECOMMENDATION

We recommend the Department submit to the General Assembly all required reports by the
applicable dates of each year as required by statute.

26



STATE OF ILLINOIS
DEPARTMENT OF COMMERCE AND ECONOMIC OPPORTUNITY
SCHEDULE OF FINDINGS
For the Two Years Ended June 30, 2004

DEPARTMENT RESPONSE

The Department agrees and will either file these reports as required by statute or seek
legislation to change the filing requirements.
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04-9. EINDING  (Tourism grant applicants not properly notified)

The Department of Commerce and Economic Opportunity (Department) did not timely
notify Tourism grant applicants of their application status. During detail testing of
Tourism grant applications, we noted the following:

The Department did not notify the Tourism grant applicant for 4 of 7 (57%)
Tourism Marketing Partnership applications and 2 of 2 (100%) Tourism Private
Sector applications as to whether their application was complete or if a deficiency
existed. In addition, the Department notified 1 of 7 (14%) Tourism Marketing
Partnership grant applicants 13 days late. The Illinois Administrative Code (14
I1l. Admin. Code 510.40(c)) requires the Department to notify the applicant
whether, after a brief review, the application and attachments, if any, are complete
within 15 business days after the Department receives the application.

The Department did not notify the Tourism grant applicant for 3 of 3 (100%)
International Tourism applications that their application was received and
complete. The Illinois Administrative Code (14 Ill. Admin. Code 555.60(c))
requires the Department to issue a receipt to the applicant acknowledging the date
on which the Department received the application, and whether, after a brief
initial review, the application and attachments, if any, are complete within 10
business days after the Department receives the application.

The following grant applicants were not notified as to whether or not their
application was accepted or rejected:

¢ Two of 2 (100%) Tourism Attraction Development applications;

¢ Six of 6 (100%) Local Tourism and Convention Bureau applications;

¢ Two of 2 (100%) Regional Tourism Development Organization

applications;

¢ Three of 3 (100%) International Tourism applications;

¢ Five of 7 (71%) Tourism Marketing Partnership applications; and

¢ One of 2 (50%) Tourism Private Sector applications.

In addition, 1 of 2 (50%) Tourism Private Sector applications was 3 days late in
notifying the applicant as to whether or not the application was accepted or
rejected. The Illinois Administrative Code (Ill. Admin. Code 510.40(d)) requires
the Department to notify the applicant that the application has been approved or
rejected within 60 days from the date an application is determined to be complete.
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Department personnel stated that they did not notify applicants as to whether their
application was received and complete because they feel that multiple notification letters
to the applicants is redundant and time consuming. In addition, Department personnel
stated that not notifying applicants as to whether or not their applications were accepted
or rejected was due to oversight.

Failure to send the required notification letters to the applicants is noncompliance with
the Illinois Administrative Code. (Finding Code No. 04-9)

RECOMMENDATION

We recommend the Department comply with the Illinois Administrative Codes and send
the required notification letters to the applicants or seek a rule change to the Illinois
Administrative Code.

DEPARTMENT RESPONSE

The Department agrees and will comply with the Administrative Code or seek a rule
change to the Illinois Administrative Code.
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04-10. EINDING  (Untimely reviews of grantee audit reports)

The Department of Commerce and Economic Opportunity (Department) did not review
audit reports for Technology and Industrial Program grants in a timely manner. During
detail testing, we noted the following:

e Two of ten (20%) grantees’ audit reports, for grants totaling $3,554,816, were
reviewed late. One review was 9 days late; the other audit report had not been
reviewed at all.

e One of ten (10%) grantees, for grants totaling $316,589, submitted its audit
report to the Department 238 days late. The submitted audit report consisted of a
photocopy of the 2002 balance sheet, which does not meet the requirements set
forth by the grant agreement. This inadequacy went unnoticed by the
Department.

The Department’s Audit Management and Resolution Procedures for Grantee Audits
Reviewed by the External Audit Section required the Department to review the final audit
report and conclude on an audit resolution within 180 days of the receipt of the audit
report. Further, good business practices would require the Department to ensure all
required reports provide accurate and timely information.

Department personnel stated that the reviews were not performed in a timely manner, and
that audit reports were not given a cursory review upon receipt due to staff shortages.

Inadequate monitoring of grants could result in improper expenditures by the Department
for services or reports not received. Failure to review audit reports in a timely manner is
noncompliance with Department procedures. (Finding Code No. 04-10)

RECOMMENDATION

We recommend the Department comply with the Department’s Audit Management and
Resolution Procedures to ensure audit reports are reviewed timely. We further
recommend the Department ensure that all deliverables received from grantees complies
with the grant agreement requirements.

DEPARTMENT RESPONSE

The Department agrees the audits identified in the finding were not reviewed in a timely
manner due to staffing shortfalls. Additional staff have been added to this unit to address
the audit review backlog.
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04-11. EINDING  (Close-out packages not approved timely)

The Department of Commerce and Economic Opportunity (Department) did not have
supervisors approve grant close out packages in a timely manner. During detail testing of
grant approvals, we noted the following:

e Three of 32 (9%) Technology and Industrial Program grants were approved from
26 to 58 working days after the grant was reviewed and closed out by the program
accountant.

e Seven of 25 (28%) Energy and Recycling Program grants were approved from 25
to 59 working days after the grant was reviewed and closed out by the program
accountant.

e Four of 20 (20%) Coal Development Program grants were approved from 24 to
41 working days after the grant was reviewed and closed out by the program
accountant.

e One of 18 (6%) Workforce Investment Act grants was approved 55 working days
after the grant was reviewed and closed out by the program accountant.

e Two of 15 (13%) Miscellaneous State Program grants were approved from 39 to
82 working days after the grant was reviewed and closed out by the program
accountant.

The Department’s Accounting Office Policy and Procedure Manual Chapter 9, Section G
requires unit supervisors be responsible for reviewing and approving / disapproving close
out packages in a timely manner after completion by the Program Accountant.
Department personnel further clarified “timely manner” as to mean 10 to 15 working
days.

Department personnel stated that the supervisor signatures were late due to oversight.

Failure to approve grant close out packages in a timely manner is noncompliance with the
Department’s operating procedures. (Finding Code No. 04-11)

RECOMMENDATION

We recommend the Department comply with the Department’s Accounting Office Policy
and Procedure Manual and follow procedures to ensure that the Department approves
close out packages in a timely manner.
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DEPARTMENT RESPONSE

The Department agrees that the close-out packages identified in the finding were not
approved in a timely manner. Corrective action, including new close-out tracking reports
and procedures, has already been implemented to ensure close-outs are reviewed and
approved by unit supervisors within the time requirements.
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FINDING  (Incorrect GAAP reporting)

During the prior examination, the Department did not correctly report financial
information to the Office of the Comptroller through the GAAP Reporting process. The
Department had the following errors: 1) classified federal receipts incorrectly, 2)
misclassified payments made in lapse period as accounts payable instead of
intergovernmental payables, 3) receipts that were collected but not deposited as of June
30™ were not considered or recorded as cash and revenues, 4) cash on hand in two petty
cash funds and seven foreign imprest funds were not included in the financial statements
and 5) federal amounts provided to subrecipients were not included on the Grant/Contract
Analysis Forms (SCO-563).

During the current examination, we noted no significant errors in regard to the proper
recording of federal receipts, classification of lapse period payments, cash on hand and
the recording of subrecipients on the Grant/Contract Analysis Forms (SCO 563).
(Finding Code No. 02-1)

FINDING  (Contract monitoring deficiencies)

During the prior examination, the Department did not adequately monitor contractors.
During the current examination, the Department implemented a timekeeping system and
several other procedures to monitor contractors. Further testwork conducted during the
examination period found a substantial improvement in the monitoring of contractors.
(Finding Code No. 02-2)

FINDING (Inadequate computer security controls)

During the prior examination, the Department had not established adequate controls for
securing its computer resources.

During the current examination, the Department had implemented a security policy and
enhanced their security over the network. (Finding Code No. 02-4)
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FINDING  (Lack of disaster recovery planning and testing for computer systems)

During the prior examination, the Department did not have a current or comprehensive
Disaster Recovery Plan and had never performed disaster recovery testing of its
environment.

During the current examination, the Department developed the Information Processing
Continuing Methodology. In addition, the Department performed several disaster
recovery tests. (Finding Code No. 02-5)

FINDING  (Lack of an Information Technology Strategic Plan)

During the prior examination, the Department did not have an adequate long-range
strategic plan to effectively guide Information Technology activities.

During the current examination, the Department developed a long-range plan, dated
September 2003. In addition, an Information Technology Steering Committee has been
created. (Finding Code No. 02-6)

FINDING  (Reports not submitted)

During the prior examination, the Department did not submit required reports to the
Illinois State Board of Education and the Illinois Community College Board.

During the current examination, the Department submitted the required report to the
Illinois Community College Board. (Finding Code No. 02-7)
FINDING  (Grant close-out packages not received timely)

During the prior examination, the Department did not receive grant close-out packages
from grant recipients by the required deadline.

During the current examination, we noted the Department took appropriate action to

receive the required grant close-out packages by the required deadline. (Finding Code
No. 02-8)
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SUPPLEMENTARY INFORMATION FOR STATE COMPLIANCE PURPOSES

SUMMARY

Supplementary Information for State Compliance Purposes presented in this section of
the report includes the following:

e Fiscal Schedules and Analysis:

Schedule of Expenditures of Federal Awards

Notes to the Schedule of Expenditures of Federal Awards

Schedule of Appropriations, Expenditures and Lapsed Balances

Comparative Schedule of Net Appropriations, Expenditures and Lapsed
Balances

Schedule of Efficiency Initiative Payments

Schedule of Changes in State Property

Comparative Schedule of Cash Receipts and Reconciliation of Cash Receipts
to Deposits Remitted to the State Comptroller

Analysis of Significant Variations in Expenditures

Analysis of Significant Variations in Receipts

Analysis of Significant Lapse Period Spending

Analysis of Accounts Receivable

Indirect Cost Reimbursements and Administrative Costs (not examined)

e Analysis of Operations:

Agency Functions and Planning Program

Average Number of Employees

Emergency Purchases

Illinois First Projects (not examined)

Service Efforts and Accomplishments (not examined)

The auditors’ report that covers the Supplementary Information for State Compliance
Purposes presented in the Compliance Report Section states that the auditors have applied certain
limited procedures as prescribed by the Audit Guide as adopted by the Auditor General to the
2003 and the 2004 Supplementary Information for State Compliance Purposes, except for
information on the Indirect Cost Reimbursements and Administrative Costs, the Illinois First
Projects and the Service Efforts and Accomplishments on which we did not perform any
procedures. However, we do not express an opinion on the supplementary information. We
have not applied procedures to the 2002 Supplementary Information for State Compliance
Purposes, and accordingly, we do not express an opinion thereon.
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SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS

For the Year Ended June 30, 2004

(expressed in thousands)

Federal
Federal Grantor/ CFDA Federal
Program Title Number Expenditures
U.S. Department of Defense/
Procurement Technical Assistance
for Business Firms 12.002 $ 381
Total U.S. Department of Defense $ 381
U.S. Department of Housing and Urban Development/
Community Development Block Grant/

State's Program 14.228 $ 43,665
Emergency Shelter Grants Program 14.231 3,345
Lower Income Housing Assistance/

Section 8 Moderate Rehabilitation 14.856 836

Total U.S. Department of Housing and Urban Development $ 47,846
U.S. Department of Labor/
Employment and Training Administration:

Trade Adjustment Assistance - Workers 17.245 $ 11,493

Welfare-to-Work Grants to States and Localities 17.253 4,401

WIA - Adult Program 17.258 45,300

WIA - Youth Activities 17.259 50,175

WIA - Dislocated Workers 17.260 89,416

Employment and Training Administration Pilots,

Demonstrations, and Research Projects 17.261 275

Work Incentives Grant 17.266 327

Total Employment and Training Administration $ 201,387
Occupational Safety and Health Administration:
Occupational Safety and Health Administration -
Susan Harwood Training Grant 17.502 $ 33

Consultation Agreements 17.504 1,804

Total Occupational Safety and Health Administration $ 1,837
Total U.S. Department of Labor $ 203,224
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(expressed in thousands)

Federal
Federal Grantor/ CFDA Federal
Program Title Number Expenditures
U.S. Small Business Administration/

Small Business Development Centers 59.037 $ 3,445
Total U.S. Small Business Administration $ 3,445
U.S. Department of Energy/

State Energy Program 81.041 $ 1,672
Weatherization Assistance for Low-Income Persons 81.042 14,095
Regional Biomass Energy Programs 81.079 35
National Industrial Competitiveness through Energy,
Environment and Economics 81.105 501
Energy Efficiency and Renewable Energy Information
Dissemination, Outreach, Training and Technical
Analysis / Assistance 81.117 65
State Energy Programs - Special Projects 81.119 412
Total U.S. Department of Energy $ 16,780
U.S. Department of Health and Human Services/
Low Income Home Energy Assistance 93.568 $ 111,173
Community Services Block Grant 93.569 28,219
Community Services Block Grant Discretionary Awards -
Community Food and Nutrition 93.571 104
Total U.S. Department of Health and Human Services $ 139,496
Total Federal Financial Assistance $ 411,172

See accompanying notes to Schedule of Expenditures of Federal Awards.
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(expressed in thousands)

Federal
Federal Grantor/ CFDA Federal
Program Title Number Expenditures

U.S. Department of Defense/
Procurement Technical Assistance

for Business Firms 12.002 $ 279
Total U.S. Department of Defense $ 279
U.S. Department of Housing and Urban Development/
Community Development Block Grant/

State's Program 14.228 $ 41,229
Emergency Shelter Grants Program 14.231 2,161
Lower Income Housing Assistance/

Section 8 Moderate Rehabilitation 14.856 671

Total U.S. Department of Housing and Urban Development $ 44,061
U.S. Department of Labor/
Occupational Safety and Health Administration:
Occupational Safety and Health Administration -
Susan Harwood Training Grant 17.502 $ 11

Consultation Agreements 17.504 2,591

Total Occupational Safety and Health Administration $ 2,602

Total U.S. Department of Labor $ 2,602
U.S. Small Business Administration/

Small Business Development Centers 59.037 $ 4,291

Total U.S. Small Business Administration $ 4,291
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Federal
Federal Grantor/ CFDA Federal
Program Title Number Expenditures
U.S. Department of Energy/
State Energy Program 81.041 $ 1,751
Weatherization Assistance for Low-Income Persons 81.042 12,747
Regional Biomass Energy Programs 81.079 116
Conservation Research and Development 81.086 64
Renewable Energy Research and Development 81.087 1
National Industrial Competitiveness through Energy,
Environment and Economics 81.105 18
Energy Efficiency and Renewable Energy Information
Dissemination, Outreach, Training and Technical
Analysis / Assistance 81.117 10
State Energy Programs - Special Projects 81.119 313
Total U.S. Department of Energy $ 15,020
U.S. Department of Health and Human Services/
Low Income Home Energy Assistance 93.568 $ 105,195
Community Services Block Grant 93.569 31,645
Community Services Block Grant Discretionary Awards -
Community Food and Nutrition 93.571 131
Total U.S. Department of Health and Human Services $ 136,971
Total Federal Financial Assistance $ 203,224

See accompanying notes to Schedule of Expenditures of Federal Awards.
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NOTE 1 - Significant Accounting Policies

A. Basis of Presentation
The Schedule of Expenditures of Federal Awards presents the activity of all federal
award programs of the State of Illinois, Department of Commerce and Economic
Opportunity (Department), for the years ended June 30, 2003 and June 30, 2004.

B. Basis of Accounting

The Schedule of Expenditures of Federal Awards is prepared on the modified accrual
basis of accounting.

C. Programs

All federal award programs have been included in the Schedule of Expenditures of
Federal Awards.

The Department also receives grant awards funded by the State of Illinois and other
sources. These funds are not included in the Schedule of Expenditures of Federal
Awards.

NOTE 2 — Description of Grant Programs

The following is a brief description of the significant grant programs included in the
Schedule of Expenditure of Federal Awards:

A. U.S. Department of Defense

Procurement Technical Assistance for Business Firms — 50% - CFDA No. 12.002

This grant was awarded to the Department to assist recipients in providing marketing and
technical assistance to business firms in selling their goods and services to the U.S.
Department of Defense.
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B. U.S. Department of Housing and Urban Development

Community Development Block Grants/State’s Program — CFDA No. 14.228

These grants were awarded to the Department to provide assistance to units of general
level government in nonentitlement areas in the form of funds for the development of
viable urban communities. These funds provide decent housing in a suitable living
environment and expand economic opportunity, principally for persons of low and
moderate income.

Emergency Shelter Grant Program — CFDA No. 14.231

These grants were awarded to the Department to help improve the quality of existing
emergency shelter for the homeless, to help make available additional emergency
shelters, to help pay the costs of operating emergency shelters and providing certain
essential social services to homeless individuals.

Lower Income Housing Assistance Program — Section 8 Moderate Rehabilitation —
CFDA No. 14.856

These grants were awarded to the Department in order to provide rent subsidies for
over 300 housing units and to aid very-low income families in obtaining decent, safe
and sanitary rental housing.
. U.S. Department of Labor

Employment and Training Administration:

Trade Adjustment Assistance - Workers — CFDA No. 17.245

This grant was awarded to provide adjustment assistance to qualified workers
adversely affected by foreign trade, which will assist them to obtain suitable
employment.

Welfare-to-Work Grants to States and Localities — CFDA No. 17.253

Welfare-to-Work grants were established to provide job training and support
services to long-term public welfare recipients.
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Workforce Investment Act — Adult Program — CFDA No. 17.258

This program is designed to provide workforce investment activities that increase
the employment, retention and earnings of participants, and increase occupational
skill attainment by the participants.

Workforce Investment Act — Youth Activities — CFDA No. 17.259

This program is to design a revitalized workforce investment system that will help
low income youth between the ages of 14 and 21 acquire the educational and
occupational skills, training and support needed to achieve academic and
employment success and successfully transition to careers and productive
adulthood.

Workforce Investment Act — Dislocated Workers — CFDA 17.260

The objective of this grant is to provide workforce investment activities that
increase the employment, retention and earnings of participants, and increase
occupational skill attainment by the participants. The aim is to reemploy
dislocated workers, improve the quality of workforce and enhance the
productivity and competitiveness of the nation’s economy.

Employment and Training Administration Pilots, Demonstrations and Research
Projects — CFDA No. 17.261

This grant was awarded to address national employment and training problems
that have interstate validity and will aid policymakers and stakeholders in
addressing these problems.

Work Incentives Grants — CFDA No. 17.266

The objective of this grant is to support the development of the One-Stop system
infrastructure with the objective of achieving model, seamless and comprehensive
services for people with disabilities, thereby increasing their employment,
retention, earning capacity and occupational skill attainment.
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Occupational Safety and Health Administration:

Occupational Safety and Health Administration - Susan Harwood Training Grants
— CFDA No. 17.502

This grant was awarded to provide grants to nonprofit organizations to provide
training or other educational services to employees and/or educational services
under grants.

Consultation Agreements — CFDA No. 17.504

This grant was awarded to the Department to fund consultative workplace safety
and health services. Priority is to be given to smaller employers with high-hazard
operations.

D. U.S. Small Business Administration

Small Business Development Centers — CFDA No. 59.037

This grant was awarded to the Department to counsel and train, through Small
Business Development Centers, small business owners and managers in dealing with
financial, marketing, production, organization, engineering, technical and other
problems. Beneficiaries shall also be assisted in developing feasibility studies,
business plans, cash flow analysis, financial statements, etc.

. U. S. Department of Energy

State Energy Program — CFDA No. 81.041

Goals of this program are to reduce the projected energy consumption within the
State of Illinois and to promote cost-efficient energy conservation use choices.

Weatherization Assistance for Low-Income Persons — CFDA No. 81.042

This grant was awarded to the Department for the purpose of providing statewide
weatherization services to low-income persons in order to conserve energy and
reduce energy costs of those persons least able to afford higher utility costs.

Regional Biomass Energy Programs — CFDA No. 81.079

The program’s goal is to develop alternative transportation fuels and techniques.
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Conservation Research and Development — CFDA No. 81.086

Funds are used to offer grants to develop and transfer various energy conservation
technologies to the nonfederal sector.

Renewable Energy Research and Development — CFDA No. 81.087

The purpose of this program is to conduct balanced research and development efforts
in the following energy technologies: solar buildings, photovoltaic, solar thermal,
biomass, alcohol fuels, wind hydropower and hydrogen, and geothermal. Grants are
awarded to develop various renewable energy technologies.

National Industrial Competitiveness through Energy, Environment and Economics —
CFDA No. 81.105

This grant is used to generate new processes and/or equipment that can significantly
reduce the use of energy and energy intensive feed-stocks and reduce the generation
of wastes in industry.

Energy Efficiency and Renewable Energy Information Dissemination, Outreach,
Training and Technical Analysis / Assistance — CFDA No. 81.117

This grant provides financial support for information dissemination, outreach,
training and related technical analysis/assistance which will: (1) stimulate increased
energy efficiency in transportation, buildings, industry and the Federal sector and
encourage increased use of renewable and alternative energy; and (2) accelerate the
adoption of new technologies to increase energy efficiency and the use of renewable
and alternative energy.

State Energy Programs — Special Projects — CFDA No. 81.119

Funds received to implement activities relating to a number of programmatic areas
such as building codes and standards, alternative fuels, industrial efficiency, building
efficiency, and solar and renewable technologies.
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F. U. S. Department of Health and Human Services

Low Income Home Enerqy Assistance Program — CFDA No. 93.568

These grants were awarded to the Department to assist low-income households in
meeting the cost of energy consumed for heating and, where medically necessary,
cooling of residences.

Community Services Block Grant — CFDA No. 93.569

These grants were awarded to the Department for the purpose of providing services to
low-income participants for meeting emergency needs, securing and retaining
meaningful employment, and removing obstacles and problems that inhibit self-
sufficiency.

Community Services Block Grant Discretionary Awards — Community Food and
Nutrition — CFDA No. 93.571

These grants are provided for community-based, local, statewide and national
programs which: (1) coordinate existing private and public food assistance resources
to better serve low-income populations, whenever such coordination is determined to
be inadequate; (2) assist low-income communities to identify potential sponsors of
child nutrition programs and initiate new programs in underserved or unserved areas;
and (3) develop innovative approaches at the State and local level to meet the
nutritional needs of low-income individuals.
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NOTE 3 -