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FINDINGS THIS AUDIT: 4 AGING SCHEDULE OF REPEATED FINDINGS
New Repeat Total Repeated Since | Category 1 | Category 2 | Category 3
Category 1: 1 3 4 2015 12,3
Category 2: 0 0 0
Category 3: _0 0 0
TOTAL 1 3 4

FINDINGS LAST AUDIT (Government Auditing Standards Findings only): 4

SYNOPSIS

* (16-001) The Department and the Department of Human Services lacked internal controls over the
operation of the State of Illinois’ Integrated Eligibility System to sufficiently prevent or
detect defects that caused inaccurate determinations of eligibility.

* (16-002) The Department and the Department of Human Services failed to implement adequate
security, change management, and recovery controls over the State of Illinois’ Integrated
Eligibility System.

* (16-003) The Department did not obtain or conduct timely independent internal control reviews over
its external service providers.

Category 1: Findings that are material weaknesses in internal control and/or a qualification on compliance with State laws and
regulations (material noncompliance).

Category 2: Findings that are significant deficiencies in internal control and noncompliance with State laws and regulations.

Category 3:  Findings that have no internal control issues but are in noncompliance with State laws and regulations.

{Expenditures and Activity Measures are summarized on next page.}
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This Report Digest and a Full Report are also available on the internet at www.auditor.illinois.gov




DEPARTMENT OF HEALTHCARE AND FAMILY SERVICES

FINANCIAL AUDIT
For the Year Ended June 30, 2016

STATEMENT OF REVENUES, EXPENDITURES AND

CHANGE IN FUND BALANCE FISCAL YEAR FISCAL YEAR
GENERAL FUND (amounts expressed in thousands) 2016 2015
REVENUES
Operating grants - federal............coceovieiiiiiic i $ 10,445,581 $ 10,540,769
Medical provider asseSSMENt taX........ccccvvevverierieeieerieseesesieseeeeas 1,375,891 1,412,493
Other FEVENUES. .......eeiiieciie ettt 1,481,551 1,508,674
TOLAl FEVENUE.......eoieeie e 13,303,023 13,461,936
EXPENDITURES
Health and SOCial SEIVICES.........cccveivereiie e 16,464,859 16,699,017
Other eXPeNndItUIES.........cveiiiiieecie e e 24,847 35,444
Total eXPENTITUIES. .....cveiveieeiece e 16,489,706 16,734,461
OTHER SOURCES (USES) OF FINANCIAL RESOURCES
Net Transfers in / Transfers OUL...........cccccvevevieere e (29,676) (60,775)
(@11 PRSP RRRR 3,143,434 3,319,958
Net other sources (uses) of financial resources...........cccoceeverveenee. 3,113,758 3,259,183
Change in fund balance...........cccooiiiieiic i (72,925) (13,342)
Fund balance July 1, as restated...........cccccevvevenieninsie e, 44911 140,150
Fund balance JUNe 30.........cccveveiiiieiecece e $ (28,014) $ 126,808
BALANCE SHEET FISCAL YEAR FISCAL YEAR
GENERAL FUND (amounts expressed in thousands) 2016 2015
ASSETS
Cash and cash eqUIVaIENTS...........cccceiieiriieccre e $ 936,359 $ 361,149
Due from other governments - federal & local................cccevennen, 1,258,732 2,088,420
(@] 10T g T (USSR 1,816,484 817,040
TOtAl SSELS.....ecvieiiecciie e 4,011,575 3,266,609
LIABILITIES
Accounts payable and other liabilities.............cccocovviiiiiiiiiiiiein 2,324,510 1,466,113
Other HabIITIES. .......ciiiiiiiieiee e 843,569 534,117
Total labIHITIES......veeviececce e 3,168,079 2,000,230
DEFERRED INFLOWS OF RESOURCES
Unavailable reVENUE...........ccviiiiiie e 871,510 1,139,571
Total [aDIITIES. ..o 871,510 1,139,571
FUND BALANCE (DEFICIT) it $ (28,014) $ 126,808
DIRECTOR

During Audit Period: Ms. Felicia Norwood
Currently: Ms. Felicia Norwood




Lacked internal controls to prevent
or detect defects

2,198 distinct cases inaccurately
determined eligible for social
services with payments totaling
$8,003,585

Departments agreed with auditors

Auditors determined the
Departments had not taken
appropriate correct action

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

INACCURATE DETERMINATION OF ELIGIBILITY

The Department of Healthcare and Family Services and the
Department of Human Services (Departments) lacked internal
controls over the operation of the State of Illinois’ Integrated
Eligibility System to sufficiently prevent or detect defects that
caused inaccurate determinations of eligibility.

In order to obtain social services, individuals are evaluated on
many financial and non-financial criteria. To test the accuracy
of IES’ determination of eligibility for benefits, we selected a
sample of a subset of non-financial eligibility criteria
(residency, citizenship, and social security information). After
testing all individuals approved within IES from July 1, 2015
to June 30, 2016, we noted multiple defects which resulted in
individuals being improperly approved for certain programs.
The defects identified resulted in inappropriate expenditures
being made to or on-behalf of individuals. During Fiscal Year
2016, the inappropriate expenditures paid by the Departments
totaled $8,003,585 for 2,198 distinct cases. (Finding 1, pages
45-47)

We recommended the Departments implement adequate
controls over the operations of IES to provide a high level of
assurance that all defects are rectified in a timely manner. We
also recommended the Departments evaluate all eligibility
criteria within 1IES so that cases are properly approved and
caseworkers are properly trained to obtain and retain
documentation in support of case eligibility determination.

The Departments accepted the recommendation and stated
they have taken steps to address issues noted by the auditors.

LACK OF CONTROLS OVER THE INTEGRATED
ELIGIBILITY SYSTEM

The Department of Healthcare and Family Services and the
Department of Human Services (Departments) failed to
implement adequate security, change management, and
recovery controls over the State of Illinois’ Integrated
Eligibility System (IES).  During the prior audit, we
determined the Departments had not implemented adequate
controls over security, change management, and disaster
recovery. During the current audit, the auditors determined the
Departments had not taken appropriate corrective action to
correct these weaknesses.



Only one State employee had access
to IES production environment

Vendor made changes without State
approval

Departments agreed with auditors

SOC Reports not obtained

Some of the critical deficiencies we noted are as follows:

e  Access Security Control: We identified individuals and
developers with unneeded or inappropriate access rights.
Furthermore, the Departments’ own review noted issues
with separation of duties, inappropriate access rights,
security administration, and access rights
documentation.

e Infrastructure Security: We identified servers running
outdated operation systems, running outdated or lacking
antivirus software, and not being backed up. In addition,
the development vendor and subcontractor had
administrative rights to the production environment and
only one State employee had access to the IES
production environment.

e Change Management: The Departments had not
developed change management policies and procedures
for IES modifications. Additionally, a review by the
Departments concluded the vendor and subcontractor
made changes to IES that were not approved by the
State.

e Disaster Recover: The Departments did not conduct
testing of IES’ disaster recovery plan to ensure it could
be recovered in the event of an outage. (Finding 2, pages
48-49)

We recommended the Departments establish and maintain
adequate controls over the security, availability, integrity, and
confidentiality of IES data.

The Departments accepted the recommendation and stated
they have taken steps to address issues noted by the auditors.

LACK OF ADEQUATE CONTROLS OVER THE
REVIEW OF INTERNAL CONTROLS OVER SERVICE
PROVIDERS

The Department of Healthcare and Family Services
(Department) did not obtain or conduct timely independent
internal control reviews over its external service providers.

During testing, we noted some of the following:

e The Department did not obtain Service Organization
Control (SOC) reports or conduct independent internal
control reviews of all the external service providers.



Analysis not performed for
subservice organizations processing
State’s dental payments

Department agreed with auditors

e Asof June 30, 2016, the Department had not performed
an analysis to determine the need to obtain information
as to subservice organizations’ internal controls.

o All agreements between the Department and the external
service providers did not contain a requirement for an
independent review to be completed. (Finding 3, pages
50-51)

We recommended the Department obtain or perform
independent reviews of internal controls associated with third
party service providers at least annually. In addition, we
recommended the Department assess and obtain applicable
reports over the internal controls in place at the subservice
organizations.

The Department accepted the recommendation.

OTHER FINDINGS

The remaining finding is reportedly being given attention by
Department personnel. We will review progress toward
implementation of our recommendation in our next
Audit/Examination.

AUDITOR’S OPINION

Our auditors stated the financial statements of the Department
of Healthcare and Family Services as of June 30, 2016, and for
the year then ended, are fairly stated in all material respects.

This financial audit was conducted by the firm of Sikich LLP.

SIGNED ORIGINAL ON FILE

BRUCE L. BULLARD
Division Director

This report is transmitted in accordance with Section 3-14 of
the Illinois State Auditing Act.

SIGNED ORIGINAL ON FILE

FRANK J. MAUTINO
Auditor General
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