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SOUTHERN ILLINOLS UNIVERSITY

February 25, 2011

Crowe Horwath LLP

One Mid America Plaza
Post Office Box 3667
0ak Brook, IL.60522-3697

Ladies and Gentlemen:

We are responsible for the identification of, and compliance with, all aspects of laws; regulations, contracts;.

or grant agreements that could have a material effect on the operations of Southern lliinois 1

i ,_er5|ty;

(“University”). We are responsible for and we have established and maintained an effective system of
internal controls over compliance requirements. We have performed an evaluation of the University’s
compliance with the following assertions during the year ended June'30; 2010. Based on this evaluation, we
assert that during the year ended June 30, 2010, the University has materially complied with the assertions

beIOW;

A,

The University has obligated, expended, received and used public funds of the State in'accordance
with the purpose forwhich such-funds have been appropriated or otherwise authorized by law.

The University has obligated, expended, received and used public funds of the State inaccordance
with any limitations, restrictions, conditions or mandatory diréctions imposed by law upon such
obligation, expenditure, receipt.or use,

The University has complied, in all material respects, with a‘pplicable laws and regulations, including
the State uniform accounting system, in its financial and fiscal operations.

State reventies and rece|pts collected by the University are in accordance with apphcable laws
and regulatlons and the accounting and recordkeeping of such revenues and rfeceipts is fair,
accurate and in accordance with law.

Money or negotiable.securities or similar assets handled by the University.on behalf of the State
or held in trust by the University have been properly and legally administered, and the
accountmg and recordkeepmg relating thereto is proper, accurate and in accordance wnth faw..

Glean Poshard o * Duane Stucky v
President Senior Vice President for Financial and
Administrative Affairs

‘Office of the President, Stone Center - Mail Code 6801, 1400 Douglas Drive, Carbondale, linois 62901

Carbandfale » Edwardsvﬂle , * Springfield & B Aitbh e B, 'St:Louts
Carbondale, Phorie 618/536-3331, Fax: 618/536-3404 § Edwardsville, Phone §18/650-2426, Fax: 6187650-3216



STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY

COMPLIANCE REPORT
SUMMARY

The compliance testing performed during this examination was conducted in accordance with Government

Auditing Standards and in accordance with the lllinois State Auditing Act.

AUDITORS' REPORTS

The Independent Accountants' Report on State Compliance and on Internal Control Over Compliance

does not contain scope limitations, disclaimers, or other significant non-standard language.

SUMMARY OF FINDINGS
Current Prior
Number of Report Report
Findings 6 4
Repeated findings 1 2
Prior recommendations implemented
or not repeated 3 6

SCHEDULE OF FINDINGS AND QUESTIONED COSTS

item No. Page Description
FINDINGS AND QUESTIONED COSTS (FEDERAL COMPLIANCE)

10-01 12 Inadequate Controls Over Loan Reporting -
Edwardsville

10-02 13 Documented Controls Over Return of Title IV Funds
Calculations

10-03 14 Failure to Meet Head Start Earmarking Requirements

FINDINGS (STATE COMPLIANCE)

10-04 15 Time Sheets are Not Required

10-05 16 Inadequate Segregation of Duties within the P-Card
Approval Process

10-06 17 Inadequate Control over Access to and Disposal of

Confidential Information

Finding Type

Material
Weakness and
Noncompliance

Material
Weakness and
Noncompliance

Material
Weakness and
Noncompliance

Material
Weakness and
Noncompliance

Material
Weakness and
Noncompliance

Material
Weakness and
Noncompliance



PRIOR FINDINGS NOT REPEATED (FEDERAL COMPLIANCE)

ltem No. Page Description
a. 19 Inadequate Controls Over Loan Reporting -
Carbondale
b. 19 Fiscal Operation Report and Application to Participate

(“FISAP") Reporting

PRIOR FINDINGS NOT REPEATED (STATE COMPLIANCE)

c. 20 Duplicate Travel Request Reimbursements

EXIT CONFERENCE

The University waived the right to a formal exit conference at the conclusion of the audit. Written
responses to the findings were provided by Kim Labonte, Director of Internal Audit, on January 27, 2011.



Crowe Horwath. Growefiooumth LLP

Independent Member Crowe Horwath International

INDEPENDENT AUDITORS' REPORT ON STATE COMPLIANCE AND
ON INTERNAL CONTROL OVER COMPLIANCE FOR STATE COMPLIANCE PURPOSES

Honorable William G. Holland

Auditor General, State of lllinois
and Board of Trustees

Southern lllinois University

Compliance

As Special Assistant Auditors for the Auditor General, we have examined Southern lliincis University's
(“University”) compliance with the requirements listed below, as more fully described in the Audit Guide for
Financial Audits and Compliance Attestation Engagements of lllinois State Agencies (“Audit Guide”) as
adopted by the Auditor General, during the year ended June 30, 2010. The management of the University
is responsible for compliance with these requirements. Our responsibility is to express an opinion on the
University's compliance based on our examination.

A. The University has obligated, expended, received, and used public funds of the State in
accordance with the purpose for which such funds have been appropriated or otherwise
authorized by law.

B. The University has obligated, expended, received, and used public funds of the State in
accordance with any limitations, restrictions, conditions or mandatory directions imposed by law
upon such obligation, expenditure, receipt or use.

C. The University has complied, in all material respects, with applicable laws and regulations,
including the State uniform accounting system, in its financial and fiscal operations.

D. State revenues and receipts collected by the University are in accordance with applicable laws
and regulations and the accounting and recordkeeping of such revenues and receipts is fair,
accurate and in accordance with law.

E. Money or negotiable securities or similar assets handled by the University on behalf of the State
or held in trust by the University have been properly and legally administered and the accounting
and recordkeeping relating thereto is proper, accurate, and in accordance with law.

We conducted our examination in accordance with attestation standards established by the American
Institute of Certified Public Accountants; the standards applicable to attestation engagements contained in
Government Auditing Standards issued by the Comptroller General of the United States; the lilinois State
Auditing Act (“Act’), and the Audit Guide as adopted by the Auditor General pursuant to the Act; and,
accordingly, included examining, on a test basis, evidence about the University’s compliance with those
requirements listed in the first paragraph of this report and performing such other procedures as we
considered necessary in the circumstances. We believe that our examination provides a reasonable basis
for our opinion. Our examination does not provide a legal determination on the University's compliance
with specified requirements.



As described in the findings (Findings 10-04 and 10-06) in the accompanying schedule of findings and
questioned costs, the University did not comply with requirements regarding employee time sheet
submissions and various information technology security protocols for sensitive information. Compliance
with such requirements is necessary, in our opinion, for the University to comply with the requirements
listed in the first paragraph of this report.

In our opinion, except for the noncompliance described in the preceding paragraph, the University
complied, in all material respects, with the requirements listed in the first paragraph of this report during
the year ended June 30, 2010. However, the results of our procedures disclosed other instances of
noncompliance, which are required to be reported in accordance with criteria established by the Audit
Guide, issued by the lllinois Office of the Auditor General and which are described in the accompanying
schedule of findings and questioned costs as items 10-05.

Internal Control

The management of the University is responsible for establishing and maintaining effective internal control
over compliance with the requirements listed in the first paragraph of this report. In planning and
performing our examination, we considered the University's internal control over compliance with the
requirements listed in the first paragraph of this report as a basis for designing our examination
procedures for the purpose of expressing our opinion on compliance and to test and report on internal
control over compliance in accordance with the Audit Guide issued by the lllinois Office of the Auditor
General, but not for the purpose of expressing an opinion on the effectiveness of the University’s internal
control over compliance. Accordingly, we do not express an opinion on the effectiveness of the
University's internal control over compliance.

Our consideration of internal control over compliance was for the limited purpose described in the
preceding paragraph and was not designed to identify all deficiencies in internal control over compliance
that might be deficiencies, significant deficiencies, or material weaknesses and therefore, there can be no
assurance that all deficiencies, significant deficiencies, or material weaknesses have been identified.
However, as described in the accompanying Schedule of Findings and Questioned Costs we identified
certain deficiencies in internal control over compliance that we consider to be material weaknesses and
other deficiencies that we consider to be significant deficiencies.

A deficiency in an entity’s internal control over compliance exists when the design or operation of a control
over compliance does not allow management or employees, in the normal course of performing their
assigned functions, to prevent, or detect and correct noncompliance with the requirements listed in the
first paragraph of this report on a timely basis. A material weakness in internal control over compliance is
a deficiency, or a combination of deficiencies, in internal control such that there is a reasonable possibility
that material noncompliance with a requirement listed in the first paragraph of this report will not be
prevented, or detected and corrected on a timely basis. We consider the deficiencies in internal control
over compliance as described in the accompanying schedule of findings and questioned costs as findings
10-04, 10-05 and 10-06 to be material weaknesses.

As required by the Audit Guide, immaterial findings excluded from this report have been reported in a
separate letter to your office.

The University's responses to the findings identified in our examination are described in the accompanying
schedule of findings and questioned costs. We did not examine the University’s responses and,
accordingly, we express no opinion on the responses.



This report is intended solely for the information and use of the Auditor General, the General Assembly, the
Legislative Audit Commission, the Governor, the University Board of Trustees, management, and federal
awarding agencies and pass-through entities and is not intended to be and should not be used by anyone
other than these specified parties.

Crowe Horwath LLP

Springfield, lllinois
February 25, 2011
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INDEPENDENT AUDITORS’ REPORT ON COMPLIANCE WITH REQUIREMENTS THAT COULD HAVE A
DIRECT AND MATERIAL EFFECT ON EACH MAJOR PROGRAM, ON INTERNAL CONTROL OVER
COMPLIANCE, AND ON THE SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
IN ACCORDANCE WITH OMB CIRCULAR A-133

Honorable William G. Holland

Auditor General, State of lllinois
and Board of Trustees

Southern Hlinois University

Compliance

We have audited Southern lllinois University's (the "University") compliance with the types of compliance
requirements described in the U.S. Office of Management and Budget (OMB) Circular A-133 Compliance
Supplement that could have a direct and material effect on each of the University’s major federal programs
for the year ended June 30, 2010. The University's major federal programs are identified in the summary of
auditor's results section of the accompanying schedule of findings and questioned costs. Compliance with
the requirements of laws, regulations, contracts, and grants applicable to each of its major federal programs
is the responsibility of the University's management. Our responsibility is to express an opinion on the
University's compliance based on our audit.

The schedule of expenditures of federal awards and our audit described below does not include expenditures
of federal awards for those agencies determined to be component units of the University for financial

statement purposes.

We conducted our audit of compliance in accordance with auditing standards generally accepted in the
United States of America; the standards applicable to financial audits contained in Government Auditing
Standards, issued by the Comptroller General of the United States; and OMB Circular A-133, Audits of
States, Local Governments, and Non-Profit Organizations. Those standards and OMB Circular A-133
require that we plan and perform the audit to obtain reasonable assurance about whether noncompliance
with the types of compliance requirements referred to above that could have a direct and material effect on a
major federal program occurred. An audit includes examining, on a test basis, evidence about the
University's compliance with those requirements and performing such other procedures as we considered
necessary in the circumstances. We believe that our audit provides a reasonable basis for our opinion. Our
audit does not provide a legal determination of the University's compliance with those requirements.

As described in item 10-03 in the accompanying schedule of findings and questioned costs, the University did
not comply with earkmarking requirements applicable to its Head Start program. Compliance with such
requirements is necessary, in our opinion, for the University to comply with the requirements applicable to
that program.

In our opinion, except for the noncompliance described in the preceding paragraph, the University complied,
in all material respects, with the requirements referred to above that could have a direct and material effect
on each of its major federal programs for the year ended June 30, 2010. However, the results of our auditing
procedures disclosed instances of noncompliance with those requirements, which are required to be reported
in accordance with OMB Circular A-133 and which are described in the accompanying schedule of findings
and questioned costs as items 10-01 and 10-02.



Internal Control Over Compliance

The management of the University is responsible for establishing and maintaining effective internal control
over compliance with the requirements of laws, regulations, contracts, and grants applicable to federal
programs. In planning and performing our audit, we considered the University's internal control over
compliance with requirements that could have a direct and material effect on a major federal program in
order to determine our auditing procedures for the purpose of expressing our opinion on compliance and to
test and report on internal control over compliance in accordance with OMB Circular A-133, but not for the
purpose of expressing an opinion on the effectiveness of the University's internal control over compliance.
Accordingly, we do not express an opinion on the effectiveness on the University’s internal control over

compliance.

Our consideration of internal control over compliance was for the limited purpose described in the preceding
paragraph and was not designed to identify all deficiencies in internal control over compliance that might be
significant deficiencies or material weaknesses and therefore, there can be no assurance that all
deficiencies, significant deficiencies, or material weaknesses have been identified. However, as discussed
below, we identified certain deficiencies in internal control over compliance that we consider to be material
weaknesses.

A deficiency in internal control over compliance exists when the design or operation of a control does not
allow management or employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct, noncompliance with a type of compliance requirement of a federal program on a timely
basis. A material weakness in internal control over compliance is a deficiency, or combination of deficiencies,
in internal control over compliance, such that there is a reasonable possibility that material noncompliance
with a type of compliance requirement of a federal program will not be prevented, or detected and corrected,
on a timely basis. We consider the deficiencies in internal control over compliance described in the
accompanying schedule of findings and questioned costs as items 10-01, 10-02, and 10-03 to be material
weaknesses.

The University's responses to the findings identified in our audit are described in the accompanying schedule
of findings and questioned costs. We did not audit the University’s responses and, accordingly, we express
no opinion on the responses.

Schedule of Expenditures of Federal Awards

We have audited the basic financial statements of the University as of and for the year ended June 30, 2010,
and have issued our report thereon dated February 25, 2011. Our audit was performed for the purpose of
forming an opinion on the University's basic financial statements. The accompanying schedule of
expenditures of federal awards is presented for purposes of additional analysis as required by OMB Circular
A-133 and is not a required part of the basic financial statements. Such information has been subjected to
the auditing procedures applied in the audit of the basic financial statements and, in our opinion, is fairly
stated in all material respects, in relation to the basic financial statements taken as a whole.

This report is intended solely for the information and use of the Auditor General, the General Assembly,
the Legislative Audit Commission, the Governor, University Board of Trustees, management, and federal
awarding agencies and pass-through entities and is not intended to be and should not be used by anyone

other than these specified parties.

Crowe Horwath LLP
Springfield, {llinois
February 25, 2011



STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
SCHEDULE OF FINDINGS AND QUESTIONED COSTS
Year ended June 30, 2010

a. Summary of Auditor's Results

Financial Statements

Type of auditors' report issued: unqualified

Internal control over financial reporting:

e Material weakness(es) identified? Yes v No

Significant deficiencies(s) identified that are not considered

to be material weakness(es)? Yes v None reported
e Noncompliance material to financial statements noted? Yes v No
Federal Awards

Internal control over major programs:

e Material weakness(es) identified? v Yes No
o Significant deficiency(ies) identified that are not considered
to be material weakness(es)? Yes v None reported

Type of auditors' report issued on compliance for major programs: Unqualified for all major programs except
for Head Start, which was qualified.

Any audit findings disclosed that are required to be reported in
accordance with section 510(a) of Circular A-1337?

v Yes No
Identification of major programs:
CFDA Number(s Name of Federal Program or Cluster
Various (1) Student Financial Aid Cluster, Student
Financial Aid Cluster - ARRA
Various (2) Research & Development Cluster,
Research & Development Cluster - ARRA
93.600/93.708 (3) Head Start, Head Start- ARRA
Various (4) Trio Cluster
84.394/84.397 (5) State Fiscal Stabilization Fund Cluster
- ARRA

Note: Tickmark “(6)" on the following Schedule of Expenditures of Federal Awards indicates expenditures
from the American Reinvestment and Recovery Act.

Dollar threshold used to distinguish between type A and type B
programs: $2,299,305
Auditee qualified as low-risk auditee? Yes v No

b. Findings Related to the Financial Statements that are Required to be Reported in Accordance with
Government Auditing Standards - None

c. Findings and Questioned Costs for Federal Awards — Findings 10-01, 10-02, and 10-03, pages 12
through 14

d. Status of Prior Year Findings Not Repeated — See page 19

11



STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
FINDINGS, RECOMMENDATIONS AND UNIVERSITY RESPONSES - FEDERAL
Year Ended June 30, 2010

10-01 Inadequate Controls Over Loan Reporting

Federal Agency: U.S. Department of Education
CFDA Number: 84.268

Program Name: Federal Direct Loan Program
Questioned Costs: None Noted

The Edwardsville Campus does not have effective controls in place to ensure updates of student enroliment
status to the National Student Clearinghouse (“NSC”) for Federal student loan programs.

Out of 60 enroliment status changes tested, 1 (2%) was not reported to the NSC. The NSC is Edwardsville's
enroliment reporting service.

The National Student Loan Data System (“NSLDS”) Enroliment Reporting Guide requires schools to confirm
and report the enroliment status of students who receive Federal student loans. As with any school/servicer
arrangement for the administration of Title IV programs, the school remains responsible for submitting
timely, accurate, and complete enroliment reporting roster files and for maintaining proper documentation
in accordance with Federal Regulation 34 CFR 682.610(c).

According to Edwardsville officials, the University did not employ procedures that facilitated the collection
of social security numbers from Student Financial Aid files when students elected to withhold reporting

social security numbers within their student academic records. A social security number is required for
the NSC to accept an update of a student's status.

A student’s enroliment status determines eligibility for deferment, grace periods, and repayments, as well
as the Federal Government’'s payment of interest subsidies. Enroliment reporting is critical for effective
administration of the Title IV student loan programs. (Finding Code 10-01)

Recommendation:

We recommend the University implement policies and procedures to prevent incomplete data submissions to
the NSC. This will help ensure timely and accurate reporting of information to the NSC.

University Response:

Accepted

12



STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
FINDINGS, RECOMMENDATIONS AND UNIVERSITY RESPONSES - FEDERAL
Year Ended June 30, 2010

10-02 Documented Controls over Return of Title IV Funds Calculations

Federal Agency: U.S. Department of Education
CFDA Number: 84.268

Program Name: Federal Direct Loan Program
Questioned Costs: None Noted

The Edwardsville campus does not formally document the supervisory review process related to the
Return of Title IV Funds calculations.

The University does not formally review the Return of Title IV script within their computer software used to
calculate Return of Title IV Funds to the Department of Education. The Edwardsville campus improperly
calculated 100% of Return of Title IV funds calculations during the year because the script used to
calculate the return amount contained the incorrect amount of “total days” in the equation. The University
mistakenly calculated all fall 2009 semester returns using 117 days instead of the proper 110 days. This
resulted in the University improperly returning $5,275 to the Department of Education in excess of the
proper amount for the fall semester. The University mistakenly calculated all spring 2010 semester
returns using 109 days instead of the proper 110 days. This resuited in the University not returning $378
to the Department of Education in the spring semester.

The management of the University is responsible for establishing and maintaining effective internal
control over compliance with the requirements of laws, regulations, contracts, and grants applicable to

Federal programs. Informal and non-written reviews do not represent sufficient support for the work
performed or conclusions reached.

University officials stated they do not currently have a documented process in place requiring written
supervisory review of the Return of Title IV Fund calculation/setup.

A documented supervisory review of the calculation/setup for each semester, that is adhered to, will
reduce the potential for errors in the calculation of return of funds. (Finding Code 10-02)

Recommendation:

We recommend that a documented supervisory review of Return of Title IV Funds calculation be
performed.

University Response:

Accepted

13



STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
FINDINGS, RECOMMENDATIONS AND UNIVERSITY RESPONSES - FEDERAL
Year Ended June 30, 2010

10-03 Failure to Meet Headstart Earmarking Requirements

Federal Agency: U.S. Department of Health and Human Services
CFDA Number: 93.600

Program Name: Headstart

Questioned Costs: None

The Edwardsville campus failed to meet the Headstart program’s required 100% funded enroliment
status.

The Edwardsville campus has a funded enroliment requirement of 1,666 individuals. Only 1,620 are
enrolled leaving the program 46 individuals (3%) short of meeting the earmarking requirement.

University management is responsible for establishing and maintaining funded enroliment levels that are
at least 100% of the funded enroliment levels agreed to in the grant agreement between the University
and the Department of Health and Human Services.

According to University management, SIUE East St. Louis Head Start relied heavily on school districts
and community partners who experienced unforeseen funding reductions that negatively impacted the
number of those eligible to enroll in the program.

By not meeting funded enrollment requirements the University risks future funding allotments. (Finding
Code 10-03)

Recommendation:

We recommend that there be a documented supervisory review of projected enroliment levels before the
grant agreements are signed. The University should also formally monitor the enroliment status quarterly

throughout the grant period.

University’s Response:

Accepted

14



STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
FINDINGS, RECOMMENDATIONS AND UNIVERSITY RESPONSES - STATE
Year Ended June 30, 2010

10-04 Time Sheets are Not Required

The University does not have a policy that requires all employees to periodically submit time sheets
documenting the time spent each day on official University business to the nearest quarter hour as
required by the State Officials and Employees Ethics Act (Act).

The Act required the lllinois Board of Higher Education (IBHE), with respect to State employees of public
universities, to adopt and implement personnel policies. The IBHE adopted personnel policies for public
universities on February 1, 2004, in accordance with the Act. However, the University has not
incorporated IBHE policies into the University's policies.

We noted that the University's faculty did not submit timesheets in compliance with the Act. The process
is effectively a "negative" timekeeping system whereby the employee is assumed to be working unless
noted otherwise. No time sheets documenting the time spent each day on official State business to the
nearest quarter hour are required for faculty. During fiscal year 2007 the University adopted a policy to
require time sheets from all employees except faculty.

The Act (5 ILCS 430/5-5(c)) states, "The policies shall require State employees to periodically submit time
sheets documenting the time spent each day on official State business to the nearest quarter hour."

University officials’ stated that there is currently no formal policy in place for faculty to submit timesheets
in accordance with the Act.

Failure to require appropriate time sheets from its employees constitutes noncompliance with State law.
(Finding Code No. 10-04, 09-03, 08-05, 07-10, 06-4, 05-1)

Recommendation:

We recommend the University amend its policies to require all employees to submit time sheets in
compliance with the Act.

University Response:

Southern lllinois University continues to require all employees including Faculty to request time off and
the University maintains and reports the time requested and approved by employees. This practice is
similar to and consistent with the practice of other public universities and is based on the direction given
by the Executive Inspector General at the time of the enactment of the State Officials and Employees
Act. The University will continue to work with other public universities and the IBHE in resolution of this
issue.

15



STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
FINDINGS, RECOMMENDATIONS AND UNIVERSITY RESPONSES - STATE
Year Ended June 30, 2010

10-05 Inadequate Segregation of Duties within the P-Card Approval Process

The Carbondale campus has inadequate segregation of duties within the P-Card approval process. Certain
P-Card holders have the ability to approve their own purchases through the on-line P-Card approval process.

The Carbondale campus has 1,112 employees that are P-Card holders. 70 of these cardholders (6%) are
also authorized to approve their own P-Card purchases. Of these 70 cardholders who had the ability to
approve their own purchases, we noted 23 approved at least one transaction during the fiscal year.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires State agencies to establish and
maintain a system, or systems, of internal fiscal and administrative controls, which shall provide
assurance that funds, property, and other assets and resources are safeguarded against waste, loss,
unauthorized use, and misappropriation. There should be a clear segregation of duties within the P-Card
purchasing process. No employee should be allowed to approve their own purchases.

University management stated this was an unintended error in the developmental stage. The goal of the
on-line system was to streamline the approval process with a clear segregation of duties.

Failure to have proper segregation of duties within a purchasing process increases the likelihood of fraud
and/or misuse of University funds. (Finding Code No. 10-05)

Recommendation:

The University should modify the P-Card system to disallow any purchaser from approving their own
purchases.

University Response:

Accepted. The inadequate segregation of duties was noted by Internal Audit in late summer, and
corrective action has been taken.

16



STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
FINDINGS, RECOMMENDATIONS AND UNIVERSITY RESPONSES - STATE
Year Ended June 30, 2010

10-06 Inadequate Control over Access to and Disposal of Confidential Information

Southern lllinois University had not assured adequate security and control over access to or the proper
disposal of confidential information.

While performing walkthroughs at the University, we noted the following:

School of Medicine

= Documents containing confidential or personal information including names, social security
numbers, addresses, and diagnosis were found in unsecured boxes designated for recycling or
waste containers in several School of Medicine facilities.

= Confidential and personal health-related information was not always shredded or maintained in
lockable bins until shredding. Such information was mixed with regular recycle materials and
stored on loading docks and staging areas awaiting pickup by a vendor. We learned the
materials picked up for shredding were not shredded by the vendor but were maintained for.a
period of time before being moved to paper mills, some of which were located out of state.

Carbondale Campus

* Cross-cut shredders were not always utilized to dispose of confidential and personal health-
related information. In one instance, we identified a single-shred strip that identified the patient's
name, date of birth and University ID number.

= Although a service for disposing confidential and personal health-related information was used to
pickup and dispose confidential information on a regular basis, shredding was not being done
onsite. The service picked up confidential information weekly, transported the materials to an
offsite location approximately an hour away, where the information was then disposed. University
personnel stated they had not actually visited the offsite location to assure adequate security of
the information existed prior to disposal.

Edwardsville Campus

» Lockable bins were not always used to safeguard confidential information prior to shredding.

We found a lack of University-wide procedures for addressing the security and disposal of confidential
information. We also noted the University had not assured that all confidential information in electronic
form was adequately protected (i.e. encrypted or redacted). In addition, the University had not performed
a formal risk assessment to identify all confidential information and assess existing security over access
to confidential information. We also found the University had experienced at least 10 security breaches
since June 30, 2009. For example, two incidents in November 2009 led to a breach of over 8,300 social
security numbers and another incident in January 2010 exposed over 2,200 social security numbers.

The Personal Information Protection Act (815 ILCS 530) requires entities identify and protect all nonpublic
personal information. In addition, the Health Insurance Portability and Accountability Act of 1996 (HIPAA)
requires the protection of the privacy and security of certain health information.

University officials stated steps had been taken to begin assessing risk and inventorying systems
containing confidential information. However, this process will take time to complete.

Confidential and personal identifiable information collected and maintained by the University should be
adequately secured at all times. As such, it is the University’s responsibility to assure adequate
procedures for safeguarding all confidential information have been established, effectively communicated
to all personnel, and continually enforced. Inherent within this. responsibility is the requirement of
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adequate disposition of all confidential information that is no longer needed. Failure to establish
adequate procedures to protect and timely dispose of confidential information and to enforce compliance
with established procedures can lead to such information being compromised. (Finding Code No. 10-06)

Recommendation:

The University should review University-wide policies and assure University-wide procedures exist for
ensuring confidential and personal information is adequately secured (i.e. encrypted) and properly
disposed. Confidential and personal health-related information should be secured at all times. Such
information being disposed should be immediately shredded or at least secured within lockable bins until
shredded.

The University should also perform a formal risk assessment to evaluate its computer environment and
data maintained to assure adequate security controls, including physical and logical access restrictions,
have been established to safeguard its computer resources and confidential information.

Due to the high volume of security breaches, the University should develop a consistent and controlled
approach to ensure all requirements outlined in applicable Acts are met.

University Response:

Accepted
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During the prior period the Carbondale campus did not have proper controls in place to report
changes in enroliment status of students in the required timeframe to the National Student
Clearinghouse (NSC) for Federal student loan programs. (Finding Code 09-01, 08-01, 07-07)

During the current examination period, the Carbondale campus implemented controls to report
changes in enroliment status to the National Student Clearinghouse within the required timeframe.
This finding will not be repeated.

During the prior period the Edwardsville campus did not have proper controls in place to correctly
report the amounts on the Fiscal Operation Report and Application to Participate (“FISAP”). During
the FISAP testing the report was found to have a $468,000 discrepancy. (Finding Code 09-02)

During the current examination period, we noted that the Edwardsville campus formalized the FISAP

review procedures to include a documented supervisory review of the draft FISAP before it was
submitted to the Department of Education. This finding will not be repeated
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During the prior period, the Carbondale campus processed and paid 10 duplicate reimbursement
checks for costs associated with employee travel expenses. The 10 duplicate checks that were
improperly issued totaled $2,036. (Finding Code 09-04)

During the current examination, the Carbondale campus implemented additional control procedures
to identify travel reimbursement requests that are submitted more than once. No duplicate check
reimbursements were noted during our testing in the current period. This finding will not be
repeated.
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SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS SUMMARY
Year ended June 30, 2010

U.S. Department of Education
U.S. Department of Health and Human Services
National Science Foundation
U.S. Department of Agriculture
U.S. Department of Labor
U.S. Department of Defense
U.S. Department of Transportation
U.S. Department of Energy
U.S. Department of Commerce
U.S. Department of the Interior
U.S. Department of Homeland Security
Library of Congress
U.S. Small Business Administration
U.S. Agency for International Development
National Foundation for the Arts & Humanities
National Aeronautics and Space Administration
U.S. Department of Justice
U.S. Environmental Protection Agency
U.S. Department of State
U.S. Department of Housing and Urban Development
U.S. Geological Survey
National Archives and Records Administration
U.S. Postal Service
TOTAL FEDERAL GRANTS AND CONTRACTS
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Federal Expenditures

$ 45,545,589 $ 22,698,781 $ 68,244,370
18,864,486 12,547,212 31,411,698
5,189,420 1,052,814 6,242,234
1,876,727 1,115,503 2,992,230
1,879,511 280,398 2,159,909
1,801,352 92,255 1,893,607
1,450,008 45,466 1,495,564
1,343,947 152 1,344,099
1,069,957 162,456 1,232,413
826,031 389,895 1,215,926
910,379 - 910,379
186,098 143,982 330,080
22,563 304,935 327,498
282,431 - 282,431
67,782 194,038 261,820

40 227,889 227,929

187,656 - 187,656
94,150 35,082 129,232
123,253 - 123,253
89,068 E 89,068

- 8,207 8,207

6,300 - 6,300

- 4,052 4,052

$ 81,816,838 $ 39,303,117 $ 121,119,955
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STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
NOTES TO SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
Year ended June 30, 2010

NOTE A — BASIS OF PRESENTATION

The accompanying schedule of expenditures of federal awards includes the federal grant activity of
Southern lllinois University (the “University”) and is presented on the accrual basis of accounting.
The information in this schedule is presented in accordance with the requirements of OMB Circular A-
133, Audits of States, Local Governments, and Non-Profit Organizations. Therefore, some amounts
presented in this schedule may differ from amounts presented in, or used in the preparation of, the
basic financial statements.

NOTE B — STUDENT LOAN PROGRAMS ADMINISTERED BY THE UNIVERSITY

The University administered the following federal loan programs during the year ended June 30,
2010:

Carbondale Edwardsville Total
Perkins Loan Program CFDA #84.038
Outstanding balance, July 1, 2009 $ 15,026,546 $ 2,409,110 $ 17,435,656
Additions:
Interest income 203,707 64,910 268,617
Decrease in provision for notes receivable - 47,209 47,209
Total additions 203,707 112,119 315,826
Deductions:
Loans canceled or written-off, net 76,941 25,064 102,005
Administrative charges 68,007 171,075 239,082
Increase in provision for notes receivable 215,767 - 215,767
Total deductions 360,715 196,139 556,854
Outstanding balance, June 30, 2010 $ 14869538 § 2325090 $§ 17,194,628

50



STATE OF ILLINOIS

SOUTHERN ILLINOIS UNIVERSITY

NOTES TO SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
Year ended June 30, 2010

NOTE B — STUDENT LOAN PROGRAMS ADMINISTERED BY THE UNIVERSITY

(Continued)

Nursing Student Loan Program CFDA #93.364
Outstanding balance, July 1, 2009

Additions:
Interest income
Total additions

Deductions:
Loans canceled or written off, net
Total deductions

Outstanding balance, June 30, 2010

Health Professionals Loan Program
CFDA #93.342

Outstanding balance, July 1, 2009

Additions:
Interest income
Decrease in provision for notes receivable
Other
Total additions

Deductions:
Loans canceled or written off (net)
Refunds to grantor
Increase in provision for notes receivable
Total deductions

Outstanding balance, June 30, 2010

Carbondale Edwardsville Total

$ - $ 4,805 $ 4,805
- 42 42

- 42 42

$ - $ 4847 $ 4,847
$ 1,451,296 $ 281,624 $ 1,732,920
- 19,147 19,147

34,202 11,807 46,009

- 78,006 78,006

34,202 108,960 143,162

- 43 43

65,645 - 65,645
26,706 - 26,706
92,351 43 92,394
93147 $ 300541 § 1.783,688
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STATE OF ILLINOIS

SOUTHERN ILLINOIS UNIVERSITY

NOTES TO SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
Year ended June 30, 2010

NOTE B — STUDENT LOAN PROGRAMS ADMINISTERED BY THE UNIVERSITY

(Continued)

Disadvantaged Student Loan Program
CFDA #93.342

Outstanding balance, July 1, 2009

Additions:
Interest income
Decrease in provision for notes receivable
Total additions

Deductions:
Refund to grantor
Administrative Charges
Increase in provision for notes receivable
Total deductions

Outstanding balance, June 30, 2010

The above deductions include disbursements and expenditures such as loans to students and

administrative expenditures.

Carbondale Edwardsville Total
$ 169,694 $ 693 $ 170,387
3,583 6 3,589
3,662 - 3.662
7,245 6 7,251
8,692 - 8,692
8,692 - 8,692

$§ 168247 $§ 699 § 168,946

NOTE C — FEDERAL DIRECT STUDENT LOAN PROGRAM CFDA #84.268:

During the fiscal year ended June 30, 2010, the University processed the following amounts of non-
cash federal awards in the form of loans under the Federal Direct Student Loan Program (which
includes Stafford Loans, Parents’ Loans for Undergraduate Students, and Supplemental Loans for

Students):

Year ended June 30, 2010
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Carbondale Edwardsville Total
0.284 7 134 $ 136,297.418



STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
NOTES TO SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
Year ended June 30, 2010

NOTE D — MAJOR PROGRAMS

The following federal program expenditures comprise major program expenditures under OMB
Circular A-133 for the year ended June 30, 2010. (Major programs are indicated in the Schedule of
Expenditures of Federal Awards by (1), (2), (3) (4) or (5)).

Carbondale Edwardsville Total

(1) Student Financial Aid Cluster $ 29,361,805 $ 15,114,572 $ 44,476,467

(2) Research and Development Cluster 21,751,045 4,201,994 25,953,039

(3) Head Start Program 3,399,878 11,017,089 14,416,967

(4) TRIO Cluster 807,923 1,690,111 2,498,034

(6) ARRA-SFSF Funds 11,641,200 4,272,100 15,913,300
Total major program

expenditures 66,961,941 36,295,866 103,257,807

Other program expenditures 14,854,897 3.007,251 17,862,148

Total federal expenditures $ 81816838 §$ 39,303,117 121 5

As part of the Student Financial Aid Program, Southern lllinois University administers loan proceeds
under the Perkins Loan Program (as described in Note B) and the Federal Direct Student Loan
Program (as described in Note C).

NOTE E - SUBRECIPIENTS

Of the federal expenditures presented in the Schedule of Expenditures of Federal Awards, the
University provided federal awards to subrecipients as follows:

Federal CFDA Amount Provided
Program Title Number to Subrecipients
Carbondale:
Aging Research 93.866 $ 593,168
Rural Health Care Services Outreach and
Rural Health Network Development Prog. 93.912 277,454
Allergy, Immunology and Transplantation
Research 93.855 150,083
U.S. Department of Defense 12.W912HZ-07-2-0009 127,280
Improving Teacher Quality State Grants 84.367 115,224

Grants for Agricultural Research, Special
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STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
NOTES TO SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
Year ended June 30, 2010

NOTE E - SUBRECIPIENTS (Continued)

Federal CFDA Amount Provided
Program Title Number to Subrecipients
Special Research Grants 10.200 $ 83,412
Cancer Detection and Diagnosis Research 93.394 71,898
Integrated Programs 10.303 39,734
Surveys, Studies, Research, Investigations,
Demonstrations, and Special Purpose
Activities Relating to the Clean Air Act 66.034 35,000
U.S. Department of Defense 12.W912HZ-07-2-0009 33,105
Family and Community Violence
Prevention Program 81.DE-FC26-98 24,544
Research Related to Deafness and
Communication Disorders 93.173 22,203
Cardiovascular Diseases Research 93.837 3,286
Subrecipients - Carbondale 1,57 1
Federal CFDA Amount Provided
Program Title Number to Subrecipients
Edwardsville:
Special Education — State Grants 84.027 $ 151,197
Trans-Nih Recovery ACT Research Support 93.701 130,580
Head Start 93.600 111,436
Aging Research 93.866 22,396
National Aeronautics and Space Administration 43.00 21,725
Education and Human Resources 47.076 20,039
Digestive Disease and Nutrition Research 93.848 17,093
Digital Strategy — American Memory Fellows 42.006 8,924
Diabetes Endocrinology and
Metabolism Research 93.847 8,793
Subrecipients - Edwardsville 492,183

NOTE F — NON-CASH ASSISTANCE AND FEDERAL INSURANCE

During the year ended June 30, 2010, the University received no non-cash assistance, except as disclosed in
Note C. Also, there was no federally funded insurance in effect during the year ended June 30, 2010.
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STATE OF ILLINOIS
SOUTHERN ILLINOIS UNIVERSITY
NOTES TO SCHEDULE OF EXPENDITURES OF FEDERAL AWARDS
Year ended June 30, 2010

NOTE G — SCHEDULE OF FEDERAL EXPENDITURES, NON FEDERAL EXPENSES, AND NEW LOANS

Carbondale Edwardsville Total
Amount Amount Amount

Total Federal expenditures

Reported on SEFA $ 81816838 $ 39,303,117 $ 121,119,955
Total New Loans Made not

Included on SEFA 128,899,284 7,398,134 136,297,418
Amount of Federal Loan Balances

At Beginning of the Year 16,647,536 2,696,232 19,343,768
Other noncash Federal Award

Expenditures - - -
Total Federal Financial

Component 227 4 7,48 $ 276,761,141

Total Operating Expenses (From
Financial Statements)
Total Nonoperating Expenses

$ 697,014,769

$ 280,798,367 $ 977,813,136

From Financial Statements) 5,486,692 9,119,606 14,606,298
Total New Loans Made 128,899,284 7,398,134 136,297,418
Amount of Federal Loan Balances

At Beginning of the Year 16,647,536 2,696,232 19,343,768
Other noncash Federal Award

Expenditures - - -
Total Financial Component $ 848048281 § 300,012,339  $1,148,060,620
Total Federal Financial Amount Percent Amount Percent Amount Percent

Component $ 227,363,658 268% $ 49,397,483 165% $ 276,761,141 241%
Nonfederal Expenses 620,684.623 73.2% 250,614,856 83.5% 871,299,479 75.9%
Total Financial Component $§ 848048281 _100.00% $.300.012,339 _100.00% $ 1,148,060,620 100.00%
Breakout of Major and Nonmajor Programs

Carbondale Edwardsville Total
Amount Percent Amount Percent Amount Percent
Major programs $ 66,961,941 818% $ 36,295,866 92.3% $ 103,257,807 85.3%
Nonmajor programs 14,854,897 18.2% 3,007,251 7.7% 17,862,148 14.7%

$§ 81816838 100.00%

Total federal expenditures
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$ 39303117 _100.00% $ 121,119,955 100.00%



