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INTRODUCTION

The financial audit report contains three sets of financia
statements in the Annual Financial Report the financia
statements of the University; and the revenue bond financia
statements of the Auxiliary Facilities System and the Health
Services Facilities System.

This report contains only findings pertaining to the Financial
Statement audit.

The State Compliance Examination and Federal Single
Audit reports will be issued at a later date.

SYNOPSIS
(of Financial Statement Audit Findings)

e The University has not established adequate internal
controls over access to the information systems used
inits financial reporting process.

e The University has not established adequate internal
controls over procurement card transactions.

e The University has not established adequate internal

controls over identifying and recording period end
accounts payable for financia reporting purposes.

{Financial Information and Activity Measures are summarized on the next page.}


http://www.auditor.illinois.gov/

UNIVERSITY OF ILLINOIS

FINANCIAL AUDIT

For The Year Ended June 30, 2009

FINANCIAL OPERATIONS FY 2009 | FY 2008
OPERATING REVENUES
Tuition and fees, NEL........cccvvecrrrcce e $743,286,000 $662,464,000
Federal grants, contracts and appropriations................... 589,507,000 607,465,000
State and private gifts, grantsand contracts.................... 262,552,000 221,037,000
Hospital and medical actiVities..........cocccvvnecennnececnnene 671,387,000 648,708,000
Auxiliary enterprises, NEf........cooveeeeenrnecnenere e 348,134,000 330,309,000
Educational aCtiVIties.........cccevenerirrenecerrenees e 253,203,000 234,549,000
OhES ... 16,172,000 141,784,000
Total Operating ReVENUES.......c.ccucvevevveveecreeeiennn, $2,884,241,000 $2,846,316,000
OPERATING EXPENSES
INSIFUCHION. ...ttt $961,305,000 $758,676,000
RESEAICN.....oerre e 630,127,000 568,946,000
PUBIIC SEVICE.....e e 383,429,000 342,840,000
ACAEMIC SUPPOIT ... 303,742,000 249,000,000
Hospital and medical actiVities..........cocccrvnecennnececnnene 578,858,000 470,345,000
AuXiliary EnterpriSeS.....coeecererereerereriseese e 306,967,000 261,408,000
On behalf paymentsfor fringe benefits..........cccccvveenene. * 441,480,000
Operation and maintenance of plant..........c.ccccceevereeeene. 274,373,000 259,068,000
INSTUtIONEl SUPPOI ... 229,737,000 178,572,000
(DI ol1= o (1o o RSOOSR 203,477,000 199,609,000
Scholarships and flOWships........cccovereennenincenerieieene 200,038,000 199,197,000
OhES ... 137,134,000 109,277,000
Total Operating EXPenses.........ccocvcuevvcveeeersenesneenn. $4,209,187,000 $4,038,418,000
Operating INCOME (LOSS).....cveveueuerererieieereririeenesesieseeseseneenens $(1,324,946,000) $(1,192,102,000)
NONOPERATING REVENUES (EXPENSES)
State apPropriationsS........ccecueecveecreee e $699,038,000 $680,503,000
Capitd appropriations, giftsand grants...........cccceveevenne. 11,645,000 8,393,000
Private gifts and endowments...........cococevveeeenerineeenenens 143,220,000 130,202,000
On behalf paymentsfor fringe benefits..........cccccvveeenene. 486,022,000 357,637,000
Other, NEL.....ece e (29,915,000) 45,140,000
DECREASE IN NET ASSETS.....ccooonrrrenesinrenesieirenenas ($14,936,000) ($60,507,000)
Net assets, beginning of YEar .........ccocvveicnneneceresesisnenenas 2,355,349,000 2,415,856,000
Implementation of New Accounting Pronouncement............. 26,926,000 -
Changein ACCOUNLING .....cccoururueerererinieereririeere e (9,581,000) -
Net assets, beginning of year, asrestated........cccovveeevcrinienne. 2,372,694,000 2,415,856,000
Net 8SHELS, ENA OF YEAN ...t $2,357,758,000 $2,355,349,000
SUMMARY —STATEMENT OF NET ASSETS | June 30, 2009 | June 30, 2008
CUITENT ASTES.....ceceeeereeisi et $1,268,249,000 $1,207,789,000
NONCUITENE ASSELS........ceeiriieie e 3,898,674,000 3,935,404,000
TOAl ASTES ...ttt $5,166,923,000 $5,143,193,000
Current LiahilitieS.......oveererereereereereenieieeseeseeseesese e eseeseesses $1,033,888,000 $832,060,000
Noncurrent LighilitieS ..o 1,775,277,000 1,955,784,000
Total Liahilities......ccceereeeeeeereeeserees s $2,809,165,000 $2,787,844,000
Total NELASHS.....c.cocerecieireeee e 2,357,758,000 2,355,349,000
Total Liahilitiesand Net ASHS.......ococeevereiecsiniiicininenas $5,166,923,000 $5,143,193,000

UNIVERSITY PRESIDENT

During Audit Period: Dr. B. Joseph White
Currently: Dr. B. Jossph White

*2009 On behalf payments for fringe benefits totaling $294,062,000 have been allocated by function.




Usersprofilesare not
designed to segregate
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2,258 users have accessto
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unlimited dollar amounts
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monitor user access through
periodic reviews

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

INADEQUATE CONTROLSOVER USER ACCESS
TO INFORMATION SYSTEMS

The University has not established adequate internal
controls over access to the information systems used in its
financial reporting process.

The University operates an Enterprise Resource
Planning (ERP) system to manage the activities of the
University. Accessis granted to users of the University's
information systems based upon standardized user profiles
designed by the Office of Business and Financial Servicesin
connection with the Office of Administrative Information
Technology Services. The University functionsin a highly
distributed operating environment with several thousand
users having varying types of system access.

The standardized user profiles are intended to assist the
University in limiting access to the information systems
based upon the assigned job functions of the specific users
to which the profiles are assigned; however, the
standardized user profiles currently used by the University
are not designed to appropriately segregate conflicting
duties and have resulted in an excessive number of users
with access to perform transactions in unlimited dollar
amounts or with the capability to modify system data.

Specifically, we noted 2,258 users have accessto create
journal entries in unlimited dollar amounts without a
supervisory review. We also noted 1,725 users with access
to update employee pay rates within their assigned
department and 112 individuals with access to update
employee pay rates of all individuals across all departments
of the University. Lastly, the University has not
implemented procedures to monitor user access through
periodic access reviews.

As aresult of the internal control deficiencies identified
above, we performed a detailed review of user access rights
with the assistance of University management. This review



University agreeswith
auditors

I mprovements needed in
controls over P-Card
transactions

identified several users with accessrights that were
inappropriate based on their roles and job functions
presenting segregation of duties conflicts and the risk that
erroneous or fraudulent transactions may be recorded in the
general ledger.

Failure to properly assign and monitor user access
rights may result in erroneous or fraudulent transactions
being recorded in the genera ledger system. Without
adequate security over access rights, there is a greater risk
that unauthorized changes or additions to the University’s
financial systems could occur and not be detected in a
timely manner. If access rights are not reviewed and
updated based on job responsbilities on a regular basis,
there is a greater risk that journal entries in unlimited dollar
amounts, as well as cash disbursements, can be recorded by
unauthorized individuals. (Finding 1, Pages 5-7)

We recommended the University review and modify the
standard user profiles to ensure (1) the profiles assigned to
users appropriately limit each user’s access to the systems
to which they require access based upon their assigned job
responsibilities, (2) the authorization limits assigned to each
user are appropriate, and (3) supervisory reviews of
transactions are required as appropriate.

Univergity officials accepted the recommendation and
stated that many of the controls that they have put into
place have been effective but does agree that improvements
to the user access control environment are needed and will
be beneficial.

INADEQUATE CONTROLSOVER UNIVERSITY
PROCUREMENT CARD TRANSACTIONS

The University has not established adequate internal
controls over procurement card (P-Card) transactions.

The University operates a procurement card program
which alows individuals to make smaller purchases (defined
as less than $4,999) on a credit card which is directly
reimbursed by the University on a monthly basis. The
University’s policies require individuals assigned a
procurement card to sign an agreement stipulating they will
use the card in accordance with University policy. This



The P-Card system is
configured to automatically
record transactionsin the
general ledger if the
cardholder and/or assigned
reviewer have not approved
thetransactionsin 7 days

Procedures have not been
implemented to identify
duplicate chargeswith travel
reimbursement forms

agreement is also required to be authorized by the
individual’ s supervisor or the department head. The
University’s policies require transactions incurred on the
procurement card to be approved in the University’s
procurement card system by the individual cardholder and
an assigned reviewer.

Although the University has established policies and
procedures for issuing procurement cards, incurring and
paying for expenditures with procurement cards, and
reviewing and approving of procurement card transactions,
we noted these policies and procedures were not properly
designed to prevent erroneous charges from being paid by
the Universty and were not followed consistently by
University personnel.

Specifically, we noted the procurement card system is
configured to automatically record transactions in the
genera ledger to pre-assigned accounts (auto-reconciled) if
the cardholder and/or assigned reviewer have not approved
the respective transactions within seven days. The
configuration of the system is inconsstent with the
University policy that requires both the cardholder and
reviewer to approve al procurement card transactions. The
University also has not implemented procedures to identify
duplicate charges or to reconcile procurement card
transactions with travel reimbursement forms. As a resullt,
erroneous or duplicate charges may be paid and recorded by
the University without any further detective controls to
identify them.

Our sample testwork involved examining 40
procurement card transactions totaling $42,586. Conditions
noted entailed:

e transactions which were automatically reconciled by the
system and as a result were not subject to supervisory
approval procedures.

e transactions which were reconciled and approved by the
same individual.

e a transaction made by an individua other than the card
holder.

e a transaction where origind supporting documentation
could not be located.

e atransaction for which no Universty business purpose was
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Internal controls should be
enhanced

documented.
e atransaction which included a charge for salestax whichis
aprohibited since the University is tax-exempt.

In addition, the Univergty was unable to locate approved
Procurement Card Authorization/Agreement and Application
formsfor eight of 37 cardholders selected for testwork.

The Universty has approximatdy 5,700 active
procurement cards and the procurement card expenditures paid
during the year ended June 30, 2009 were $108,100,000.

Failure to properly review and approve procurement
card transactions could result in erroneous or fraudulent
transactions being recorded in the general ledger system.
(Finding 2, Pages 8-10)

We recommended that the University revise its current
process to require procurement card transactions be
reviewed and approved by the card holder and an
independent reviewer prior to recording the transactions in
the genera ledger. Such process modifications may include
eliminating the auto-reconciliation function or establishing
another mechanism to alow auto-reconciled transactions to
be reviewed and approved prior to being recorded in the
specific general ledger accounts. We also recommended
that the University implement procedures to identify
duplicate transactions and to reconcile procurement card
transactions to travel reimbursement forms.

University officials accepted the recommendation and
stated that they will continue to be proactive in improving
controls over the P-Card system and will install system
and/or process improvements to ensure al P-Card
transactions are reconciled.

NEED TO IMPROVE YEAR END ACCOUNTS
PAYABLE PROCESS

The University has not established adequate internal
controls over identifying and recording period end accounts

payable for financial reporting purposes.

During our audit, we noted the University's year end
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accounts payable procedures include specifically reviewing
cash disbursements made subsequent to year end through
the fourth week in July to determine to which accounting
period the expenditures pertain. Subsequent to the fourth
week in July, further reviews are performed for certain
expenditures by Health Services Facilities System to
develop an accrual related to subsequent disbursements.
No further formal procedures are performed over cash
disbursements subsequent to the fourth week in July and the
University does not perform procedures to estimate
potential unrecorded liabilities.

In addition, we identified: &) two subsequent
disbursements (totaling $18,325) which pertained to fiscal
year 2009, but which were not properly accrued by the
University; b) one disbursement (totaling $204,156) which
pertained to 2010, but which had been accrued in error; and
) eight expenditures which pertained to fiscal year 2008 in
our State Compliance testwork (totaling $39,135) which
were reported in fiscal year 2009.

Failure to analyze cash disbursements subsequent to
year end may result in the misstatement of the University’s
financial position. (Finding 3, Pages 11-12)

We recommended that the University implement
procedures to assess the completeness of its accounts
payable at year end. Such procedures may include
extending the timeframe for which the University evaluates
cash disbursements subsequent to year end or developing
procedures to estimate the accounts payable balance.

University officials accepted the finding and stated that
they will develop improvements to procedures to address
the recommendations noted in the finding.



AUDITORS OPINION

Our auditors state the June 30, 2009 financid
statements are fairly presented in al material respects.

WILLIAM G. HOLLAND, Auditor General

WGH:TLK:pp

SPECIAL ASSISTANT AUDITORS

KPMG were our special assistant auditors.



