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AUDITOR GENERAL

LAPSE PERIOD
CHANGE

A new law will sipnificantly
impact the way State agencies do
19497, Public Act 89-511 {House
Bill 2251y reduces the Stale’s
Hapse period” [rom three to two
months, Outstanding labilitics as
of Tune 30, which are payable from
cxpiring appropriations, must he
processed no later than the close of
husiness on August 31 rather than
the current September 300,

Public Act B2-5311 also reguires
services involving prolessional or
artistic skills and most personal
services to be actoally rendered by
June 30 in order to be paid from the
expiring fiscal vear’s appropriation.
Under current practices. s long as
a contraclual obligation is
established by June 30,
professional and personal scrvices
may he received during the lapse
period and paid from the expiring
[acal vear's appropriation,

The OAG has a home page on the
Trternel, The address is:
http:/fwww.slatedlusfauditor/
audhome.htm., Il you want to
reach the office by clectronic mil
on the Inlernet our address is:
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This is the second annual {ssue
of the Hiinois Audit Advisory., We
intlinted the Advisory to share
diifnration Huar may frelp ageicy
direciors, fiscal staff, and imernal
audditors improve agency
aperations.

Awcdits serve as a good source
af infermation on potential or
developing problems in Staie
agencies. Recent audits showed
that controls over Slale resouroes,
Sueht as equipment and personned,
continge o need attention. This
Advisory contains an article
swimnarizing findings in these and
ather areas.

The increasing prevalence of

RN

compuiers in State government

F-mail: auditor® pop.state.ilus Web Site: hup:/iwww state il usfauditor/faudhome. htm
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AUDITOR GENERAL’S MESSAGE

provides agencies with the tools to
become more efficient and
effective. However, e use of
CORIFHIETS Creaies special areas of
GAteniion for agency Managers.
This issne of the Advisory
hiphlighis some of those areas.

1 trust this Advisory wifl
provide usefil information to help
managers ideatifyv potential
problems within their agencies so
dction can be taken to imprgve the

aperations of Staie govegiment.

WILLIAM G. HOLLAND
July 1996
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PROTECTING STATE RESOURCES

Manazement has the
respansibility 0 protect and
saleguard agency resources. Such
resources include property,
persannel, and Tunds, An ellective
system ol controls can help ensure
proper use of resources,

Aundirs distributed by the Office
of the Auditor General in |99 may
help identify arcas in your agency
where controls over State resources
can be improved.

Property and Tnventory Controls

The most common area tor
andit findings dealt with property
and inventory controls, Audits
identified several areas where
improvement in properly contzols
weTe needed;

+ items ohserved were not listed
on the inventory report

+  dtems could not be Tocated or
wire localed at different

(Cintinued on pege 4}
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Many computer users either do
not understand or are unaware of
daccepled compuler securily
standards and practices. As a result,
information controlled by Staic
ageneies may nol be adequalely
protected. To address this sitmation,
State agencies should consider the
[ollowing:

+ TEstablish a security
administration function,
A clearly detined administration
function can provide the
necessury guidance and
oversight 1o ensure thal sceurily
objectives are achieved. These
objectives should include
physical sccurity of resources,
logical security of information,
ofl-sile slorage of backups, and
communicaion of securily
policies and issues (o users,

+  Develop compuler security
policies and procedures.
FPolicies should outline the hasic
security guidelines and clearly
identily the user’s responsibility
in protecting computer
resources. Policies and
procedures, which should be
updated annually and given o
all users, should include:

*  Appropriate uses of
cornpuier u{m'[rmtrrt B
= General security provisions

#  Routine backup of
information

#  Off-site storage of backups

# Systems developmenl
procedures

#  Individual responsibility o

prodcel commpuier resources.

+ [stablish a security

HWHTCILESS Progran.

A securily AwArcness progran

should be developed 1o keep

employees aware of security

1S5UES YL ICIMOTandd, posiers,

electronic mail, etc.

+ IDsiablish security standards.
In our qudits of inlormation

systems, we frequently identify

a general lack of standards for
security. As o resull, the
Auwditor General's Office has
developed some minimum
security requirements based on

standard industry practices (see

inset).

These requirements are ool
intended to be all inclusive and
may m be appropriale in all
circumstances, but serve as general
guidelines that proyvide State
government with some minimum
standards for computer security.

IT v have guestions aboat
COMPULET SeCclrity, please Tonact
Bill Sampias. Director of
Information Systems Audits.

TRAINING ON AUDITING STANDARDS

On Augost | and 2, 1996 the
Office of the Avditor General will
present “Protessional Auditing
Standards™ by David Ricchiule al
Brookens Auditorium at the
University of NNlinois at
Springficld. Mr. Ricchuite is a
professor al the University of

Maotre Thame and an acclaimed
spedker on accounting and audiling.

Recentlv, the (Office of the
Auditor General sent a leter (o
agency directors inviting them to
send representatives to this training.
There will be no charge 1o agencies,

RECOMMENDATIONS TO ENHANCE COMPUTER SECURITY

RECOMMENDED

COMPUTER
SECURITY
STANDARDS

»  Fachuzer should have an individoal
1L

o Pusswonds shoold be reguired, have a
minimum lengzth of four characters,
il be changed at least every 35
days.

& The number of times o user can log
Inro @ svsteny d@fter their password
capites dand belore they change it
shonald he limited to ne mors than
three artempts,

o A password hiseory should be
maintained o prohibit re-use of
Pusawonds,

s After five unsuccessful attempts to
enter a valid password for an 1T, the
I sheruld bee revohed,

e Linless a user requires 24 hour access
to A computer svstem, time
restrictions should e set oo limit
when he or she can use the system.

¢  Llsers should Be limited 1o one
CONCWITent connection to a S}'Smm.

#  IF a0 wser has no aclivily on a sysiem
For a magimum of B minutes, the
sesaion should be desctivated until o
valid password is entered or the user
shonld he logped off the system.

& Avcess Wooanformation and resources
should be limited based on the user’s
nazed and job duties.

Enrallmeni 1z limited; reservations
will be taken on a [rst come basis,

Should vour agency he
inlerested in sending a
representative to attend this course,
contact Jody Middendorf, Training
Administralor.
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MOST COMMON TYPES OF FlNl.}INGS.

Recently released compliance
audits Lor the [scal year ending
19495 reported 470 findings. host
concerned internal controls (137,
slulutory mandates (135), Tederal
guidelines (112}, and

administrative mles (400,

Over 170 [indings were
repeated from previous years.
Recommended actions for agencics
(o Luke Lo address these findings
included:

+  Protecting State resources, such
ds properly and equipment

E-MAIL ISSUES

The use of internal e-mail
systems and Internet mail has
proliferated in recent yvears. hlany
agencies usc clectronic mail as a
primary [orm of communication
among staff. The use of computers
for communication, Rowever, can
ciuse signilcanl legal problems il
emplovees inappropriately use
c-mail. Agencics may find
themselves Facing lawsuits alleging
violations of privacy, sexual
harassment, or copyrighl vielalions,

The potential liability can be
slagrering, In 1995, 4 mujor oil
company settled a suit for over $2
million brought by 4 female
employees who alleged they were
sexuully hurassed via electronic
mail.

To help protect your agency
from potential litigation, specific
policies reganding proper conduet
onling and the level of privacy
users can expact need to he
formulated.

+  Developing elleclive security
and disaster recovery plans for
computer systems

+  Keeping complete records of
recelpts, expenditures.
receivables, property, and
decision-making processes

el R L S T U R

+  Improving federal cost
allocation and grant
monitoring,

Il vou have guestions about
these findings, conlact Yaleric
Koch, Mandates Administrator,

Internal Statutory
Controls Mandates
R R T P T T T P T T R T T T

Federal
Cuidelines

Administrative
Rules

ENVIRONMENTAL

State agency operations are
subject o comprehensive
environmental regulation by
federal. State. and local anthorities.
Under the federal Comprehensive
Environmental Response,
Compensation and Liability Act of
980, and similar State laws,
ageneies are polentially liable for
the cost of clean-up of various
contaminated sites. During fiscal
vear 1995, one agency incurred
approximately 5121000
environmental clean-up costs. As
of June 30, 1995 the ageney had
seven contaminated sites at which
it may he liahle for some portion of
the elean-up,

CONTINGENCIES

State agencies should perform
a pericdic search for environmental
conlingencics in accordance with
generally accepted accounting
principles. Specilically, an agency
should prepare and maintain a list
of all potential clean-up sites and/or
proceedings. For cach site, an
evaluation should be made at least
annually 1o estimate an amount or
range o potential total liability,
This evaluation should serve as the
basis [or presenting disclosures of
the environmental contingencies
within the agency’s financial
stalements and noles,
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PROTECTING STATE RESOURCES

[ Consinued from page 1)
Tocations than listed in
inventory records

+ items had been traded in bt
were not removed from the
inventory listing

+ items had the wrong equipment
tags

*  BXCEss invenlory items existed

*+  access 1o scnsitive inventory
items (such as pharmaceu-
ticals) was not adequately
controlled

+ annuoal inventory of equipment
was nol performead

+ annual inventory certification
was not filed with DCMS

* agency properly control records
did not agree with property
records maintained at the
Comptroller’s Office.

Telecommunications Controls

State telephones are a
villnerable resource.  An effective
vontrol system can both: 17 limit
access o phones and prevent
inappropriate calls from being
made; and 2) identify improper
calls that have been made and
recoup those charges,

Reowveled papee - soptazmn ks

Promed by Aulioicg of Tle: Stak: ol Mivses
IRV ANEA 12233 July 1 - R s

Oftice of the Auditor General
State of Minois

lles Park Plaza, 740 E. Ash Street
Springflield, IL 62703-3154

W ddentified the following
lelecommunications-related
findings:

+  no policies or procedures for
telecommunicalions

+ o rcconeilislion of long
distance phone logs (o monthly
billings

+ o restriction on outgoing calls

+ o prompt investigation of
unusual calls

+ o salepuarding of credit cards
and numbers,

Personnel Administration
Personnel-relaled expenditures
are Lypically one of the highest
expense lines in an ageney’s
budger. As such, managers must
cnsure that personnel costs are
eftectively controlled, We found:

+ uncompensated absences were
incorrectly computed

+  guestivnable unemployment
claims were nol challenged by
the employing agency

+ attendance reports did no
malch observed attendance

+ cmployees were not charged
for leave time used

+ attendance and leave request
torms were not submilled on a
limely basis.

Feferial Audits

The internal audit funclion is
ong ol the most elTective tools
dgency management has to ensure
that an adequate system of controls
crisls over Stale resources, Aundits
identified that some agencies did
not have an internal audit function,
or that the inlernal auditor was not
providing the minimum accepted
coverage. In other agencics,
internal auditors performed key
operitional duties which could
impair his or her independence and
reduce the time available (o
perform internal audil
responsibilities.

Frequently the agencics with
internal andit findings also had
[indings in other basic operational
areas, such as inyentory conirol or
personnel administration. This
suggests that a sound. thorough
internal andit program is an
csscnlial component of overall
effective agency management.

It you have any questions
concerning these findings, please
contact Tom Loobey, Thrector of
Compliance Audits.




