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SUMMARY

STATE OF ILLINOIS

DEPARTMENT OF AGRICULTURE
STATE COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2025

STATE COMPLIANCE REPORT

The State compliance testing performed during this examination was conducted in accordance with
attestation standards established by the American Institute of Certified Public Accountants; the standards
applicable to attestation engagements contained in Government Auditing Standards issued by the
Comptroller General of the United States; the Illinois State Auditing Act (Act); and the Audit Guide.

ACCOUNTANT’S REPORT

The Independent Accountant’s Report on State Compliance and on Internal Control Over Compliance
does not contain scope limitations or disclaimers, but does contain a modified opinion on compliance and
identifies material weaknesses over internal control over compliance.

Current Report Prior Report

SUMMARY OF FINDINGS
Number of
Findings 16
Repeated Findings 12
Prior Recommendations Implemented or Not Repeated 5
SCHEDULE OF FINDINGS
Last/First
Item No. Page Reported Description
Current Findings
2025-001 10 2023/2019 Inadequate Internal Audit Function
2025-002 13 2023/2007 Inadequate Controls Over State Property
2025-003 17 2023/2017 Inadequate Controls Over
Reconciliations
2025-004 19  2023/2017 Receipt Processing Internal Controls Not

Operating Effectively

17
15
15

Finding Type

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance



Last/First

Item No. Page  Reported
2025-005 22 2023/2021
2025-006 24 2023/2019
2025-007 26 New
2025-008 28  2023/2019
2025-009 30 New
2025-010 31 New
2025-011 32 2023/2011
2025-012 34 2023/2011
2025-013 36 New
2025-014 38  2023/2021
2025-015 41  2023/2021
2025-016 43 2023/2017

Description

Inadequate Controls Over Performance
Evaluations

Inadequate Controls Over Contractual
Agreements

Inadequate Controls Over Petty Cash
Funds and Change Funds

Voucher Processing Internal Controls
Not Operating Effectively

Noncompliance With the Animal
Welfare Act

Weighing and Measuring Devices Not
Inspected Every 12 Months

Weaknesses in Internal Controls Over
State Vehicles

Weaknesses in Administration of
Locally-Held Funds

Weaknesses in Administration of Grant
Agreements

Weaknesses in Cybersecurity Programs
and Practices

Lack of Adequate Controls Over the

Review of Internal Controls Over Service

Providers

Weakness in Disaster Recovery Plan and

Testing

Finding Type

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency

and Noncompliance

Significant Deficiency
and Noncompliance



Last/First

Item No. Page Reported

A 45 2023/2021

B 45 2023/2023

C 45 2023/2021

D 45 2023/2023

E 45 2023/2021
EXIT CONFERENCE

The findings and recommendations appearing in this report were discussed with Department personnel at

Description
Prior Findings Not Repeated
Noncompliance with the Lawn Care
Products and Application and Notice Act
Noncompliance with the Egg and Egg

Products Act

Inadequate Internal Controls Over
Employee Personnel and Payroll Files

Inadequate Internal Controls Over
Census Data

Inadequate Controls over Employee
Training

an exit conference on May 21, 2026.

Attending were:

DEPARTMENT OF AGRICULTURE
Ms. Judy Vollmar, Chief Fiscal Officer

Mr. Heath Woodcock, Deputy Chief Fiscal Officer, Reporting Liaison

Ms. Dawn Meier, Chief Internal Auditor

OFFICE OF THE AUDITOR GENERAL
Ms. Erica Oliver, Audit Manager

ADELFIA LLC

Ms. Jennifer Roan, Partner

Arvie Villacampa, Audit Manager

Finding Type

The responses to the recommendations were provided by Mr. Heath Woodcock, Deputy Chief Fiscal
Officer, Reporting Liaison, in a correspondence dated May 28, 2026.



ADELFI LLC

CERTIFIED PUBLIC ACCOUNTANTS

INDEPENDENT ACCOUNTANT’S REPORT
ON STATE COMPLIANCE AND ON INTERNAL CONTROL OVER COMPLIANCE

Honorable Christopher B. Meister
Auditor General
State of Illinois

Report on State Compliance

As Special Assistant Auditors for the Auditor General, we have examined compliance by the State of
Illinois, Department of Agriculture (Department) with the specified requirements listed below, as more
fully described in the Audit Guide for Financial Audits and Compliance Attestation Engagements of
lllinois State Agencies (Audit Guide) as adopted by the Auditor General, during the two years ended
June 30, 2025. Management of the Department is responsible for compliance with the specified
requirements. Our responsibility is to express an opinion on the Department’s compliance with the
specified requirements based on our examination.

The specified requirements are:

A. The Department has obligated, expended, received, and used public funds of the State in
accordance with the purpose for which such funds have been appropriated or otherwise
authorized by law.

B. The Department has obligated, expended, received, and used public funds of the State in
accordance with any limitations, restrictions, conditions, or mandatory directions imposed by law
upon such obligation, expenditure, receipt, or use.

C. The Department has complied, in all material respects, with applicable laws and regulations,
including the State uniform accounting system, in its financial and fiscal operations.

D. State revenues and receipts collected by the Department are in accordance with applicable laws
and regulations and the accounting and recordkeeping of such revenues and receipts is fair,
accurate, and in accordance with law.

E. Money or negotiable securities or similar assets handled by the Department on behalf of the State
or held in trust by the Department have been properly and legally administered and the
accounting and recordkeeping relating thereto is proper, accurate, and in accordance with law.
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Our examination was conducted in accordance with attestation standards established by the American
Institute of Certified Public Accountants, the standards applicable to attestation engagements contained
in Government Auditing Standards issued by the Comptroller General of the United States, the Illinois
State Auditing Act (Act), and the Audit Guide. Those standards, the Act, and the Audit Guide require
that we plan and perform the examination to obtain reasonable assurance about whether the Department
complied with the specified requirements in all material respects. An examination involves performing
procedures to obtain evidence about whether the Department complied with the specified requirements.
The nature, timing, and extent of the procedures selected depend on our judgement, including an
assessment of the risks of material noncompliance with the specified requirements, whether due to fraud
or error. We believe that the evidence we obtained is sufficient and appropriate to provide a reasonable
basis for our modified opinion.

We are required to be independent and to meet our other ethical responsibilities in accordance with
relevant ethical requirements relating to the engagement.

Our examination does not provide a legal determination on the Department’s compliance with the
specified requirements.

Our examination disclosed material noncompliance with the following specified requirements applicable
to the Department during the two years ended June 30, 2025. As described in the accompanying
Schedule of Findings as items 2025-001 through 2025-004, the Department had not complied, in all
material respects, with applicable laws and regulations, including the State uniform accounting system,
in its financial and fiscal operations. As described in the accompanying Schedule of Findings as item
2025-004, the Department had not ensured the State revenues and receipts collected by the Department
were in accordance with applicable laws and regulations and the accounting and recordkeeping of such
revenues and receipts was fair, accurate, and in accordance with law.

In our opinion, except for the material noncompliance with the specified requirements described in the
preceding paragraph, the Department complied with the specified requirements during the two years
ended June 30, 2025, in all material respects. However, the results of our procedures disclosed instances
of noncompliance with the specified requirements, which are required to be reported in accordance with
criteria established by the Audit Guide and are described in the accompanying Schedule of Findings as
items 2025-005 through 2025-016.

The Department’s responses to the compliance findings identified in our examination are described in
the accompanying Schedule of Findings. The Department’s responses were not subjected to the
procedures applied in the examination and, accordingly, we express no opinion on the responses.

The purpose of this report is solely to describe the scope of our testing and the results of that testing in
accordance with the requirements of the Audit Guide. Accordingly, this report is not suitable for any
other purpose.

Report on Internal Control Over Compliance

Management of the Department is responsible for establishing and maintaining effective internal control
over compliance with the specified requirements (internal control). In planning and performing our



examination, we considered the Department’s internal control to determine the examination procedures
that are appropriate in the circumstances for the purpose of expressing our opinion on the Department’s
compliance with the specified requirements and to test and report on the Department’s internal control in
accordance with the Audit Guide, but not for the purpose of expressing an opinion on the effectiveness
of the Department’s internal control. Accordingly, we do not express an opinion on the effectiveness of
the Department’s internal control.

Our consideration of internal control was for the limited purpose described in the preceding paragraph
and was not designed to identify all deficiencies in internal control that might be material weaknesses or
significant deficiencies and, therefore, material weaknesses or significant deficiencies may exist that
have not been identified. However, as described in the accompanying Schedule of Findings, we did
identify certain deficiencies in internal control that we consider to be material weaknesses and
significant deficiencies.

A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct, noncompliance with the specified requirements on a timely basis. A material
weakness in internal control is a deficiency, or a combination of deficiencies, in internal control, such
that there is a reasonable possibility that a material noncompliance with the specified requirements will
not be prevented, or detected and corrected, on a timely basis. We consider the deficiencies described in
the accompanying Schedule of Findings as items 2025-001 through 2025-004 to be material weaknesses.

A significant deficiency in internal control is a deficiency, or a combination of deficiencies, in internal
control that is less severe than a material weakness, yet important enough to merit attention by those
charged with governance. We consider the deficiencies described in the accompanying Schedule of
Findings as items 2025-005 through 2025-016 to be significant deficiencies.

As required by the Audit Guide, immaterial findings excluded from this report have been reported in a
separate letter.

The Department’s responses to the internal control findings identified in our examination are described
in the accompanying Schedule of Findings. The Department’s responses were not subjected to the
procedures applied in the examination and, accordingly, we express no opinion on the responses.

The purpose of this report is solely to describe the scope of our testing of internal control and the results
of that testing based on the requirements of the Audit Guide. Accordingly, this report is not suitable for
any other purpose.

SIGNED ORIGINAL ON FILE

Chicago, Illinois
June 2, 2026
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STATE OF ILLINOIS
DEPARTMENT OF AGRICULTURE
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2025

2025-001 FINDING (Inadequate Internal Audit Function)

The Department of Agriculture (Department) failed to adhere to provisions in the Fiscal Control
and Internal Auditing Act (Act).

The Act requires each designated State agency to maintain a full-time program of internal auditing
(30 ILCS 10/2001(a)). The Department, as a Department of State government created in the Civil
Administrative Code (Code) (20 ILCS 5/5-15), is a designated State agency required to maintain
a full-time program of internal auditing (30 ILCS 10/1003(a)). The Act also states agencies which
do not have full-time internal audit programs may have internal audits performed by the
Department of Central Management Services (DCMS) (30 ILCS 10/2001(b)).

On January 15, 2018, the Department entered into an agreement with DCMS’ Bureau of Internal
Audit to provide the Department with internal auditing services.

In 2019, the Attorney General issued an opinion that multiple designated State agencies may not
appoint the same individual as their chief internal auditor through an intergovernmental agreement.
Further, State agencies seeking to consolidate or combine internal audit functions must either
obtain authorization from the General Assembly or follow the process for reassigning functions
among executive agencies as established by article V, section 11, of the Illinois Constitution of
1970 and the Executive Reorganization Implementation Act (15 ILCS 15).

During testing, we noted the following:

e The Department’s Director has not appointed an individual to fill the Department’s chief
internal auditor position. This position has been vacant since October 17, 2017.

The Act (30 ILCS 10/2002(a)) requires the Director to appoint a chief internal auditor.

e The Department and DCMS did not obtain the Governor’s approval for DCMS to provide
professional internal auditing services to the Department.

The Code (20 ILCS 405/405-293(a)) states that DCMS “is responsible for providing
professional Services for or on behalf of State agencies for all functions transferred to the
Department by Executive Order No. 2003-10. . .” Since the part of Executive Order 2003-
10 related to internal audit was reversed by P.A. 96-795, this portion of the Section is not
applicable in the circumstances. The Section goes on to state that DCMS may “with the
approval of the Governor, provide additional services to or on behalf of State agencies.”
“Additional services” is not defined and no approval for DCMS to provide internal auditing
services specifically to the Department, a designated State agency under the Act, was
obtained from the Governor.

e Also, the Department granted DCMS authorization through its intergovernmental
agreement to charge the Department’s appropriations for payroll costs associated with
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STATE OF ILLINOIS
DEPARTMENT OF AGRICULTURE
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2025

DCMS’ rendering of professional internal audit services to the Department; however, as
indicated by the Department in its response to our requests, it is not the Department’s nor
DCMS’ intent to process any vouchers against the Department’s appropriations.
Specifically, the agreement states, “The Department agrees to allow DCMS to use a
Department appropriation for processing payroll under this agreement. The salary and
benefits shall be approximately $137,520 annually.” As a result, we believe there is a
significant internal control risk with potentially delegating a State’s appropriation authority
unnecessarily.

The Act (30 ILCS 10/3001) requires the Department to establish and maintain a system, or
systems, of internal fiscal and administrative controls, to provide assurance that: (1)
resources are utilized efficiently, effectively, and in compliance with applicable law; (2)
obligations and costs are in compliance with applicable law; and (3) funds, property, and
other assets and resources are safeguarded against waste, loss, unauthorized use, and
misappropriation.

Finally, this finding was first noted in 2019. As such, Department management has been
unsuccessful in implementing a corrective action plan to remedy this deficiency.

The Department’s management team is responsible for implementing timely corrective action on
all of the findings identified during a State compliance examination.

Department management stated that it has been unsuccessful hiring a Chief Internal Auditor but
has created and filled a Deputy Chief Fiscal Officer Reporting Liaison position to assist the
Department on all audit-related tasks, both internally and externally. During the engagement
period, DCMS and the Governor’s Office worked on revising languages in the interagency
agreement template used between DCMS and agencies using DCMS for internal audit services,
but the new agreement was not finalized and signed by DCMS and the Department prior to the end
of the engagement period.

Failure to establish a full-time internal audit program in accordance with the requirements of the
Act—where the chief internal auditor develops a deep understanding of the Department’s functions
and processes, oversees, and performs audits of the Department’s major systems of internal
accounting and administrative controls on a periodic basis, and oversees and reviews major new
and modifications to information systems prior to implementation — weakens the Department’s
ability to assess its overall internal control environment and represents noncompliance with State
law. Further, the establishment of the Department’s internal audit function by interagency
agreement hinders the operational autonomy intended by the General Assembly for internal
auditors. Department management cannot terminate an appointed chief internal auditor prior to the
conclusion of their term without cause and a hearing before the Executive Ethics Commission, but
management can terminate the interagency agreement with DCMS at any time for any reason.
Failure to obtain the approval of the Governor for expanding the professional services provided to
the Department by DCMS limits governmental oversight and represents noncompliance with the
Code. Finally, granting DCMS authorization to expend the Department’s payroll appropriations
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STATE OF ILLINOIS
DEPARTMENT OF AGRICULTURE
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2025

weakens the Department’s overall internal control environment and represents noncompliance
with State law. (Finding Code No. 2025-001, 2023-001, 2021-001, 2019-001)

RECOMMENDATION

We recommend the Department adhere to provisions in the Act. Specifically, we recommend:

o The Department’s Director appoint a chief internal auditor and ensure a full-time
program of internal auditing is in place and functioning at the Department.

o If another agency is to be relied upon to supplement internal audit functions at the
Department, the Department should obtain written approval of the Governor for these
services and ensure such services are provided in accordance with the Act’s
requirements.

o Finally, the Department should not grant another agency the authority to process payroll
against the Department’s appropriations unnecessarily or without implementing and
documenting proper controls.

DEPARTMENT RESPONSE

The Department agrees with the finding. The Department last completed interviews for a Chief
Internal Auditor in June 2024. Offers were made to two candidates, but both declined because they
were based in Chicago and were looking to work fully remote or from a Chicago office. The
Department will continue to participate in the hiring process until a successful candidate is chosen
and accepts the position.

The Department created a Deputy Chief Fiscal Officer, Reporting Liaison position in 2024. This
position is required to be a licensed CPA and represents and assists the Department on all audit

related tasks, both internal and external.

DCMS has revised the language in its intergovernmental agreement templates for internal audit
services and the new agreement was signed September 17, 2025.
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STATE OF ILLINOIS
DEPARTMENT OF AGRICULTURE
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2025

2025-002 FINDING (Inadequate Controls Over State Property)

The Department of Agriculture (Department) did not exercise adequate controls over State
property.

The following exceptions were identified from our detailed testing of the Department’s State
property records:

During our list to floor testing of 60 Department property items, we noted the following:

e 20 0f 60 (33%) items, totaling $163,352, were not properly tagged.

e Four of 60 (7%) items, totaling $9,177, were not located during the testing.

e One of 60 (2%) items, amounting to $2,635, was surplused, but was still on the
Department records.

Department management stated thirteen items were missing tag numbers due to excessive
wear and tear, two items were missing tag numbers as these were camera lenses that were too
small to fit a tag, and the remaining five items were not properly tagged as these were
multiple independent items within a bundle. Of the four items not located, these items (two
printers, a credit card machine, and an animal scale) were moved throughout the fairgrounds
constantly. The one item that was surplused but still on the Department records was due to
employee oversight.

During our floor to list testing of 60 Department property items, we noted the following:
e Three of 60 (5%) items of undetermined value were not properly tagged.
e Two of 60 (3%) items of undetermined value were physically identified but not included

in the Department’s property records.

Department management stated the three items missing tag numbers were outdoor equipment
with excessive use and wear and tear that were exposed to the weather, which makes it
difficult to keep tagged. The two items that could not be traced to inventory records were due
to employee oversight.

During our testing of 60 property additions, we noted the following:

e Four of 60 (7%) vehicles, totaling $86,002, were recorded in the Department’s property
records more than 30 days after acquisition, ranging from 36 to 40 days late.

Department management stated the delay in recording property additions was caused by staff
oversight and failure to submit documentation to Property Control Unit timely.
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STATE OF ILLINOIS
DEPARTMENT OF AGRICULTURE
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2025

During our testing of 60 property deletions, we noted the following:

e Ten of 60 (17%) items, totaling $191,932, were removed from the Department’s property
records more than 90 days after deletion, ranging from 678 to 2,449 days late.

Department management stated the exceptions were caused by items that were inadvertently
sent to the State auction.

During our testing of annual certification of inventory, we noted the following:

e One of two (50%) annual certifications of inventory was inaccurate. The Department
reported 0.94% of the items unlocated, representing 0.53% of the total dollar amount of
all reportable inventories for calendar year 2024. However, our review determined that
the correct percentages are 0.79% unlocated items, representing 0.31% of the total dollar
value of all reportable inventories, resulting in an overstatement of 0.15% for unlocated
items and 0.22% for associated dollar amounts.

Department management stated the inaccurate percentages reported on the annual
certification of inventory were due to mathematical errors in the calculation of the
percentages.

In addition, we reviewed 258 Office of the State Fire Marshal inspection reports of the
Department’s buildings and grounds and noted 125 (48%) inspection/reinspection reports
indicated a result of “Fail” in one or more circumstances. Examples of failed inspections
included, but were not limited to, violations of electrical systems, fire alarm systems,
replacement of combustible items, portable fire extinguishers, and barn safety.

Department management stated for the Office of the State Fire Marshal inspection reports, the
time between inspections and re-inspections is insufficient for the Department to fully address
each instance reported.

Finally, this finding was first noted in 2007. As such, Department management has been
unsuccessful in implementing a corrective action plan to remedy this deficiency.

The State Property Control Act (Act) (30 ILCS 605/6.02) requires the Department to maintain a
permanent record of all items of property under its jurisdiction and control. The Act (30 ILCS
605/6.03) also requires the record for each item of property to contain such information as will in
the discretion of the Director of the Department of Central Management Services (DCMS)
provide for the proper identification thereof. Further, the Act (30 ILCS 605/4) requires every
responsible officer of State government to be accountable for the supervision, control, and
inventory of all items under their jurisdiction.

The Statewide Accounting Management System (SAMS) Manual (Procedure 29.10.10) provides
the Department with guidance on how to maintain such records and states that detailed records
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STATE OF ILLINOIS
DEPARTMENT OF AGRICULTURE
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2025

are to be organized by major asset category and include certain information for each asset to
include: cost (or other value), function and activity, reference to acquisition source document,
location, and date, method and authorization of disposition. The procedure also states assets that
are obsolete, damaged or no longer used in operations should be identified by the Department
and, if necessary, removed from the Department’s asset records. The asset records should be
reconciled to the results of the inventory and updated accordingly. The SAMS Manual
(Procedure 11.10.50) states the purpose of assigning a correct detail object code is to report
expenditure information at a more refined level within a common object.

The Illinois Administrative Code (Code) (44 Ill. Admin. Code 5010.400) requires the
Department to adjust its property records within 90 days after acquisition, change, or deletion of
equipment items. The Code (44 Ill. Admin. Code 5010.320) also requires the Department to
adjust its property records within 30 days after acquisition, change, or deletion of vehicles. In
addition, the Code (44 Ill. Admin. Code 5010.210) requires the Department to mark each piece
of State-owned equipment in its possession with a unique six digit identification number.
Furthermore, the Code (44 Ill. Admin. Code 5010.230) requires the Department to maintain
records including identification number, location code number, description, date of purchase,
purchase price, object code, and voucher number. Furthermore, the Code (44 Ill. Admin. Code
5010.490) requires the Department to use the formula prescribed in the Code when calculating
the discrepancy rates and ratios in the annual certification of inventory. Finally, the Code (44 Il1.
Admin. Code 5010.620) requires the Department to regularly survey its inventories for
transferable equipment and report any such equipment to the Property Control Division of the
DCMS. The Code (44 Ill. Admin. Code 5010.600) defines transferable equipment as State-
owned equipment which is no longer needed and or useful to the agency currently in possession
of it.

The State Records Act (5 ILCS 160/8) requires the Department to make and preserve records
containing adequate and proper documentation of essential transactions of the Department
designed to furnish information to protect the legal and financial rights of the State and of
persons directly affected by the Department’s activities.

The Civil Administrative Code of Illinois (Department of Agriculture Law) (20 ILCS 205/205-
405) grants the Department the power to be the custodian of buildings, structures, and property
located on the State Fairgrounds and to maintain those buildings and structures and that property.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State Compliance Examination.

Failure to properly tag equipment and to timely and accurately update property records and the
inability to locate equipment items increase the risk of theft, loss, or misuse of State property
without detection and result in inaccurate property reporting to DCMS. Further, improper service
or maintenance of property and equipment items increases the risk of hazardous conditions to
employees and visitors on the Departmental grounds, increases the risk of damage to the
equipment, and may cause disruption in the operations of the Department. Finally, failure to
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STATE OF ILLINOIS
DEPARTMENT OF AGRICULTURE
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2025

monitor or track obsolete and transferable property may result in inaccurate Statewide property
control records and represents noncompliance with the Code and the SAMS Manual. (Finding
Code No. 2025-002, 2023-005, 2021-003, 2019-003, 2017-001, 2015-003, 2013-001, 11-1, 09-
01,07-1)

RECOMMENDATION

We recommend the Department strengthen its procedures over property and equipment to ensure
accurate and timely recordkeeping and accountability for all State assets. We also recommend
the Department obtain the resources necessary to address the safety conditions noted by the
Office of the State Fire Marshal on Department grounds.

DEPARTMENT RESPONSE

The Department agrees with this finding and is continuing to improve the accuracy of property
control. The Department has currently been significantly more compliant with their control of
state-owned property and continues to stress the importance of property control. The Department
is in development of a comprehensive asset policy and procedure manual with detailed guidance
to be utilized department-wide and govern property control. The Department has removed items
under the IOC C-15 reporting threshold not subject to high theft. This will reduce the number of
items needing tagged and tracked in ERP. The Department is researching a clear definition of
“high-theft”. In addition, engraving items and/or writing tag numbers with permanent marker is
being used but we are finding the markers can smudge off.

The Department has engaged with the Office of the State Fire Marshal (OSFM) regarding
inspections, improved processes, and Department compliance with inspections.
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STATE OF ILLINOIS
DEPARTMENT OF AGRICULTURE
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2025

2025-003 FINDING (Inadequate Controls Over Reconciliations)

The Department of Agriculture (Department) failed to ensure adequate controls over performing
monthly reconciliations between its internal records and the Office of Comptroller (Comptroller)
reports.

During our testing of the Department’s monthly reconciliations, we noted the following:

e Two of 27 (7%) monthly reconciliations of the Department’s internal records to the
Office of Comptroller’s Monthly Obligation Activity Report (SC15) or the Monthly
Agency Contract Report (SC14) were not performed timely, ranging from two to 33 days
late.

e Three of 27 (11%) monthly reconciliations of the Department’s internal records to the
Office of Comptroller’s Monthly Appropriations Status Report (SB01) were not
performed timely, ranging from 16 to 68 days late.

e All (100%) monthly reconciliations of the Department’s internal records to the Office of
Comptroller’s Monthly Cash Report (SB05) for 22 funds were not performed.

Finally, this finding was first noted in 2017. As such, Department management has been
unsuccessful in implementing a corrective action plan to remedy this deficiency

The Statewide Accounting Management System (SAMS) Manual (Procedure 07.30.20) requires
the Department to perform reconciliations of the SB05, SC14, SC15, and SBO1 to its internal
records within 60 days of month end to ensure the early detection and correction of errors.

The SAMS Manual (Procedure 07.30.20) states the effectiveness of any accounting and financial
information system is very much dependent on the accuracy of data submitted and the
confidence of its users that the system handled that data properly.

Further, the SAMS Manual (Procedure 02.50.10) requires supervisors to review and approve the
assigned work of their staff to minimize errors.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State Compliance Examination.

Department management stated staff assignment and procedures for the reconciliations of the
SC14, SC15, and the SBO1 were not fully implemented until after the first quarter of Fiscal Year
2024. The SBO5 reconciliations were not assigned, completed, reviewed, and/or documented
adequately during the review period.

Failure to timely and properly document preparation and review of reconciliations of the

Department’s records to the Office of Comptroller’s reports hinders the ability of staff to identify
and correct errors which could result in incomplete or inaccurate financial information and
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represents noncompliance with the SAMS Manual. (Finding Code No. 2025-003, 2023-006,
2021-023, 2019-004, 2017-008)

RECOMMENDATION

We recommend the Department timely perform, review, and approve monthly reconciliations
with the Comptroller’s reports.

DEPARTMENT RESPONSE

The Department agrees with this finding and has assigned staff to ensure monthly reconciliations
are performed and reviewed timely. Detailed procedures are being developed to assist staff with
completing reconciliations accurately and timely.
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2025-004 FINDING (Receipt Processing Internal Controls Not Operating Effectively)

The Department of Agriculture’s (Department) internal controls over its receipt processing
function were not operating effectively during the examination period.

Due to our ability to rely upon the processing integrity of the Enterprise Resource Planning
System (ERP) operated by the Department of Innovation and Technology, we were able to limit
our receipt testing at the Department to determine whether certain key attributes were properly
entered by the Department’s staff into the ERP. In order to determine the operating effectiveness
of the Department’s internal controls related to receipt processing, we selected a sample of key
attributes (attributes) to determine if the attributes were properly entered into the ERP based on
supporting documentation. The attributes tested were (1) amount, (2) fund being deposited into,
(3) date of receipt, (4) date deposited, and (5) Statewide Accounting Management System
(SAMS) Source Code.

Our testing noted four of 140 (3%) attributes were not properly entered into the ERP. Therefore,
the Department’s internal controls over receipt processing were not operating effectively.

The State Officers and Employees Money Disposition Act (Act) (30 ILCS 230/2(a)) requires the
Department to maintain a detailed record of all moneys received, which is to include date of
receipt, the payor, purpose and amount, and the date and manner of disbursement. Additionally,
the Statewide Accounting Management System (SAMS) Manual (Procedure 25.10.10) requires
the Department to segregate the moneys into funds and document the source of the moneys.
Further, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department
to establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance revenues, expenditures, and transfers of assets, resources, or funds applicable
to operations are properly recorded and accounted for to permit the preparation of accounts and
reliable financial and statistical reports and to maintain accountability over the State’s resources.

Due to this condition, we qualified our opinion because we determined the Department had not
complied, in all material respects, with applicable laws and regulations, including the State

uniform accounting system, in its financial and fiscal operations.

Even given the limitations noted above, we conducted an analysis of the Department’s receipts
data for Fiscal Years 2024 and 2025 to determine compliance with the Act. We noted:

e The Department had 2 receipt items where the receipt date was later than the deposit date.

e The Department had 45 receipt items which had erroneous receipt dates entered into the
ERP.

The Act (30 ILCS 230/2(a)) requires the Department to maintain a detailed record of all moneys

received, which is to include date of receipt, the payor, purpose and amount, and the date and
manner of disbursement.
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e The Department did not deposit 242 receipt items, $10,000 or more, on the day received.

e The Department did not deposit 2,292 receipt items, exceeding $500 but less than
$10,000, within 48 hours.

e The Department did not deposit 2,774 receipt items, less than $500, on the 1% or 15" of
the month, whichever was earlier.

The Act (30 ILCS 230/2(a)) requires the Department to pay into the State treasury any single
item of receipt exceeding $10,000 on the day received. Additionally, receipt items totaling
$10,000 or more are to be deposited within 24 hours. Further, receipt items, in total exceeding
$500 but less than $10,000, are to be deposited within 48 hours. Lastly, receipt items totaling
less than $500 are to be deposited once the total exceeds $500 or on the 1t or 15" of the month,
whichever is earlier.

Department management indicated the exceptions noted were due to human error and
insufficient staff training on accurate information to enter into the ERP.

Failure to properly enter the key attributes into the State’s ERP when processing a receipt
hinders the reliability and usefulness of data extracted from the ERP, which can result in
improper recording of revenues and accounts receivable. Failure to timely deposit receipts
delays the recognition of available cash within the State Treasury, could delay the payment of
State obligations, and is noncompliance with the Act. (Finding Code No. 2025-004, 2023-008,
2021-007, 2019-007, 2017-007)

RECOMMENDATION

We recommend the Department design and maintain internal controls to provide assurance its
data entry of key attributes into the ERP is complete and accurate. Further, we recommend the
Department timely deposit receipts into the State’s treasury.

DEPARTMENT RESPONSE

The Department accepts the finding. The Bureau of Budget & Fiscal Services has improved and
increased the frequency of communication regarding the need for timeliness in processing
receipts. Directives have been provided to all program areas to submit unknown receipts to
Fiscal for timely research and handling.

The Department is revising the revenue and receipts procedures to change and better define field
use in ERP to monitor, properly record, and encourage deposit timeliness. The Department will
redefine the “payment received” field in SAP to allow for current use of the field by external
parties. There was a miscommunication during SAP implementation of how the fields were to be
used which is being changed effective July 1, 2026. In addition, monthly monitoring of deposit
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timeliness is being done as part of central oversight and non-compliant areas are being worked
with individually to correct.
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2025-005 FINDING (Inadequate Controls Over Performance Evaluations)

The Department of Agriculture (Department) did not complete performance evaluations for its
employees or did not timely complete employee performance evaluations.

During the testing of performance evaluations, we noted the following:

e Ten of 60 (17%) employees’ performance evaluations for Fiscal Year 2024 were not
performed timely, ranging from 69 to 555 days after the end of the evaluation period.

e Five of 60 (8%) employees did not have an annual performance evaluation in Fiscal Year
2024.

e Four of 60 (7%) employees’ performance evaluations for Fiscal Year 2025 were not
performed timely, ranging from 71 to 310 days after the end of the evaluation period.

e Fifteen of 60 (25%) employees did not have an annual performance evaluation in Fiscal
Year 2025.

This finding was first noted in 2021. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Illinois Administrative Code (80 Ill. Admin. Code 302.270) requires performance records to
include an evaluation of employee performance prepared by each agency with such evaluation
performed not less often than annually.

In addition, it is prudent business practice to complete performance evaluations on a regular and
timely basis.

The Department’s management team is responsible for implementing timely corrective action on
all of the findings identified during a State compliance examination.

Department management stated that untimely performance and non-submission of performance
evaluations were due to conflicting priorities.

Employee performance evaluations are a systematic and uniform approach used for the
development of employees and communication of performance expectations to employees.
Without timely completion of an employee performance evaluation, the employee would not be
provided with formal feedback or assessment of his or her performance and areas for
improvements, and current year’s performance goals and objectives may not be identified and
communicated in a timely manner. Further, employee performance evaluations should serve as a
foundation for salary adjustments, promotions, demotions, discharges, layoffs, recalls, or
reinstatement decisions. (Finding Code No. 2025-005, 2023-015, 2021-030)
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RECOMMENDATION

We recommend the Department evaluate and update its procedures for monitoring employee
performance evaluations to ensure they are timely completed. These procedures should include
upper management following-up with supervisors to ensure compliance with these procedures.

DEPARTMENT RESPONSE

The Department agrees with the finding. The Bureau of Human Resources has implemented a
monitoring and reminder system for evaluations and directly notifies supervisors in areas that
lack a personnel liaison. Monthly reminders are sent to supervisors to remind them of any
upcoming evaluations.
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2025-006 FINDING (Inadequate Controls Over Contractual Agreements)

The Department of Agriculture (Department) did not exercise adequate controls over contractual
agreements.

During our testing, we noted the following:

e Two of 60 (3%) contractual agreements tested, totaling $172,499, lacked the required
standard certifications.

e One of two (50%) real property lease agreements tested, amounting to $37,359, lacked
the required standard certifications and real estate lease disclosure statement.

e Three of nine (33%) interagency agreements tested, totaling $510,440, were not signed
by all necessary parties before the effective date, resulting in signatures being 5 to 246
days late.

This finding was first noted in 2019. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Statewide Accounting Management System (SAMS) Manual (Procedure 15.20.40) requires
leases for real property to include clauses for prohibited bidders and contractors certification,
Illinois Use Tax certification, State Board of Elections certification, and Real Estate Lease Form
Disclosure Statement.

The Public Officer Prohibited Activities Act (50 ILCS 105/3.1) states before any contract
relating to the ownership or use of real property is entered into by and between the State or any
local governmental unit or any agency of either the identity of every owner and beneficiary
having any interest, real or personal, in such property, and every member, shareholder, limited
partner, or general partner entitled to receive more than 7 1/2% of the total distributable income
of any limited liability company, corporation, or limited partnership having any interest, real or
personal, in such property must be disclosed.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance that resources are used efficiently, effectively, and in compliance with
applicable law. In addition, prudent business practices require the approval of agreements by all
parties prior to the effective date and before services are performed.

The Intergovernmental Cooperation Act (5 ILCS 220/5) states an agency may contract with
another agency to transfer authority or privileges, provided that the contract is approved by both
agencies. Such contract shall set forth fully the purposes, powers, rights, objectives and
responsibilities of the contracting parties.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.
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Department management stated that the interagency agreements were signed late due to the time
required to get all parties’ signatures. Furthermore, the Department stated that the missing
certifications on agreements were due to employee oversight in selecting the correct templates.
The Department disagreed with the exceptions noted on the real property lease agreement.

Lack of required disclosures within contracts and failure to timely execute interagency
agreements increase legal and financial risks to the Department. In order to ensure an agreement
is reasonable, appropriate, and sufficiently documents the responsibilities of all parties and in
order to protect the interests of all parties, the agreement or contract needs to be approved prior

to the effective date and executed prior to the commencement of services. (Finding Code No.
2025-006, 2023-017, 2021-006, 2019-006)

RECOMMENDATION

We recommend the Department ensure contracts are signed by all parties prior to the beginning
of services and for the Department to maintain required standard certifications related to
contracts.

DEPARTMENT RESPONSE

The Department agrees with the finding. The Department has sent reminders and met with
managers and staff stressing the importance of fully executed contracts being in place prior to
services beginning and will continue to do all that is in the Department’s control to timely
receive signed agreements from other parties. The Department has reminded staff of the
importance of maintaining all documents related to contracts.
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2025-007 FINDING (Inadequate Controls Over Petty Cash Funds and Change Funds)

The Department of Agriculture (Department) did not maintain adequate controls over petty cash
funds and change funds.

During our testing of petty cash funds, we noted the following:
e Four of sixteen (25%) petty cash receipts tested, totaling $1,335, lacked documentation.
During our testing of change funds, we noted the following:

e Two of four (50%) change funds issued for State Fair activities and with a total balance
of $188,000, were not returned within 5 days after the end of State Fair activities, and
were returned four and five days late.

The State Records Act (5 ILCS 160/8) requires the Department to make and preserve records
containing adequate and proper documentation of essential transactions of the Department
designed to furnish information to protect the legal and financial rights of the State and of
persons directly affected by the Department’s activities.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance that revenues, expenditures, and transfers of assets, resources, or funds
applicable to operations are properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to maintain accountability over the
State’s resources.

The State Comptroller Act (15 ILCS 405/21(c)) requires the Department to receive up to
$200,000 to make changes for activities at each State Fair, and requires the Department to return
the funds within 5 days after the event ends.

Department management stated the petty cash fund with improper support was due to staff not
understanding the required procedures for documentation and the change funds were returned
late due to difficulty in the coordination between areas and banks necessary to complete the
transactions.

Failure to maintain adequate internal control over petty cash funds and change funds may lead to
questioned costs and could cause an inability to monitor operations appropriately. (Finding Code
No. 2025-007)

RECOMMENDATION

We recommend the Department maintain adequate internal control over petty cash funds and
change funds.
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DEPARTMENT RESPONSE

The Department agrees with the findings and is reviewing all petty cash procedures with
custodians. Petty cash accounts not necessary are being closed. The payback process of change
funds will begin sooner, and any delays documented.
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2025-008 FINDING (Voucher Processing Internal Controls Not Operating Effectively)

The Department of Agriculture (Department) did not timely submit its vouchers for payment to
the Office of Comptroller during the examination period.

Due to our ability to rely upon the processing integrity of the Enterprise Resource Planning
System (ERP) operated by the Department of Innovation and Technology, we were able to limit
our voucher testing at the Department to determine whether certain key attributes were properly
entered by the Department’s staff into the ERP. In order to determine the operating effectiveness
of the Department’s internal controls related to voucher processing and subsequent payment of
interest, we selected a sample of key attributes (attributes) to determine if the attributes were
properly entered into the ERP based on supporting documentation. The attributes tested were (1)
vendor information, (2) expenditure amount, (3) object(s) of expenditure, and (4) the later of the
receipt date of the proper bill or the receipt date of the goods and/or services.

We then conducted an analysis of the Department’s expenditures data for Fiscal Years 2024 and
2025 and noted the following:

e The Department did not timely approve 2,959 of 19,461 (15%) vouchers processed
during the examination period, totaling $20,420,596. We noted these vouchers were
approved between 31 and 358 days after receipt of a proper bill or other obligating
document.

The Illinois Administrative Code (Code) (74 Ill. Admin. Code 900.70) requires the Department
to timely review each vendor’s invoice and approve proper bills within 30 days after receipt.
The Code (74 Ill. Admin. Code 1000.50) also requires the Department to process payments
within 30 days after physical receipt of Internal Service Fund bills.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to
establish and maintain a system, or systems, of internal fiscal and administrative controls, which
shall provide assurance that revenues, expenditures, and transfers of assets, resources, or funds
applicable to operations are properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to maintain accountability over the
State’s resources.

Department management indicated voucher processing began as a decentralized process.
Insufficient staff training on accurate information to enter into the ERP and the disregard of the

importance of timeliness in voucher processing contributed to the exceptions noted.

Failure to timely process proper bills and obligations due may result in noncompliance and cash
flow challenges for payees. (Finding Code No. 2025-008, 2023-007, 2021-017, 2019-017)
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RECOMMENDATION

We recommend the Department approve proper bills within 30 days of receipt, conduct staff
training on accurate information to enter into the ERP, and remind staff of the importance of
timeliness in voucher processing.

DEPARTMENT RESPONSE

The Department agrees with the findings and has defined and distributed the definition and
application of baseline date to all individuals involved in voucher processing. The accounts
payable procedures are in the process of being updated to reflect this. The Department will seek
to identify the underlying cause of delayed voucher processing and correct through additional
guidance and increased reviewer responsibility.

29



STATE OF ILLINOIS
DEPARTMENT OF AGRICULTURE
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2025

2025-009 FINDING (Noncompliance With the Animal Welfare Act)

The Department of Agriculture (Department) did not comply with the Animal Welfare Act (Act).
The Department issues licenses related to animal welfare. During our testing of the Act, we
noted that 60 of 60 (100%) licenses tested were signed by the Bureau Chief of Animal Health

and Welfare instead of the Director of the Department.

The Act (225 ILCS 605/9) states that each license shall be signed by the Director of the
Department and shall be issued under the seal of the Department.

The Department stated that signatures are applied electronically in the licensing system and the
Bureau Chief of Animal Health and Welfare’s signature was used on behalf of the Director.

Failure to have the Director sign the licenses represents noncompliance with the Act. (Finding
Code No. 2025-009)

RECOMMENDATION

We recommend the Department implement procedures to ensure licenses are signed by the
Director.

DEPARTMENT RESPONSE

An Electronic Service Request (ESR) was submitted to change the signature in the licensing
system from the Bureau Chief of Animal Health and Welfare to the Director’s signature. This
change became effective in the licensing system on February 4, 2026.
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2025-010 FINDING (Weighing and Measuring Devices Not Inspected Every 12 Months)

The Department of Agriculture (Department) failed to inspect all weighing and measuring
devices every 12 months as required by the Weights and Measures Act (Act).

The Department inspects and tests all commercially used weighing and measuring devices to
ensure accuracy and correctness. During our testing of the Act, we noted the following:

o 42,684 of 164,863 (26%) known active weighing and measuring devices were not
inspected in Fiscal Year 2024.

e 47,631 of 167,044 (29%) known active weighing and measuring devices were not
inspected in Fiscal Year 2025.

Under the Act (225 ILCS 470/10), inspection and testing of all weights and measures held,
offered, or exposed for sale to ascertain if they are correct, is required within each period of 12
months or more frequently, if necessary.

Department management stated that due to the number of devices throughout the State and
limited number of staff, the Department’s ability to inspect 100% of the devices in the State is

impacted. Inspectors have duties in addition to testing weighing and measuring devices.

Failure to perform the mandated inspections of all weighing and measuring devices creates the
risk that inaccurate devices are being used. (Finding Code No. 2025-010)

RECOMMENDATION

We recommend the Department inspect all weighing and measuring devices annually as required
by law or seek a modification to the statute to lower the inspection requirement to a more
manageable level.

DEPARTMENT RESPONSE

The Department agrees with this finding and will continue to make best efforts to reach the
statutory requirements on inspection but will not forgo quality testing for quantity. The
Department will also seek modification to the current requirements to modernize inspection
requirements.
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2025-011 FINDING (Weaknesses in Internal Controls Over State Vehicles)

The Department of Agriculture (Department) demonstrated weaknesses in internal controls over
its vehicle maintenance records and reporting of vehicle accidents.

Vehicle Maintenance Records

During our testing of vehicle maintenance, we noted the following:

e 40 of 60 (67%) vehicles tested for proper vehicle maintenance did not have oil changes
performed in accordance with the Department of Central Management Services (DCMS)
guidelines. The number of miles that oil changes were overdue ranged from five to
14,553 miles, while the amount of time oil changes were overdue ranged from one to four
months.

e Eleven of 60 (18%) vehicles tested for proper vehicle maintenance were not brought in
for an annual inspection as required by DCMS.

e Five of 60 (8%) vehicles tested for proper vehicle maintenance were not brought in for a
tire rotation during Fiscal Year 2024 and/or 2025.

The Illinois Administrative Code (44 Ill. Admin. Code 5040.400) requires all State-owned or
leased vehicles which fall under this Part to undergo regular service and/or repair in order to
maintain the vehicles in road worthy, safe, operating condition and appropriate cosmetic
condition. Further, DCMS policy indicates that oil change intervals are every twelve months or
3,000 miles, whichever comes first, for vehicles with models ten years and older, and every
twelve months or 5,000 miles, whichever comes first, for vehicles with models nine years and
newer. The DCMS Vehicle Usage Program, effective July 1, 2012 requires agencies to follow
prescribed maintenance intervals to keep fleet costs down. In addition, DCMS policy indicates
that vehicles must undergo at least one Annual Preventative Maintenance check through a
Division of Vehicles State Garage or authorized vendor.

Reporting of Vehicle Accidents

During our testing of vehicle accidents, we noted the following:

e Five of nineteen (26%) Motorist’s Report of Illinois Motor Vehicle Accident forms
(Form SR-1) were not submitted timely, ranging from three to 109 days late.

According to the Illinois Administrative Code (44 Ill. Admin. Code 5040.520), a driver of a
State-owned or leased vehicle which is involved in an accident of any type is to report the
accident to the appropriate law enforcement agency and to DCMS by completing the Form SR-1.
The Form SR-1 is required to be completed within three days and must be received by DCMS
within seven calendar days following an accident.
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This finding was first noted in 2011. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to
establish and maintain a system, or systems, of internal fiscal and administrative controls, to
provide assurance that funds, property, and other assets and resources are safeguarded against
waste, loss, unauthorized use, and misappropriation, and that transfers of assets are properly
recorded and accounted for to permit the preparation of accounts and reliable financial reports
and to maintain accountability over the State’s resources.

The Department’s management team is responsible for implementing timely corrective action on
all of the findings identified during a State compliance examination.

Department management stated staffing limitations continue to impact timely maintenance of
vehicles and competing priorities resulted in untimely reporting of vehicle accidents.

Failure to adequately maintain vehicles can cost the State significant amounts in future years
through additional repair bills and shortened useful lives for vehicles. Untimely submission or
failure to maintain and track submission of the forms for vehicle accidents may result in
increased risk of loss or failure to report an employee’s taxable vehicle usage income. (Finding
Code No. 2025-011, 2023-011, 2021-013, 2019-013, 2017-013, 2015-004, 2013-006, 11-5)

RECOMMENDATION

We recommend the Department implement adequate internal controls and sufficient oversight to
properly maintain State vehicles and timely report vehicle accidents.

DEPARTMENT RESPONSE

The Department agrees with this finding. The Department has added accident reporting
procedures to the information packet included in each vehicle. Each driver has multiple contacts
to use for reporting. Reminders are given to drivers and supervisors frequently regarding the
importance of immediate accident reporting with contacts available 24/7. With the installation of
Telematics in each fleet vehicle, notice of upcoming maintenance to be performed is received by
the Fleet Manager. Three messages are received between first notice and non-compliance. The
Department is going to aggressively use those notices to compel drivers to have service
performed. The Department is also working on a complete overhaul and update to the existing
Vehicle Coordinators Manual. This comprehensive manual will govern State vehicles and
include detailed instructions and guidance.
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2025-012 FINDING (Weaknesses in Administration of Locally-Held Funds)

The Department of Agriculture (Department) had weaknesses in its administration of locally held
funds.

The Department maintains ten locally held funds, which include one unfunded locally held fund
that was dissolved in Fiscal Year 2025. For purposes of testing quarterly Reports of Receipts and
Disbursements for Locally Held Funds (Form C-17), we performed testing on the nine active
funds. For purposes of testing bank reconciliations, five of nine locally held funds have two bank
accounts per fund. As such, we performed testing on the bank reconciliations for all of the
Department’s bank accounts.

During our review of the Form C-17 for the nine locally held funds for Fiscal Years 2024 and
2025, we noted the following:

e One of nine (11%) locally held funds was not properly reconciled with the balance
reported in Form C-17, resulting in an understatement of $1,498 in Fiscal Year 2025.

During our review of the bank reconciliations for the nine locally held funds for Fiscal Years
2024 and 2025, we noted the following:

e For 26 of 280 (9%) bank reconciliations performed and tested, the reconciliations did not
contain the reviewer’s signature and/or signed date; therefore, we were unable to test for
timeliness of review. See below for the breakdown of bank reconciliations with no
reviewer signature and/or signed date:

Fund Number of months
not signed and/or
dated by reviewer

Centennial Farms Signs Fund (Fund 1112) 2 of 30 (7%)
[llinois Colt Stakes/Championship Purse Fund (Fund 1113) 18 of 48 (38%)
Agricultural Products Promotional Fund (Fund 1114) 3 0f 48 (6%)
State Fair Promotional Activities Fund (Fund 1350) 2 of 24 (8%)

This finding was first noted in 2011. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Statewide Accounting Management System (SAMS) Manual (Procedure 33.13.10) requires
the Department to submit accurate C-17 reports reflecting the receipts and disbursements
occurring in each locally held fund each quarter. Good internal controls require agencies to
review reports for accuracy prior to submission to the Comptroller.
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The SAMS Manual (Procedure 33.10.10) requires a monthly reconciliation of imprest accounts
be prepared by the Department and a copy to be submitted within the 30-day period following
the bank statement date to the State Treasurer and the Office of Comptroller.

The State Records Act (5 ILCS 160/8) requires the Department to make and preserve records
containing adequate and proper documentation of essential transactions of the Department
designed to furnish information to protect the legal and financial rights of the State and of
persons directly affected by the Department’s activities.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance that revenues, expenditures, and transfers of assets, resources, or funds
applicable to operations are properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to maintain accountability over the
State’s resources.

Good internal controls suggest monthly bank reconciliations be reviewed by the preparer’s
supervisor for accuracy and timely resolution of reconciling items.

The Department’s management team is responsible for implementing timely corrective action on
all of the findings identified during a State compliance examination.

Department management stated the one improperly reconciled locally held fund was due to an
error in recording. The reconciliations with missing dates of review or the reviewer’s signature
were due to staffing changes and procedural changes following the previous compliance
examination period.

Failure to properly reconcile locally held funds and timely review the reconciliations may lead to
loss or misuse of assets not being detected and inaccuracies not being resolved timely. (Finding
Code No. 2025-012, 2023-002, 2021-014, 2019-014, 2017-014, 2015-006, 2013-004, 11-3)

RECOMMENDATION

We recommend the Department ensure reconciliations for locally held funds are properly
performed and the review of the bank reconciliation be performed timely and properly
documented.

DEPARTMENT RESPONSE

The Department agrees with the finding and is assigning central oversight to the timely and
documented review process of locally held fund bank reconciliations. Guidance on the new
process will be drafted and distributed to all staff involved with monitoring and reporting. While
the drop from 27% to 9% exception rate is notable, a central overview should result in
compliance.
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2025-013 FINDING (Weakness in Administration of Grant Agreements)

The Department of Agriculture (Department) did not exercise adequate controls over and
sufficiently monitor grant agreements under its purview during the examination period.

During our testing of the administration of 50 grant agreements totaling $2,923,610, we noted
the following:

e One of 50 (2%) grant agreements requiring submission of quarterly financial reports had
no quarterly reports available. Therefore, we were unable to test the timeliness of
submission of report.

e Three of 50 (6%) grant agreements requiring submission of a Financial Management
Program or an Annual Audit Report had no reports available. Therefore, we were unable
to test the timeliness of submission of reports.

e Thirteen of 50 (26%) grant agreements requiring submission of a Financial Management
Program or an Annual Audit Report were submitted between three to 131 days late.

e Two of 50 (4%) grant agreements requiring submission of an annual budget had no
budgets available. Therefore, we were unable to test the timeliness of submission of
budgets.

e Nine of 50 (18%) grant agreements requiring submission of an annual budget were
submitted between one to 42 days late.

In order to preclude the possibility of delay or suspension of funding, the Department was
required by the grant agreements to timely file all required reports. Reports included were not
limited to quarterly fiscal reports, quarterly progress reports, and all reports included in the
closeout materials. The quarterly fiscal and progress reports were due no later than 30 calendar
days following the three-month period covered by the report.

According to the grant agreements, the financial management report or financial audit must be
completed on an annual basis. In addition, the annual budget for grant agreement was to be
provided by September 15, 2023, for Fiscal Year 2024, and September 15, 2024, for Fiscal Year
2025. Failure to meet the reporting dates established for the reports should have resulted in a
delay or suspension of funding.

The State Records Act (5 ILCS 160/8) requires the Department to make and preserve records
containing adequate and proper documentation of the organization, functions, policies, decisions,
procedures, and essential transactions of the Department designed to protect the legal and
financial rights of the State and of persons directly affected by the Department’s activities.
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The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance funds, property, and other assets and resources are safeguarded against waste,
loss, unauthorized use and misappropriation and maintain accountability over the State’s
resources.

Department management stated lack of sufficient resources devoted or allocated to this area
resulted in the exceptions noted.

Failure to maintain documentation and adequately monitor and ensure adherence to the
conditions contained within the grant agreement could jeopardize grant funding, results in
grantee reporting inaccuracies, and poses legal and financial risks to the Department. (Finding
Code No. 2025-013)

RECOMMENDATION

We recommend the Department exercise adequate controls over and sufficiently monitor grant
agreements.

DEPARTMENT RESPONSE

The Department agrees with the finding. The Department is currently participating in the Rapid
Results initiative through the DCMS Office of Operational Excellence, which is facilitating the
development of centralized grant management policies and procedures. All of the grants
indicated in the findings above are being transitioned to the Euna Grants management system for
grant reporting. In cases of late performance or expense reporting, the Department will follow
State of Illinois Grant Management Policy Grantee Compliance Enforcement System guidelines
where grantees will be placed on temporary Illinois Stop Payment Status through the Governor’s
Office of Management and Budget (GOMB) Grant Accountability and Transparency Act
(GATA) Portal. Grantees assessed as having medium to high-risk programmatic risk will
transition from advanced payments to a reimbursement model. The Department has provided a
central filing system for grant documents and implementation is in progress. For Fiscal Year
2027 grants, reimbursement model will become the standard, with advanced payment available
as an option based on estimated expenditure schedules and approval by the Department. The
implemented central grant unit will provide oversight and monitoring to ensure reporting is done
timely and correctly.
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2025-014 FINDING (Weaknesses in Cybersecurity Programs and Practices)

The Department of Agriculture (Department) had not implemented adequate internal controls
related to cybersecurity programs, practices, and control of confidential information.

The Department maintains computer systems that contain confidential or personal information such
as names, addresses, and social security numbers. Per Executive Order (EO) 2016-01, the
Department’s information technology (IT) operations have been consolidated into the Department
of Innovation and Technology (DolT). Although DolT was responsible for the infrastructure, the
Department has the ultimate responsibility to ensure confidential or personal data is adequately
secured.

The Illinois State Auditing Act (30 ILCS 5/3-2.4) requires the Auditor General to review State
agencies and their cybersecurity programs and practices. During the examination of the
Department’s cybersecurity program, practices, and control of confidential information, we noted
the Department had not:

e Developed detailed policies beyond a high-level overview to address periodic access
reviews, access terminations, configuration management, back-up verification and storage,
disaster recovery and response, and data maintenance and destruction.

e Developed and implemented corrective action plans to address weaknesses identified in a
risk assessment performed in 2024.

e Evaluated and implemented appropriate controls to reduce the risk of attack.

e Maintained a data classification methodology and policy to ensure adequate protection of
information for each data classification level.

Further, upon review of the Department’s user access controls, we noted the following:

e Access for five of 1,259 (0.40%) separated employees during the examination period were
not removed timely.

e The Department did not perform and document its periodic user access reviews on eleven
of fifteen (73%) sampled applications.

This finding was first noted in 2021. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Framework for Improving Critical Infrastructure and the Security and Privacy Controls for
Information Systems and Organizations (Special Publication 800-53, Fifth Revision) published by
the National Institute of Standards and Technology requires entities to consider risk management
practices, threat environments, legal and regulatory requirements, mission objectives and
constraints in order to ensure the security of their applications, data, and continued business
mission. It also requires entities to implement adequate internal controls over access to their
environments, applications and data, establish access control policies and procedures documenting
access control requirements and sanctions ensuring periodic access reviews.
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The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to
establish and maintain a system, or systems, of internal fiscal and administrative controls to provide
assurance funds, property, and other assets and resources are safeguarded against waste, loss,
unauthorized use and misappropriation and to maintain accountability over the State’s resources.

Furthermore, generally accepted information technology guidance, including the National Institute
of Standards and Technology, endorses the development of well-designed and well-managed
controls to protect computer systems and data.

In addition, Department management is responsible for implementing timely corrective action on
all of the findings identified during a State compliance examination.

Department management indicated competing priorities for staff with expertise to properly develop
appropriate programs and practices has limited progress.

The lack of adequate cybersecurity programs and practices could result in unidentified risks and
vulnerabilities and ultimately lead to the Department’s confidential and personal information being
susceptible to cyber-attacks and unauthorized access and disclosure. Furthermore, information
might be compromised if employees are not informed of the proper handling of confidential data
and appropriate responses to data breaches. (Finding Code No. 2025-014, 2023-003, 2021-004)

RECOMMENDATION

The Department has the ultimate responsibility for cybersecurity programs, practices, and control
of confidential information. Specifically, we recommend the Department:

e Develop a formal, comprehensive, adequate and communicated security program to address
periodic access reviews, access terminations, configuration management, back-up
verification and storage, disaster recovery and response, and data maintenance and
destruction.

e Develop and implement timely corrective action plans to address weaknesses identified in
risk assessments performed.

e Evaluate and implement appropriate controls to reduce the risk of attack.

e Maintain a data classification methodology and policy to ensure adequate protection of
information for each data classification level.

e Timely remove access of separated employees and perform and document its periodic user
access reviews.
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DEPARTMENT RESPONSE

The Department agrees with the findings. The Department is reviewing internal policies to ensure
compatibility with DolT’s cybersecurity policies as well as continuing to communicate policies to
staff through Security Awareness Training and periodic updates from DolT Security and Staff. The
Department is developing a risk management methodology, revising handbook IT policies, and
moving to a zero-trust least privileged system of data directory architecture. The Department is also
working on updating and expanding upon a stand-alone IT policy.
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2025-015 FINDING (Lack of Adequate Controls Over the Review of Internal Controls Over
Service Providers)

The Department of Agriculture (Department) had not implemented adequate internal controls over
its service providers.

The Department’s mission is to be an advocate for Illinois’ agricultural industry and provide the
necessary regulatory functions to benefit consumers, the agricultural industry, and our natural
resources. In order to carry out its mission, the Department utilizes Information Technology
applications provided via service providers.

During the examination, we requested the Department provide the following documentation:
service provider contracts, System and Organization Controls (SOC) reports, and documentation
of the Department’s review of service provider SOC reports.

During testing, we noted the Department had not:

e Obtained SOC reports or conducted independent internal control reviews for 3 of 7 (43%)
service providers.

e Conducted and documented its review of 3 of 6 (50%) SOC reports to determine the impact
of the modified opinion(s) or noted deviations.

e Identified and conducted an analysis and documentation of the operation of the
Complementary User Entity Controls (CUECs) reported in the SOC reports.

e Obtained and reviewed SOC reports for subservice organizations or performed alternative
procedures to determine the impact on its internal control environment.

This finding was first noted in 2021. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Security and Privacy Controls for Information Systems and Organizations (Special
Publication 800-53, Fifth Revision) published by the National Institute of Standards and
Technology, Maintenance and System Service Acquisition sections, requires entities outsourcing
their Information Technology environment or operations to obtain assurance over the entities’
internal controls related to the services provided. Such assurance may be obtained via SOC reports
or independent reviews.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance funds, property, and other assets and resources are safeguarded against waste,
loss, unauthorized use and misappropriation and to maintain accountability over the State’s
resources.

41



STATE OF ILLINOIS
DEPARTMENT OF AGRICULTURE
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2025

The Department is responsible for the design, implementation, and maintenance of internal
controls related to information systems and operations to assure its critical and confidential data
are adequately safeguarded. This responsibility is not limited due to the processes being
outsourced.

The Department’s management team is responsible for implementing timely corrective action on
all of the findings identified during a State compliance examination.

Department management indicated a two-person team was appointed to conduct SOC report
reviews. One person reviewed the SOC Report to pull the necessary information into the
assessment form, and the other person double-checked that work and completed the analysis. The
fiscal team member transferred to another fiscal area within the Department and the initial
understanding was the SOC report review duties were to move with them. This did not happen and
through oversight, another person was not appointed.

Failure to implement internal controls related to the design, implementation, and maintenance of
information systems and operations pertaining to service providers could result in unidentified
risks and vulnerabilities, which could ultimately lead to the Department’s confidential and personal
information being susceptible to cyberattacks and unauthorized disclosure. (Finding Code No.
2025-015, 2023-004, 2021-010)

RECOMMENDATION

We recommend the Department strengthen its internal controls over service providers.
Specifically, we recommend the Department:

e Obtain SOC reports or perform independent reviews of internal controls for its service
providers at least annually.

e Conduct and document its review of SOC reports to determine the impact of the modified
opinion(s) or noted deviations.

e Identify and conduct an analysis and documentation of the operation of the CUECs
reported in the SOC reports.

e Obtain and review SOC reports for subservice organizations or perform alternative
procedures to determine the impact on its internal control environment.

DEPARTMENT RESPONSE

The Department agrees with the finding. The Department has appointed and trained a new staff
member to the SOC report review team to identify service providers, obtain SOC reports or bridge
letters, as necessary, and to conduct SOC Report Assessments.
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2025-016 FINDING (Weakness in Disaster Recovery Plan and Testing)

The Illinois Department of Agriculture (Department) had not completely developed a disaster
contingency plan or conducted recovery testing to ensure recovery of its applications and data.

The Department utilizes several applications in order to carry out its mission. As part of our
examination, we requested the Department’s policies and procedures for disaster recovery and
backup controls. The Department provided its Employee Handbook in response to policy requests.

Additionally, the Department confirmed in a written statement that the Department is in the process
of documenting its IT Policy which includes disaster recovery and backups and had not maintained
policies and procedures concerning disaster recovery, backup verification and offsite storage.

During the examination period, the Department worked with the Department of Innovation and
Technology (DolT) to begin drafting a disaster recovery plan. As of June 30, 2025, the Department
had not yet completed planning for 18 of 39 (46%) identified systems.

In addition, the Department did not perform a disaster recovery plan test annually within the
examination period.

This finding was first noted in 2017. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Contingency Planning Guide Information Technology Systems published by the National
Institute of Standards and Technology endorses the formal development and testing of disaster
contingency plans.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance that funds, property, and other assets and resources are safeguarded against
waste, loss, unauthorized use, and misappropriation.

Department management indicated that due to staffing limitations, the Department had not
completed its efforts to document policies, contingency plans and perform disaster recovery plan
testing.

Failure to implement an adequately developed disaster contingency plan could result in an inability
of the Department to recover operations within an acceptable time period in the event of a disaster,
which could ultimately lead to the Department’s loss of data including confidential and personal
information. (Finding Code No. 2025-016, 2023-014, 2021-021, 2019-021, 2017-021)
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RECOMMENDATION

We recommend the Department finalize its disaster recovery plan and perform a disaster recovery
plan test annually.

DEPARTMENT RESPONSE

The Department agrees with the finding and is working with DolT staff assigned to the Department
of Agriculture to update and define a formal IT disaster recovery plan to include in the
Department’s IT policy documents. The Department is working with DolT staff to develop and
test application information system contingency plans (ISCP). Since receiving this finding, the
Department has made considerable progress toward shifting IT responsibilities from DolT and
implementing ISCPs for its applications. All financial related critical applications have
implemented ISCPs.
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. FINDING (Noncompliance with the Lawn Care Products Application and Notice Act)

During the prior examination, the Department of Agriculture (Department) did not comply with the
Lawn Care Products Application and Notice Act.

During the current examination, our sample testing indicated the Department complied with the Lawn
Care Products Application and Notice Act. (Finding Code No. 2023-009, 2021-026)

. FINDING (Noncompliance with the Egg and Egg Products Act)
During the prior examination, the Department did not comply with the Egg and Egg Products Act.

During the current examination, our sample testing indicated the Department complied with the Egg
and Egg Products Act. (Finding Code No. 2023-010)

. FINDING (Inadequate Internal Controls Over Employee Personnel and Payroll Files)

During the prior examination, the Department did not adequately maintain employee personnel and
payroll files.

During the current examination, our sample testing indicated the Department adequately maintained
employee personnel and payroll files. (Finding Code No. 2023-012, 2021-029)

. FINDING (Inadequate Internal Controls Over Census Data)

During the prior examination, the Department failed to maintain adequate internal controls over census
data.

During the current examination, we noted the Department adequately maintained internal controls
over census data. (Finding Code No. 2023-013)

. FINDING (Inadequate Controls Over Employee Training)

During the prior examination, the Department did not maintain adequate controls over employee
training.

During the current examination, our sample testing indicated the Department’s controls over employee
training had significantly improved; however, we continued to note certain immaterial problems. As
such, this matter was reported in the Department’s Report of Immaterial Findings. (Finding Code No.
2023-016, 2021-022)
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