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MANAGEMENT ASSERTION LETTER
August 1, 2025

Adelfia LLC

Certified Public Accountants

400 East Randolph Street, Suite 700
Chicago, Illinois 60601

Adelfia LLC:

We are responsible for the identification of, and compliance with, all aspects of laws, regulations,
contracts, or grant agreements that could have a material effect on the operations of the State of
Illinois, Department of Corrections (Department). We are responsible for and we have established
and maintained an effective system of internal controls over compliance requirements. We have
performed an evaluation of the Department’s compliance with the following specified
requirements during the two year period ended June 30, 2024. Based on this evaluation, we assert
that during the years ended June 30, 2023, and June 30, 2024, the (Department) has materially
complied with the specified requirements listed below.

A. Other than what has been previously disclosed and reported in the Schedule of Findings,
the Department has obligated, expended, received, and used public funds of the State in
accordance with the purpose for which such funds have been appropriated or otherwise
authorized by law.

B. Other than what has been previously disclosed and reported in the Schedule of Findings,
the Department has obligated, expended, received, and used public funds of the State in
accordance with any limitations, restrictions, conditions, or mandatory directions imposed
by law upon such obligation, expenditure, receipt, or use.

C. Other than what has been previously disclosed and reported in the Schedule of Findings,
the Department has complied, in all material respects, with applicable laws and
regulations, including the State uniform accounting system, in its financial and fiscal
operations.

Mission: To serve justice in Illlinois and increase public safety by promoting positive change for those
in custody, operating successful reentry programs, and reducing victimization.

www. iIIin<2)is. gov/idoc



D. Other than what has been previously disclosed and reported in the Schedule of Findings,
State revenues and receipts collected by the Department are in accordance with applicable
laws and regulations and the accounting and recordkeeping of such revenues and receipts
is fair, accurate, and in accordance with law.

E. Money or negotiable securities or similar assets handled by the Department on behalf of
the State or held in trust by the Department have been properly and legally administered,

and the accounting and recordkeeping relating thereto is proper, accurate, and in
accordance with law.

Yours truly,

State of Illinois, Department of Corrections

SIGNED ORIGINAL ON FILE

Ms. Latoya Hughes, Director

SIGNED ORIGINAL ON FILE

Mr. James Deen, Chief Fiscal Officer

SIGNED ORIGINAL ON FILE

Mr. Robert Fanning, Chief Legal Counsel
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SUMMARY

STATE OF ILLINOIS

DEPARTMENT OF CORRECTIONS
STATE COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2024

STATE COMPLIANCE REPORT

The State compliance testing performed during this examination was conducted in accordance with
attestation standards established by the American Institute of Certified Public Accountants; the standards
applicable to attestation engagements contained in Government Auditing Standards issued by the
Comptroller General of the United States; the Illinois State Auditing Act (Act); and the Audit Guide.

ACCOUNTANT’S REPORT

The Independent Accountant’s Report on State Compliance and on Internal Control Over Compliance
does not contain scope limitations or disclaimers, but does contain a modified opinion on compliance and
identifies material weaknesses over internal control over compliance.

Current Report Prior Report

SUMMARY OF FINDINGS
Number of
Findings 40
Repeated Findings 27
Prior Recommendations Implemented or Not Repeated 19
SCHEDULE OF FINDINGS
Last/First
Item No. Page  Reported Description
Current Findings
2024-001 13 New Receipt processing internal controls not
operating effectively
2024-002 15 New Inadequate maintenance of commodity
and commissary inventory
2024-003 17 2022/2016 Noncompliance with the required
transfers of profit from the DOC
Commissary Funds
2024-004 19 2022/2020 Failure to provide offender resident

information to appropriate parties

46
40
20

Finding Type

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Material Weakness and

Material Noncompliance

Material Weakness and
Material Noncompliance



Last/First

Item No. Page  Reported

2024-005 21 2022/2018
2024-006 23 2022/2016
2024-007 26 2022/2016
2024-008 28 2022/2012
2024-009 30 2022/2012
2024-010 32 2022/2000
2024-011 34 2022/2006
2024-012 36 2022/2022
2024-013 38 2022/2018
2024-014 39 2022/1998
2024-015 41 2022/2014
2024-016 43 2022/2014
2024-017 45 2022/2014
2024-018 47 New

Description

Lack of adequate controls over the
review of internal control over service
providers

Computer security weakness
Weaknesses in Cybersecurity Programs
and Practices

Lack of disaster contingency planning
or testing to ensure recovery of

computer systems

Inadequate controls over computer
inventory

Failure to meet training requirements
Employee performance evaluations not
performed

Inadequate maintenance of Employment
Eligibility Verification Forms

Inadequate controls over the submission
of required employment reports

Payroll timekeeping system not
automated

Compensatory time accrual in violation
of federal law

Taking paid leave time and working
overtime on the same day

Voucher processing weaknesses

Inadequate controls over locally held
fund receipts and bank reconciliations

Finding Type

Material Weakness and
Material Noncompliance

Material Weakness and
Material Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance
Significant Deficiency

and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance



Last/First

Item No. Page  Reported
2024-019 48 2022/2020
2024-020 52 2022/2000
2024-021 57 2022/2016
2024-022 59 2022/2016
2024-023 61 New
2024-024 62 New
2024-025 64 New
2024-026 66 2022/2022
2024-027 68 New
2024-028 69 2022/2022
2024-029 70 2022/2012
2024-030 71 2022/2010
2024-031 73 New

Description

Inadequate controls over State property

Policies and procedures regarding
operation of State vehicles not followed

Noncompliance with the Murderer and
Violent Offender Against Youth
Registration Act

Failure to comply with Administrative
Directives regarding the maintenance of
educational records

Failure to provide voter registration
forms in all available languages

Failure to establish firearm purchase
program

Incomplete reporting of the Medical
Release Program

Inadequate controls over the Public
Accountability Report

Failure to provide training to officers
with direct contact with pregnant
committed persons

Failure to report data on the usage of
electronic and GPS monitoring

Failure to develop a formal fraud risk
assessment program

Failure to properly transfer inmate cash
account balances

Failure to collect fees for the domestic
violence surveillance program

Finding Type

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency

and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance
Significant Deficiency

and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance



Last/First

Item No.  Page Reported
2024-032 74 New
2024-033 76 2022/2020
2024-034 78 New
2024-035 80 New
2024-036 82 New
2024-037 83 2022/2020
2024-038 84 New
2024-039 85 2022/2020
2024-040 87 2022/2020
A 89 2022/2008
B 89 2022/2008

Description

Failure to ensure people with disabilities
who have received service dogs were
periodically visited

Noncompliance with standards for
safety and sanitation inspections and
enforcement

Inadequate controls over population of
individuals in custody convicted of a
sexually violent offense

Failure to properly submit Annual
Reports related to constituent services

Failure to timely submit Annual Reports
related to earned sentence credit

Failure to properly submit Annual
Reports to the Governor

Failure to timely submit Annual Reports
related to re-entry

Incomplete quarterly reporting of
violence and public safety data

Noncompliance with extended
supervision of sex offender
requirements of the Unified Code of
Corrections

Prior Findings Not Repeated

Weaknesses in preparation of GAAP
reporting forms submitted to the Office
of Comptroller and preparation of year-
end Department financial statements and
schedules

Weaknesses in the financial accounting
for, and inaccurate and inadequate
recordkeeping of capital assets

Finding Type

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance

Significant Deficiency
and Noncompliance



Last/First

Item No.  Page Reported
C 89 2022/2012
D 89 2022/2014
E 90 2022/2020
F 90 2022/2008
G 90 2022/2008
H 90 2022/2012
I 91 2022/2022
J 91 2022/2006
K 91 2022/2016
L 91 2022/2020
M 91 2022/2020
N 92 2022/2020
0) 92 2022/2022
P 92 2022/2022
Q 92 2022/2020

Description

Lack of controls over computer systems

Lack of proper financial reporting over
Offender 360 project

Inadequate internal controls over census
data

Inadequate administration of and
controls over locally held funds

Inadequate controls over commodity
and commissary inventory

Weaknesses in intergovernmental
agreement for internal audit function

Noncompliance with the Re-entering
Citizen Civics Education Act

Noncompliance with applicable portions
of the Arsonist Registration Act

Noncompliance with Evidence-Based
Programming Requirements of the
Illinois Crime Reduction Act of 2009
Failure to adopt a food donation policy

Untimely notification of settlement

Noncompliance with the Local Food,
Farms, and Jobs Act

Incorrect calculation of final pay

Noncompliance with transitional
housing licensing requirements

Lack of external assessment of the
internal audit function



Last/First

Item No. Page  Reported Description
R 92 2022/2020 Incomplete reporting in financial impact
statements
S 93 2022/2020 Failure to review reports of violence and

public safety data

EXIT CONFERENCE

The Department waived an exit conference in a correspondence from Amy Jenkins, Chief Internal Auditor,
on July 16, 2025. The responses to the recommendations were provided by Amy Jenkins, Chief Internal
Auditor, in correspondences dated July 25, 2025, July 29, 2025, and August 1, 2025.



CERTIFIED PUBLIC ACCOUNTANTS

INDEPENDENT ACCOUNTANT’S REPORT

ON STATE COMPLIANCE AND ON INTERNAL CONTROL OVER COMPLIANCE

Honorable Frank J. Mautino
Auditor General
State of Illinois

Report on State Compliance

As Special Assistant Auditors for the Auditor General, we have examined compliance by the State of
Ilinois, Department of Corrections (Department) with the specified requirements listed below, as more
fully described in the Audit Guide for Financial Audits and Compliance Attestation Engagements of
llinois State Agencies (Audit Guide) as adopted by the Auditor General, during the two years ended June
30, 2024. Management of the Department is responsible for compliance with the specified requirements.
Our responsibility is to express an opinion on the Department’s compliance with the specified
requirements based on our examination.

The specified requirements are:

A.

The Department has obligated, expended, received, and used public funds of the State in
accordance with the purpose for which such funds have been appropriated or otherwise authorized
by law.

The Department has obligated, expended, received, and used public funds of the State in
accordance with any limitations, restrictions, conditions, or mandatory directions imposed by law
upon such obligation, expenditure, receipt, or use.

The Department has complied, in all material respects, with applicable laws and regulations,
including the State uniform accounting system, in its financial and fiscal operations.

State revenues and receipts collected by the Department are in accordance with applicable laws
and regulations and the accounting and recordkeeping of such revenues and receipts is fair,
accurate, and in accordance with law.

Money or negotiable securities or similar assets handled by the Department on behalf of the State
or held in trust by the Department have been properly and legally administered and the accounting
and recordkeeping relating thereto is proper, accurate, and in accordance with law.

400 E. Randolph Street, Suite 700, Chicago, Illinois 60601 | T (312) 240-9500 | F (312) 240-0295 | www.adelfiacpas.com
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Our examination was conducted in accordance with attestation standards established by the American
Institute of Certified Public Accountants, the standards applicable to attestation engagements contained in
Government Auditing Standards issued by the Comptroller General of the United States, the Illinois State
Auditing Act (Act), and the Audit Guide. Those standards, the Act, and the Audit Guide require that we
plan and perform the examination to obtain reasonable assurance about whether the Department complied
with the specified requirements in all material respects. An examination involves performing procedures
to obtain evidence about whether the Department complied with the specified requirements. The nature,
timing, and extent of the procedures selected depend on our judgement, including an assessment of the
risks of material noncompliance with the specified requirements, whether due to fraud or error. We believe
that the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our modified
opinion.

We are required to be independent and to meet our other ethical responsibilities in accordance with
relevant ethical requirements relating to the engagement.

Our examination does not provide a legal determination on the Department’s compliance with the
specified requirements.

Our examination disclosed material noncompliance with the following specified requirements applicable
to the Department during the two years ended June 30, 2024. As described in the accompanying Schedule
of Findings as items 2024-002 and 2024-003, the Department had not obligated, expended, received, and
used public funds of the State in accordance with the purpose for which such funds have been appropriated
or otherwise authorized by law. As described in the accompanying Schedule of Findings as items
2024-002 and 2024-003, the Department had not obligated, expended, received, and used public funds of
the State in accordance with any limitations, restrictions, conditions, or mandatory directions imposed by
law upon such obligation, expenditure, receipt, or use. As described in the accompanying Schedule of
Findings as items 2024-001 through 2024-006, the Department had not complied, in all material respects,
with applicable laws and regulations, including the State uniform accounting system, in its financial and
fiscal operations. Items 2024-012, 2024-021 through 2024-024, 2024-026 through 2024-028, 2024-030,
2024-033, 2024-034, 2024-039, and 2024-040 individually would have been regarded as significant
noncompliance with the specified requirements; however, when aggregated, we determined these items
constitute material noncompliance with the specified requirement C. As described in the accompanying
Schedule of Findings as item 2024-001, the Department had not ensured the State revenues and receipts
collected by the Department were in accordance with applicable laws and regulations and the accounting
and recordkeeping of such revenues and receipts was fair, accurate, and in accordance with law.

In our opinion, except for the material noncompliance with the specified requirements described in the
preceding paragraph, the Department complied with the specified requirements during the two years ended
June 30, 2024, in all material respects. However, the results of our procedures disclosed instances of
noncompliance with the specified requirements, which are required to be reported in accordance with
criteria established by the Audit Guide and are described in the accompanying Schedule of Findings as
items 2024-007 through 2024-040.

The Department’s responses to the compliance findings identified in our examination are described in the

accompanying Schedule of Findings. The Department’s responses were not subjected to the procedures
applied in the examination and, accordingly, we express no opinion on the responses.

11



The purpose of this report is solely to describe the scope of our testing and the results of that testing in
accordance with the requirements of the Audit Guide. Accordingly, this report is not suitable for any other

purpose.

Report on Internal Control Over Compliance

Management of the Department is responsible for establishing and maintaining effective internal control
over compliance with the specified requirements (internal control). In planning and performing our
examination, we considered the Department’s internal control to determine the examination procedures
that are appropriate in the circumstances for the purpose of expressing our opinion on the Department’s
compliance with the specified requirements and to test and report on the Department’s internal control in
accordance with the Audit Guide, but not for the purpose of expressing an opinion on the effectiveness of
the Department’s internal control. Accordingly, we do not express an opinion on the effectiveness of the
Department’s internal control.

Our consideration of internal control was for the limited purpose described in the preceding paragraph and
was not designed to identify all deficiencies in internal control that might be material weaknesses or
significant deficiencies and, therefore, material weaknesses or significant deficiencies may exist that have
not been identified. However, as described in the accompanying Schedule of Findings, we did identify
certain deficiencies in internal control that we consider to be material weaknesses and significant
deficiencies.

A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct, noncompliance with the specified requirements on a timely basis. A material weakness
in internal control is a deficiency, or a combination of deficiencies, in internal control, such that there is a
reasonable possibility that a material noncompliance with the specified requirements will not be
prevented, or detected and corrected, on a timely basis. We consider the deficiencies described in the
accompanying Schedule of Findings as items 2024-001 through 2024-006 to be material weaknesses.

A significant deficiency in internal control is a deficiency, or a combination of deficiencies, in internal
control that is less severe than a material weakness, yet important enough to merit attention by those
charged with governance. We consider the deficiencies described in the accompanying Schedule of
Findings as items 2024-007 through 2024-040 to be significant deficiencies.

As required by the Audit Guide, immaterial findings excluded from this report have been reported in a
separate letter.

The Department’s responses to the internal control findings identified in our examination are described in
the accompanying Schedule of Findings. The Department’s responses were not subjected to the
procedures applied in the examination and, accordingly, we express no opinion on the responses.

The purpose of this report is solely to describe the scope of our testing of internal control and the results
of that testing based on the requirements of the Audit Guide. Accordingly, this report is not suitable for
any other purpose.

SIGNED ORIGINAL ON FILE

Chicago, Illinois
August 1, 2025
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2024-001

STATE OF ILLINOIS
DEPARTMENT OF CORRECTIONS
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Year Ended June 30, 2024

FINDING  (Receipt processing internal controls not operating effectively)

The Department of Correction’s (Department) internal controls over its receipt processing
function were not operating effectively during the examination period.

Due to our ability to rely upon the processing integrity of the Enterprise Resource Planning
System (ERP) operated by the Department of Innovation and Technology, we were able to
limit our receipt testing at the Department to determine whether certain key attributes were
properly entered by the Department’s staff into the ERP. In order to determine the operating
effectiveness of the Department’s internal controls related to receipt processing, we selected a
sample of key attributes (attributes) to determine if the attributes were properly entered into
the ERP System based on supporting documentation. The attributes tested were (1) amount,
(2) fund being deposited into, (3) date of receipt, (4) date deposited, and (5) SAMS Source
Code.

Our testing noted 10 of 140 (7%) and 56 of 140 (40%) attributes for receipts and refunds,
respectively, were not properly entered into the ERP System. Therefore, the Department’s
internal controls over receipt and refund processing were not operating effectively.

The State Officers and Employees Money Disposition Act (Act) (30 ILCS 230/2(a)) requires
the Department to maintain a detailed record of all moneys received, which is to include date
of receipt, the payor, purpose and amount, and the date and manner of disbursement.
Additionally, Statewide Accounting Management System (Procedure 25.10.10) requires the
Department to segregate the moneys into funds and document the source of the moneys.
Further, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the
Department to establish and maintain a system, or systems, of internal fiscal and administrative
controls to provide assurance revenues, expenditures, and transfers of assets, resources, or
funds applicable to the operations are properly recorded and accounted for to permit the
preparation of accounts and reliable financial and statistical reports and to maintain
accountability over the State’s resources.

Due to this condition, we qualified our opinion because we determined the Department had not
complied, in all material respects, with applicable laws and regulations, including the State
uniform accounting system, in its financial and fiscal operations.

Even given the limitations noted above, we conducted an analysis of the Department’s receipts
data for fiscal years 2023 and 2024 to determine compliance with the Act. We noted:

e The Department’s receipts data did not document the date on which the payment was
received for 6 of 4,960 (0.12%) receipts. As such, we were unable to determine if the
Department deposited the receipts timely.

The Act (30 ILCS 230/2(a)) requires the Department to maintain a detailed record of

all moneys received, which is to include date of receipt, the payor, purpose and amount,
and the date and manner of disbursement.
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e The Department did not deposit 2 receipt items, $10,000 or more, within the 15-day
extended due date, ranging from 3 to 6 days late.

The Act (30 ILCS 230/2(a)) requires the Department to pay into the State treasury any single
item of receipt exceeding $10,000 on the day received. Additionally, receipt items totaling
$10,000 or more are to be deposited within 24 hours. The Department was granted an extension
by the Office of the Comptroller for a 15-day extension for deposits.

Department management indicated exceptions were due to staff misunderstanding on which
dates should be used in ERP, staff oversight, lack of training, and competing priorities.

Failure to properly enter the key attributes into the State’s ERP when processing a receipt
hinders the reliability and usefulness of data extracted from the ERP, which can result in
improper recording of revenues and accounts receivable. Failure to timely deposit receipts
delays the recognition of available cash within the State Treasury, could delay the payment of
State obligations, and is noncompliance with the Act. (Finding Code No. 2024-001)

RECOMMENDATION

We recommend the Department design and maintain internal controls to provide assurance its
data entry of key attributes into ERP is complete and accurate. Further, we recommend the
Department timely deposit receipts into the State’s treasury.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department staff were not entering the correct receipt dates in the ERP system in the
10 receipts and 56 refunds noted in the finding. This has since been corrected. The
Department strives to deposit receipts timely.
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2024-002

FINDING (Inadequate maintenance of commodity and commissary inventory)

The Department of Corrections (Department) did not properly maintain its commodity and
commissary inventory.

During our commodity and commissary inventory testing at five correctional centers, we noted
the following:

e Stateville Correctional Center staff did not enter into the accounting system the general
commodity inventory items received or issued during Fiscal Year 2023 and 2024. As a
result, the center failed to provide a complete and accurate population of items held in
inventory on June 30, 2023, and 2024. Due to these conditions, the center’s population
records for inventory of its commodity warehouse were not sufficiently precise and
detailed under the Professional Standards promulgated by the American Institute of
Certified Public Accountants (AT-C § 205.36). The last reported general commodity
inventory balance for Stateville Correctional Center was $1,078,286 as of June 30,
2022.

e Twelve of 60 (20%) inventory items selected from inventory records did not agree with
physical test counts, resulting in a net variance of $15,407. This condition was noted at
Danville, Lincoln, and Sheridan Correctional Centers.

e Ten of 60 (17%) inventory items observed for physical test counts while touring
inventory locations did not agree with the inventory records, resulting in a net variance
of $4,027. This condition was noted at Danville, Dixon, and Lincoln Correctional
Centers.

e We tested 13 items with inventory balances exceeding $5,000 which appeared to be
overstocked as of June 30, 2024, and noted Stateville and Danville Correctional Centers
held more than one year’s supply of inventory for 5 (38%) items amounting to excess
amount of $165,679.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires agencies to establish
and maintain a system, or systems, of internal fiscal and administrative controls to provide
assurance funds, property, and other assets are safeguarded against loss and misappropriation
and assets are properly recorded and accounted for to maintain accountability over the State’s
resources.

The State Records Act (5 ILCS 160/8) requires each agency head to preserve records
containing adequate and proper documentation of the procedures and essential transactions of
the agency.

The Department’s Administrative Directive (A.D.) (02.82.101) requires a standardized
inventory control system in order to account for all commodity items received, to maintain
records that reflect commodity usage and consumption at each facility, and to ensure accurate
accounting records are maintained. A.D. (02.82.114) requires the reconciliation of the
inventory records to the accounting records to verify the accuracy and value on hand of
commodity items.
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The Professional Standards promulgated by the American Institute of Certified Public
Accountants (AT-C § 205.36) state that when using information produced by the entity,
practitioners should evaluate whether the information is sufficiently reliable for the
practitioner’s purposes, including, as necessary, obtaining evidence about the accuracy and
completeness of the information and evaluating whether the information is sufficiently precise
and detailed for the practitioner’s purposes.

The Illinois Procurement Code (30 ILCS 500/50-55) requires every State agency to stock no
more than a 12-month supply of inventory. A.D. (02.82.120) requires the Center to review
inventory records at least once a year to determine if any items in stock are surplus to current
needs.

Department management indicated these issues were caused by employee error and turnover.

Failure to ensure proper maintenance of inventory and records could lead to theft, loss of assets,
and inaccurate reporting of inventory balances. (Finding Code No. 2024-002)

RECOMMENDATION

We recommend the Department improve its centralized oversight function related to inventory
to allow for adequate controls, compliance with procedures and rules, as well as provision of
guidance, reminders, and assistance to the Center’s staff. We also recommend the Department
ensure staff are adequately trained on inventory policies and procedures, to ensure inventory
and records are properly maintained.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Correctional Centers are required to count commodity and commissary inventory at
the end of each month. Inventory records are reconciled to physical counts at that time.
During the audit, the auditors counted samples of inventory during the month in most cases,
which caused the discrepancies since the inventory was actively being received and/or sold
to individuals in custody or employees in the case of the commissaries and received and/or
issued in the case of the commodity warehouses. Staff have been trained on the use of the
ERP system in the Stateville and Danville locations.

ACCOUNTANT’S COMMENT

Inventory exceptions were communicated to the Centers and Department at the time of testing,
but they were unable to provide support to resolve these discrepancies.
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2024-003

FINDING  (Noncompliance with the required transfers of profit from the DOC
Commissary Funds)

The Department of Corrections (Department) did not transfer 40% of profits from DOC
Commissary Funds to allow expenditure of all designated profits for the special benefit of
individuals in custody and employees from the Inmate and Employee Benefit Fund.

Amounts due to the Inmate and Employee Benefit Funds from the DOC Commissary Funds
totaled $4.1 million, $5.5 million, and $5.8 million as of June 30, 2024, 2023, and 2022,
respectively. The Department did not comply with the requirements to expend 40% of Inmate
and Employee Commissary profits for the special benefit of committed persons and employees
and the advancement or reimbursement of employee travel, respectively.

The Unified Code of Corrections (730 ILCS 5/3-4-3(¢c)) states “Forty percent of the profits on
sales from commissary stores shall be expended by the Department for the special benefit of
committed persons which shall include but not be limited to the advancement of inmate
payrolls, for the special benefit of employees, and for the advancement or reimbursement of
employee travel, provided that amounts expended for employees shall not exceed the amounts
of profits derived from sales made to employees by such commissaries, as determined by the
Department. The remainder of the profits from sales from commissary stores must be used first
to pay for wages and benefits of employees covered under a collective bargaining agreement
who are employed at commissary facilities of the Department and then to pay the costs of
dietary staff.”

The Department’s Administrative Directive (A.D.) (02.44.110) states that the business office
shall prepare the checks for 40% of the Commissary Funds monthly net profit and that the
checks shall be made payable to the respective Benefit Fund.

Furthermore, the A.D. (02.44.110) states that the business office shall complete a reconciliation
of excess cash available in the Inmate Commissary Fund and Employee Commissary Fund, if
applicable, using the Commissary Fund Cash Review (Form DOC 0075) and submit the form
to the Business Administrator. Once per month, the Business Administrator shall review and
sign the Form DOC 0075, and may authorize payment to the Department’s 523 Salary
Reimbursement Fund or respective Benefit Fund.

Auditors reviewed the monthly transfers of profit by the 27 correctional centers and noted the
following:

o Twelve centers (44%) did not transfer 40% of monthly commissary fund net profit to
the related benefit fund an average of 4% of months during Fiscal Years 2023 and 2024.

e In 15% of instances where centers identified excess cash available in the commissary
fund at month-end, those excess funds were not transferred fully or at all to the related
benefit and/or 523 Fund, and insufficient documentation was maintained to support the
center’s decision to retain the excess cash. Since centers must retain sufficient funds to
maintain commissary operations, cash excess is calculated as commissary funds
remaining after deducting the total of payables plus one and a half times the cost of
inventory on hand.
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This finding was first noted during the Department’s Fiscal Year 2016 State compliance
examination, eight years ago. As such, the Department was unable to fully resolve this
deficiency during the current examination period.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance resources applicable to operations are properly recorded and accounted for
to permit the preparation of reliable financial reports and to maintain accountability over the
State’s resources.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management indicated the exceptions noted above were due to low or negative
excess cash available and funds being retained to maintain the operation of the commissaries.

Not transferring the required amount of profits to the Inmate and Employee Benefit Funds
results in a significant accumulation of amounts owed by the Commissary Funds and the failure
to meet the intent of the mandate. (Finding Code No. 2024-003, 2022-016, 2020-016, 2018-
009, 2016-034)

RECOMMENDATION

We recommend the Department review and update its policies and procedures as needed to
ensure a consistent and accurate transfer of commissary profits occurs and maintain sufficient
supporting documentation for measures taken. We further recommend the Department
continue to work to decrease the liability with the Commissary Funds. Also, if the Department
determines that the current statutory language is not sufficient to accommodate operations of
the Commissary Funds, it should seek legislative changes.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department has made a concerted effort to pay down the liabilities owed by the
commissaries to the benefit funds, which resulted in a reduction of $1.7 million between
Fiscal Year 2022 and 2024. At the end of each month, the Department’s accounting system
used for the commissaries automatically calculates the amount of profit in each
commissary fund and records a liability due to each benefit fund in the amount of 40% of
those profits. The Department processes the profit payments the following month during
the month end close process. As a result, there will always be a liability owed by the
commissary funds to the benefit funds at the end of each month.
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2024-004

FINDING  (Failure to provide offender resident information to appropriate parties)

The Department of Corrections (Department) failed to appropriately notify the appropriate
parties of residency of persons on parole and mandatory supervised release.

The Unified Code of Corrections (Code) (730 ILCS 5/3-14-1(c-5)) states if a person on parole
or mandatory supervised release becomes a resident of a facility licensed or regulated by the
Department of Public Health (DPH), Department of Healthcare and Family Services (HFS), or
Department of Human Services (DHS), the Department shall provide copies of the following
information to the appropriate licensing or regulating Department and the licensed or regulated
facility where the person becomes a resident within 3 days:

(1) the mittimus and any pre-sentence investigation reports

(2) the social evaluation prepared pursuant to Section 3-8-2

(3) any pre-release evaluation conducted pursuant to subsection (j) of Section 3-6-2

(4) reports of disciplinary infractions and dispositions

(5) any parole plan, including orders issued by the Prisoner Review Board, and any
violation reports and dispositions

(6) the name and contact information for the assigned parole agent and parole supervisor.

The Code (730 ILCS 5/3-14-1(c-10)) also requires the Department provide written notification
of such residence to the Prisoner Review Board and the chief of police and sheriff in the
municipality and county in which the licensed facility is located within 3 days of the person
becoming a resident of the facility.

We requested the Department provide the population of persons on parole or mandatory
supervised release who became a resident of a facility licensed or regulated by the DPH, HFS,
or DHS in Fiscal Year 2023 or Fiscal Year 2024. However, the Department was unable to
provide the requested population and therefore, we were unable to test whether notifications
occurred. As of June 30, 2023, and June 30, 2024, the Department had a total of 17,831 and
15,185 individuals, respectively, on parole or mandatory supervised release.

This finding was first noted during the Department’s Fiscal Year 2020 State compliance
examination, four years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The State Records Act (5 ILCS 160/8) requires each agency head to preserve records
containing adequate and proper documentation of the organization, functions, policies,
decisions, procedures, and essential transactions of the agency.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management indicated they could not notify appropriate parties within the three-

day deadline because parolees that have medical conditions may become residents at a hospital
or medical center without advance notice, prohibiting the individual in custody from updating
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their address to the Parole Division. The Department stated at this time, no such parolee tracker
exists for this unfunded mandate although additional programming has been requested to better
track parolee residency.

Failure to provide residency information to the appropriate parties reduces the effectiveness of
governmental oversight and the ability of the residential facility and local law enforcement to
fulfill their responsibilities as informed by the offender’s conditions of release. (Finding Code
No. 2024-004, 2022-018, 2020-024)

RECOMMENDATION

We recommend the Department implement measures to identify individuals subject to
notification requirements and to report required information to the appropriate parties as soon
as possible. We also recommend the Department seek legislative remedy if the mandated
timeframe for notification is deemed unreasonable.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department is not able to provide the mandated information within the 3-day
turnaround time because they are rarely notified within this time frame that a person on
parole has become a resident of a facility licensed or regulated by the Department of Public
Health, which is all hospitals and nursing homes within the State, Department of Healthcare
and Family Services, or the Department of Human Services. Therefore, the Department
asked for a mandate revision during the Fall of 2024. However, the revision was not
allowed to proceed.
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2024-005

FINDING (Lack of adequate controls over the review of internal control over service
providers)

The Department of Corrections (Department) did not obtain or conduct timely independent
internal control reviews over its service providers.

The Department utilized various service providers for infrastructure, shared services, and
hosting the Department’s various applications, maintaining resident’s medical records, as well
as for the preparation of financial reports and statements. We requested the Department provide
its population of service providers utilized by the Department in order to determine if they had
reviewed the internal controls over the service providers. In response to our request, the
Department identified four service providers; however, they did not ensure the population was
complete and accurate.

Due to these conditions, we were unable to conclude whether the Department’s population
records were sufficiently precise and detailed under the Professional Standards promulgated
by the American Institute of Certified Public Accountants (AT-C § 205). Even given the
population limitations noted above, we performed testing of the four identified service
providers.

During testing, we noted the Department had not:

e Developed a process for identifying service providers and assessing the effect on
internal controls of these services on an annual basis.

e Obtained System and Organization Control (SOC) reports or conducted independent
internal control reviews for 4 (100%) service providers.

e Conducted an analysis of the SOC reports to determine the impact of the modified
opinion(s) or noted deviations.

e Conducted an analysis of the Complementary User Entity Controls (CUECs)
documented in the SOC reports.

e Obtained and reviewed SOC reports for subservice organizations or performed
alternative procedures to determine the impact on its internal control environment.

Additionally, we noted 2 of 4 (50%) contracts between the Department and the service
providers did not contain a requirement for an independent review to be completed.

This finding was first noted during the Department’s Fiscal Year 2018 State compliance
examination, six years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance that revenues, expenditures, and transfers of assets, resources, or funds
applicable to operations are properly recorded and accounted for to permit the preparation of
accounts and reliable financial and statistical reports and to maintain accountability over the
State’s resources.
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The Security and Privacy Controls for Information Systems and Organizations (Special
Publication 800-53, Fifth Revision) published by the National Institute of Standards and
Technology System and Service Acquisition section, requires entities outsourcing their
information technology (IT) environment or operations to obtain assurance over the entities
internal controls related to the services provided. Such assurance may be obtained via SOC
reports or independent reviews.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

The Department management indicated the weaknesses were due to competing staff priorities.

The Department is responsible for the design, implementation, and maintenance of internal
controls related to information systems and operations to assure its critical and confidential
data are adequately safeguarded. This responsibility is not limited due to the processes being
outsourced.

Without having obtained and reviewed SOC reports or another form of independent internal
control review, the Department does not have assurance the service providers’ and subservice
organizations’ internal controls are adequate and operating effectively. (Finding Code No.
2024-005, 2022-006, 2020-007, 2018-007)

RECOMMENDATION

We recommend the Department:

e Develop a process for identifying service providers and assessing the effect on internal
controls of these services on an annual basis.

e Obtain SOC reports or perform independent reviews of internal controls associated
with service providers at least annually.

e Analyze the SOC reports obtained to determine the impact of the report’s opinion or
noted deviations.

e Conduct an analysis of the CUECs documented in the SOC reports.

e Document its review of the SOC reports and review all significant issues with
subservice organizations to ascertain if a corrective action plan exists and when it will
be implemented, any impacts to the Department, and any compensating controls.

e Review contracts with service providers to ensure applicable requirements over the
independent review of internal controls are included.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department has contracted with an outside service vendor to conduct a review of the
Service Organization Controls (SOC) reports for the IT service providers used by the
Department. The outside service vendor will provide training to enable Department
management staff to complete the reviews in the future. The engagement is expected to
begin in the next few months.
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2024-006

FINDING (Computer security weakness)

The Department of Corrections (Department) failed to establish adequate controls over its
computing environment.

The Department processed and maintained critical, medical, confidential, and financial
information to meet its mission and mandates.

As part of our examination, we requested the Department provide the population of application
users for nine applications utilized by the Department. The Department was able to provide
the system listings but was unable to provide documentation showing the listings were
complete and reliable.

Due to these conditions, we were unable to conclude the Department’s populations were
sufficiently precise and detailed under the Professional Standards promulgated by the
American Institute of Certified Public Accountant (AT-C § 205.36). Even given the
population limitations noted above, which hindered the ability of the accountants to
conclude whether the population was complete, we performed testing.

During our testing, we noted the Department:

e Had not developed formal access review policies and procedures;

¢ Did not have adequate and complete documentation of user access request and approval
forms for 6 of 60 (10%) sampled new users;

¢ Did not timely remove the access of 39 of 221 (18%) system users for which system
access was no longer appropriate; and

¢ Did not provide documentation to determine if the users’ access levels were appropriate
for 34 of 60 (57%) sampled users.

Additionally, upon review of the Department of Information Technology (DolT) applications
user listings, we noted 3 terminated users who remained active in the systems and 1 user with
inappropriate access related to her job role and responsibility.

Furthermore, the Department had not conducted a periodic review (at least, annually) of user
access rights to its computer systems to ensure the access rights are still appropriate.

These exceptions were first noted during the Department’s Fiscal Year 2016 State compliance
examination. As such, Department management has been unsuccessful in implementing a
sufficient corrective action plan to remedy these deficiencies.

We also noted the Department had not adopted a formal change management process to review,
approve, and control all changes to its environment and applications.

The Framework for Improving Critical Infrastructure and the Security and Privacy Controls
for Information Systems and Organizations (Special Publication 800-53, Fifth Revision)
published by the National Institute of Standards and Technology (NIST), Access Control
section, sanctions the development of policies and procedures and ensuring appropriateness of
access rights, including periodic access reviews.
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The Framework for Improving Critical Infrastructure and the Security and Privacy Controls
for Information Systems and Organizations (Special Publication 800-53, Fifth Revision)
published by the NIST, Configuration Management and System and Services Acquisition
sections, requires entities to document the control over changes to applications and data to
ensure changes are authorized and reviewed and ensure proper segregation of duties.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance funds, property, and other assets and resources are safeguarded against
waste, loss, unauthorized use, and misappropriation and to maintain accountability over the
State’s resources.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

The Department management stated the weaknesses were due to lack of resources and
competing priorities. Further, Department management indicated the volume of users of
Department applications severely hinder the ability to effectively review each individual’s
access across multiple applications periodically.

Without the implementation of adequate controls and procedures for computer resources, there
is an increased risk that unauthorized individuals may gain access to these resources or changes
made may be inappropriate or might not meet the Department’s needs. These deficiencies
could result in unauthorized access, manipulation, and misuse of the Department’s computer
systems. (Finding Code No. 2024-006, 2022-020, 2020-043, 2018-043, 2016-043)

RECOMMENDATION

To enhance computing resource controls, we recommend the Department:

e Maintain an accurate and complete listing of application users.
e Develop and implement policies and procedures regarding the review of access rights
to all applications.

e Ensure documentation is prepared when approving access to applications and required
access rights are documented.

e Ensure access rights are promptly disabled upon an individual’s separation from the
Department or upon determination access is no longer required.

e Periodically review user access rights to ensure user accounts are appropriate based
upon job responsibilities.

e Adopt a formal change management process to review, approve, and control all
changes to its environment and applications.
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DEPARTMENT RESPONSE

o Recommendation accepted and partially implemented.

o The Department has developed a process by which an Electronic Service Request is
required to grant access and deprovision access to the Department’s computer software
programs. Additionally, the Department of Innovation and Technology (DolT) provides
the Department a list of accounts each quarter that have been tagged as dormant. This list
is compared to the Department’s active list and any accounts found to be truly dormant
have all security permissions removed. The use of DolT Service Now onboarding and off-
boarding tickets also provides a check that only active, approved users are granted a
specific set of security rights. The Department’s Human Resources Office provides the
Information Technology team with lists of employees each month that may have changed
job titles. These new titles are compared with their security levels and adjusted to meet
their new role.
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2024-007

FINDING  (Weaknesses in Cybersecurity Programs and Practices)

The Department of Corrections (Department) had not implemented adequate internal controls
related to cybersecurity programs and practices.

As a result of the Department’s mission of serving justice and maintaining public safety, the
Department maintains computer systems which contain large volumes of confidential,
personal, and medical information.

The Illinois State Auditing Act (30 ILCS 5/3-2.4) requires the Auditor General to review State
agencies and their cybersecurity programs and practices. During our examination of the
Department’s cybersecurity program, practices, and control of confidential information, we
noted the Department:

e Had not documented a risk assessment methodology and had not conducted a
comprehensive risk assessment or implemented risk reducing internal controls.

e Had not developed a data classification policy.

e Had not developed policies and procedures on ensuring confidential, sensitive, or
personal data are wiped from missing, lost, stolen, or disposed electronic data
processing devices.

Although the Department provided the Department of Innovation and Technology’s (DolT)
security policies, the Department had not conducted an assessment of DolT’s policies to
determine if they met their requirements. In fact, DolT’s security policies state the agencies
must establish procedures in order to achieve policy compliance. In addition, the Department
did not provide policies and procedures related to:

e Protecting Mobile Devices

e Protection of Personally Identifiable Information
e Security breaches or data loss

e Secure deletion of data from electronic media

This finding was first noted during the Department’s Fiscal Year 2016 State compliance
examination, eight years ago. Department management has been unsuccessful in implementing
a corrective action plan to fully remedy all deficiencies.

The Framework for Improving Critical Infrastructure and the Security and Privacy Controls
for Information Systems and Organizations (Special Publication 800-53, Fifth Revision) (Risk
Assessment, Contingency Planning, and Media Protection sections) published by the National
Institute of Standards and Technology requires entities to consider risk management practices,
threat environments, legal and regulatory requirements, mission objectives and constraints, and
the maintenance, retention and destruction of data in order to ensure the security of their
applications, data, and continued business mission.
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The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance funds, property, and other assets and resources are safeguarded against
waste, loss, unauthorized use and misappropriation and to maintain accountability over the
State’s resources.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

The Department management indicated the weaknesses were due to competing staff priorities.
Additionally, the Department indicated the turnover of the Department’s information
technology staff to DolT and lack of clarity regarding transferred roles and responsibilities to
DolIT contributed to the control weaknesses.

Weaknesses in cybersecurity programs and practices could result in unidentified risk and
vulnerabilities and ultimately lead to the accidental or unauthorized disclosure of confidential
or personal information. (Finding Code No. 2024-007, 2022-041, 2020-041, 2018-041, 2016-
036)

RECOMMENDATION

We recommend the Department:

e Document a risk assessment methodology and conduct a comprehensive risk
assessment or implement risk reducing internal controls.

e Develop a data classification policy.

e Develop policies and procedures on ensuring confidential, sensitive, or personal data
are wiped from missing, lost, stolen, or disposed electronic data processing devices.

e Develop a formal, comprehensive, adequate, and communicated security program
(policies, procedures, and processes) to manage and monitor the regulatory, legal,
environmental, and operational requirements.

DEPARTMENT RESPONSE

o Recommendation accepted.
o The Department is in the process of developing policies and procedures related to the issues
contained within the finding.
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2024-008

FINDING (Lack of disaster contingency planning or testing to ensure recovery of
computer systems)

The Department of Corrections (Department) had not developed a disaster recovery plan or
conducted recovery testing to ensure the timely recovery of its applications and data.

During the examination period, the Department worked with Department of Innovation and
Technology (DolT) to begin drafting a disaster recovery plan. As of June 30, 2024, the
Department had not yet completed planning for 16 (42%) of 38 identified systems.

Further, the Department did not conduct a disaster recovery test during Fiscal Years 2023 and
2024. The Department also did not perform periodic reviews of its back-ups to ensure they
were successfully performed and recoverable when needed.

This finding was first noted during the Department’s Fiscal Year 2012 State compliance
examination, twelve years ago. As such, Department management had been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance that funds, property, and other assets and resources are safeguarded against
waste, loss, unauthorized use, and misappropriation.

Additionally, the Security and Privacy Controls for Information Systems and Organizations
(Special Publication 800-53, Fifth Revision) published by the National Institute of Standards
and Technology (NIST), Contingency Planning section, requires entities to have an updated
and regularly tested disaster contingency plan to ensure the timely recovery of applications and
data.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

The Department management indicated the disaster recovery plan had not been completed, and
a disaster recovery test had not been performed due to competing priorities.

Failure to develop and test a disaster recovery plan leaves the Department exposed to the
possibility of major disruptions of service. (Finding Code No. 2024-008, 2022-042, 2020-042,
2018-042, 2016-040, 2014-017, 12-20)

RECOMMENDATION

We recommend the Department:

e Complete development and implement a comprehensive disaster recovery plan. At a
minimum, the plan should reflect the current environment, identify a prioritized list of
critical applications, detailed recovery scripts, recovery time objectives, outline the
recovery team responsibilities and contact information, alternative recovery locations,
and off-site storage facilities.

e Annually test the plan and update, where necessary, based on the test results.
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DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department of Innovation and Technology (DolT) has now completed disaster
recovery plans for all Department applications managed by DolT. The Department is in
the process of drafting a policy related to disaster recovery planning.
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2024-009

FINDING (Inadequate controls over computer inventory)

The Department of Corrections (Department) reported 209 missing computer inventory items
during Fiscal Years 2023 and 2024, including computers which may have contained
confidential information.

Per review of Department property records, we noted 142 computer inventory items not located
in Fiscal Year 2023, totaling $238,857, and 67 computer inventory items not located in Fiscal
Year 2024, totaling $48,431. The missing computer equipment ranged from 6 to 30 years old
and may not be capable of supporting encryption. The Department could not determine if the
missing computers contained confidential information or were encrypted at the time they were
reported missing.

Although the Department had established procedures regarding the proper storage of electronic
data, there is a possibility that confidential or personal information could reside on missing
computers.

This finding was first noted during the Department’s Fiscal Year 2012 State compliance
examination, twelve years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The State Property Control Act (30 ILCS 605/4 and 6.02) requires the Department to be
accountable for the supervision, control, and inventory of all items under its jurisdiction and
control. In addition, the Department has the responsibility to ensure that confidential
information is protected from disclosure and provisions in the Personal Information Protection

Act (815 ILCS 530) are followed.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance funds, property, and other assets and resources are safeguarded against
waste, loss, unauthorized use and misappropriation and maintain accountability over the
State’s resources.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management indicated exceptions were due to employee turnover and lack of
resources.

Failure to maintain adequate controls over computer equipment and to follow up on missing
computer inventory items has resulted in lost or stolen State property and increases the risk of
potential exposure of confidential information. (Finding Code No. 2024-009, 2022-024, 2020-
019, 2018-019, 2016-039, 2014-028, 12-25)
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RECOMMENDATION

We recommend the Department:

e Review current practices to determine if enhancements can be implemented to prevent
the theft or loss of computers.

e Perform and document an evaluation of data maintained on computers and ensure those
containing confidential information are adequately tracked and protected with methods
such as encryption.

Further, we recommend the Department immediately assess if missing computers contained
confidential information and take the necessary actions per the Department’s policies and the
Personal Information Protection Act notification requirements.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department has made a concerted effort to locate the missing computer equipment
such that there were only 67 missing at the end of FY24. The Department will continue
these efforts.
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2024-010

FINDING  (Failure to meet training requirements)

The Department of Corrections (Department) did not document the completion of all
employees’ training requirements during Fiscal Year 2023 and Fiscal Year 2024.

The Department administers training and requires that all new employees receive orientation
and pre-service training, and all employees receive in-service training on a fiscal year basis. In
addition, the Department follows training requirements of the State Officials and Employees
Ethics Act.

We requested the Department provide the population of employees active, hired, and separated
during Fiscal Year 2023 and Fiscal Year 2024. In response to our request, the Department
provided a population that contained inconsistencies. Due to these conditions, we were unable
to conclude the Department’s population records were sufficiently precise and detailed under
the Attestation Standards promulgated by the American Institute of Certified Public
Accountants (AT-C § 205.36) to fully test the Department’s compliance with requirements for
training.

Even given the population limitation noted above which hindered the ability of the
accountants to conclude whether the selected samples were representative of the population
as a whole, we selected a sample of employees to review employee training and identified
exceptions as noted below.

During our testing of personnel training records, we noted the following:

e Five of 60 (8%) employees tested did not complete the Fiscal Year 2023 minimum in-
service training hours. One of the employees lacked documentation of any in-service
training, and the other four employees lacked 1.5 to 18.5 required annual training hours.

e Two of 60 (3%) employees tested did not complete the Fiscal Year 2024 minimum in-
service training hours. One employee lacked 0.75 required annual training hours and
the other employee lacked 28.5 required annual training hours.

e One of 60 (2%) employees tested did not complete the 2023 cybersecurity training and
the 2023 sexual harassment and discrimination prevention training.

This finding was first noted during the Department’s Fiscal Year 2000 State compliance
examination, issued 24 years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Unified Code of Corrections (730 ILCS 5/3-2-7) states the Department shall train its own
personnel. The Department’s Administrative Directive (03.03.102) details the initial and
annual training hours required based on position.

The State Officials and Employees Ethics Act (5 ILCS 430/5-10.5) requires each officer,

member, and employee to complete, at least annually, a harassment and discrimination
prevention training program.
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The Data Security on State Computers Act (20 ILCS 450/25(b)) states every employee shall
annually undergo training by the Department of Innovation and Technology concerning
cybersecurity to include detecting phishing scams, preventing spyware infections and identity
theft, and preventing and responding to data breaches.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management stated the exceptions were due to employee and management
oversight.

Employees who have not received the minimum training may not be receiving important
information and background preparation for their specific job duties. Training is crucial to
Department employees, especially in the case of individuals who have direct contact with
individuals in custody. Harassment and discrimination prevention training are necessary to
inform employees of their rights and responsibilities. Furthermore, the failure of employees to
complete cybersecurity training could result in unidentified risk and vulnerabilities and
ultimately lead to the accidental or unauthorized disclosure of confidential or personal
information. (Finding Code No. 2024-010, 2022-035, 2020-035, 2018-035, 2016-030, 2014-
007, 12-24, 10-18, 08-23, 06-03, 04-06, 02-07, 00-07)

RECOMMENDATION

We recommend the Department strengthen internal controls to document and monitor all
training and follow up to ensure employees receive the required training to enable them to
perform their specific job duties and to reduce risks to the Department.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department has resource computers in the centers for those without access to a
computer during their regular duties so that they can complete their required training during
work hours. Due to short staffing in the centers, staff are unable in some instances to be
relieved of regular duties to complete required training. The Department has implemented
a Northern and Southern region training academy for new correctional officer staff to
complete the initial training, such that there are currently three academies in place. The
Department also has a system whereby a staff person who has not obtained the required
training is given a corrective action plan to ensure they are compliant. If they still do not
meet the training requirements, they are issued disciplinary tickets.
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2024-011

FINDING (Employee performance evaluations not performed)

The Department of Corrections (Department) did not complete performance evaluations for its
employees or did not timely complete employee performance evaluations.

We requested the Department provide the population of employees who were active, hired,
and separated during Fiscal Year 2023 and Fiscal Year 2024. In response to our request, the
Department provided a population that contained inconsistencies. Due to these conditions, we
were unable to conclude the Department’s population records were sufficiently precise and
detailed under the Attestation Standards promulgated by the American Institute of Certified
Public Accountants (AT-C § 205.36) to fully test the Department’s compliance with
requirements for performance evaluations.

Even given the population limitation noted above which hindered the ability of the
accountants to conclude whether the selected samples were representative of the population
as a whole, we selected a sample of employees to review performance evaluations and
identified exceptions as noted below.

During our testing of personnel files for 60 employees, we reviewed 60 performance
evaluations for both Fiscal Year 2023 and Fiscal Year 2024 and noted the following:

e Twenty (33%) employees did not have an annual performance evaluation in Fiscal Year
2024.

e Thirteen (22%) employees did not have an annual performance evaluation in Fiscal
Year 2023.

e Eleven (18%) employees’ annual performance evaluations for Fiscal Year 2023 were
not performed in a timely manner, ranging from 1 to 340 days late.

e Two (3%) employees’ annual performance evaluations for Fiscal Year 2024 were
performed 86 and 129 days late.

e One (2%) employee’s final probationary evaluation was performed 9 days late in Fiscal
Year 2023.

This finding was first noted during the Department’s Fiscal Year 2006 State compliance
examination, eighteen years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Illinois Administrative Code (80 I1l. Admin. Code 302.270) requires performance records
to include an evaluation of employee performance prepared by each agency with such
evaluation performed not less often than annually.

The Department’s Administrative Directive (03.03.110) states that each employee shall have
a list of measurable objectives for a specific work period and shall receive a documented
evaluation of his or her job performance at least annually. A formal job performance evaluation
shall be conducted by supervisory staff on each employee prior to the completion of any
probationary period and annually thereafter. For bargaining unit employees, the performance
evaluation shall be submitted no later than seven days after the employee's annual date or the
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last day of the probationary period, unless circumstance warrant the withholding of the annual
salary increases or non-certification. For merit compensation employees, evaluations are
required to be submitted at least 30 days prior to the employee’s annual date.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management stated exceptions were due to competing priorities.

Good internal controls dictate the annual evaluation be performed in a timely manner as it is
an important component of the communication between the employee and employer on the
performance and future expectations of the employee in the workplace. Employee evaluations
support administrative personnel decisions by documenting regular performance measures.

Without timely completion of an employee performance evaluation, the employee would not
be provided with formal feedback or assessment of his or her performance and areas for
improvements, and current year’s performance goals and objectives may not be identified and
communicated in a timely manner. Further, employee performance evaluations should serve
as a foundation for salary adjustments, promotions, demotions, discharges, layoffs, recalls, or
reinstatement decisions. (Finding Code No. 2024-011, 2022-034, 2020-034, 2018-034, 2016-
029, 2014-008, 12-22, 10-17, 08-21, 06-05)

RECOMMENDATION

We recommend the Department identify and follow up on needed evaluations, and hold
management accountable for completing and documenting employee performance evaluations
on a timely basis.

DEPARTMENT RESPONSE

o Recommendation accepted.
o The Department will strive to ensure employee evaluations are completed timely.
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2024-012

FINDING (Inadequate maintenance of Employment Eligibility Verification Forms)

The Department of Corrections (Department) did not maintain all U.S. Citizenship and
Immigration Services [-9 Employment Eligibility Verification Forms (I-9 Forms) as required.

We requested the Department provide the population of employees active, hired, and separated
during Fiscal Year 2023 and Fiscal Year 2024. In response to our request, the Department
provided a population that contained inconsistencies. Due to these conditions, we were unable
to conclude the Department’s population records were sufficiently precise and detailed under
the Attestation Standards promulgated by the American Institute of Certified Public
Accountants (AT-C § 205.36) to fully test the Department’s compliance with requirements for
I-9 Forms.

Even given the population limitation noted above which hindered the ability of the
accountants to conclude whether the selected samples were representative of the population
as a whole, we selected a sample of employees to review [-9 Forms and identified exceptions
as noted below.

During the time of testing of [-9 Forms for 60 employees, we noted the following exceptions:

Twenty-three (38%) employees’ I-9 Forms were missing.

Two (3%) employees’ I-9 Forms were not properly completed by the Department.
Two (3%) employees’ I-9 Forms were signed 1 and 3 days late.

One (2%) employee’s I-9 Form was completed on an expired form.

The Immigration Reform and Control Act of 1986 (8 U.S.C. § 1324a) and the Code of Federal
Regulations (8 CFR § 274a.2) require employers to document that each new employee (both
citizens and noncitizens) hired after November 6, 1986, is authorized to work in the United
States. Furthermore, employees are required to complete and sign Section 1 of the I-9 Form no
later than the first day of employment.

The State Records Act (5 ILCS 160/8) requires the Department to make and preserve records
containing adequate and proper documentation of the organization, functions, policies,
decisions, procedures, and essential transactions of the Department designed to furnish
information to protect the legal and financial rights of the State and of persons directly affected
by the Department’s activities.

Department management indicated exceptions were due to improper filing and clerical
oversight.

Failure to complete I-9 Forms within the required timeframe and to maintain adequate controls
over required employment forms could result in unauthorized individuals being employed by
the Department and could expose the Department to penalties. (Finding Code No. 2024-012,
2022-022)
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RECOMMENDATION

We recommend the Department review its current procedures to prepare, review, and retain
[-9 Forms and make necessary changes to ensure timely completion, approval, and
maintenance in compliance with federal requirements.

DEPARTMENT RESPONSE

o Recommendation implemented.

o The Department revised their procedures several years ago to require that all I-9 Forms be
retained for the required timeframe per federal law for all new employees. However, in
years past, some facilities within the Department were not retaining the 1-9 Forms
themselves but rather a checklist indicating that an I-9 Form was completed at the time of
hire. Therefore, the Department believes this issue has been corrected.

ACCOUNTANT’S COMMENT

Despite the Department's measures taken to retain [-9 Forms for new employees going forward,
testing revealed I-9 Forms were not maintained for 38% of employees tested for three years
after the date of hire or one year after termination as required by the Code of Federal
Regulations for employees hired.
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2024-013

FINDING (Inadequate controls over the submission of required employment reports)

The Department of Corrections (Department) did not maintain adequate controls over the
submission of required employment reports.

During our testing of the Agency Workforce Reports, we noted:

e The Fiscal Year 2022 Agency Workforce Report due in Fiscal Year 2023 was
submitted 65 days late to the Secretary of the State and was not submitted to the Office
of the Governor.

e The Fiscal Year 2023 Agency Workforce Report due in Fiscal Year 2024 was
submitted 2 days late to the Office of the Governor.

This finding was first noted during the Department’s Fiscal Year 2018 State compliance
examination, six years ago. As such, Department management has been unsuccessful in fully
remedying this deficiency.

The State Employment Records Act (Act) (5 ILCS 410/20) requires each State agency to
collect, classify, maintain, and report information of the number of State employees. All
information required by the Act must be submitted to the Secretary of State and the Governor
by January 1 of each year.

The State Records Act (5 ILCS 160/8) requires each agency head to preserve records
containing adequate and proper documentation of the organization, functions, policies,
decisions, procedures, and essential transactions of the agency.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management stated the exceptions were due to conflicting priorities.

Failure to timely file accurate Agency Workforce Reports impedes the State’s ability to
monitor the fulfillment of the purpose of the Act, which is to provide information to help guide
efforts to achieve a more diversified workforce. (Finding Code No. 2024-013, 2022-021, 2020-
021, 2018-021)

RECOMMENDATION

We recommend the Department strengthen internal controls to ensure timely submission of
required reports.

DEPARTMENT RESPONSE

o Recommendation implemented.
o The reports are now being sent to the required entities via email on a timely basis.
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2024-014

FINDING  (Payroll timekeeping system not automated)
The Department of Corrections (Department) payroll timekeeping system was not automated.

The Department continued to maintain a manual timekeeping system for 11,670 employees for
the year ended June 30, 2024, and 11,495 employees for the year ended June 30, 2023.
Correctional employees either signed in and out or stood for roll call, then these sheets were
forwarded to timekeeping staff. Other information, including notifications of absences and
overtime, compensatory time and other adjustments to pay were also forwarded to timekeepers.
However, the Department had not implemented an automated timekeeping system during the
examination period. As a result, our testing of compensatory time noted significant exceptions
as reported in Finding 2024-015.

This finding was first noted during the Department’s Fiscal Year 1998 State compliance
examination, twenty-six years ago. As such, Department management had been unsuccessful
in implementing corrective action to remedy this deficiency.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance funds, property, and other assets and resources are safeguarded against
waste, loss, unauthorized use, and misappropriation. Good internal controls and prudent
business practices suggest that controls available through automated timekeeping systems can
provide greater efficiency and reduce the potential for costly errors or employee abuse.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management stated the failure to implement an automated timekeeping system
was due to continued delays in the implementation of the Employee Central Payroll module of
the Human Capital Management system by the State of Illinois.

The lack of an automated timekeeping system increases the risk of errors and control
inefficiencies due to the volume of data entry required to maintain manual timesheets and the
increased possibility of human error. In addition, this can lead to difficulty in tracking and
monitoring compensatory accrual and leave balances. (Finding Code No. 2024-014, 2022-032,
2020-032, 2018-032, 2016-022, 2014-016, 2014-025, 12-23, 10-16, 08-20, 06-04, 04-07, 02-
08, 00-09, 99-17, 98-17)

RECOMMENDATION

We recommend the Department implement an automated timekeeping system.
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DEPARTMENT RESPONSE

o Recommendation accepted.

o Once the State of Illinois implements the Payroll Module of the Human Capital
Management (HCM) system, the schedule for Department staff without access to a
computer during their normal job duties, such as security staff in the centers, will be
preloaded into this system. Adjustments to the schedule such as leave time, overtime, and
compensatory time will be entered into the HCM system by timekeepers. Department staff
who have access to a computer during their normal job duties will clock in and out in the
HCM system. The Department of Innovation and Technology Enterprise Resource
Planning team has not released a date for implementation of the Payroll Module of HCM
for the Department of Corrections.
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2024-015

FINDING (Compensatory time accrual in violation of federal law)

The Department of Corrections (Department) allowed excessive accruals of compensatory
time in violation of federal law.

The Department violated the federal Fair Labor Standards Act of 1938 (FLSA) for
compensatory time accrual by allowing Department employees to accrue more than 480 hours
of compensatory time during a one-year period. The FLSA (29 USC 207(0)(3)(A)) does not
allow public safety employees of a State agency to accrue more than 480 hours of
compensatory time.

According to the Department, for Fiscal Year 2024 through June 30, 2024, there was a total of
951,129 hours of compensatory time used/reimbursed at a cost of $39,156,099, more than
double of both the hours and cost for Fiscal Year 2022. Stateville Correctional Center reported
92,098 hours of overtime compensatory time paid at a cost of $4,026,403, the highest amount
of compensatory time of any correctional facility. The facility with the next highest amount of
compensatory time was Menard Correctional Center with 84,180 hours of compensatory time
at a cost of $3,409,070.

We reviewed Fiscal Year 2023 and 2024 compensatory time for 20 employees, 10 each from
Stateville Correctional Center and Menard Correctional Center. As part of our review, we
obtained employee annual timesheets and payroll information for each pay period. For 2 of 20
(10%) employees sampled, timesheets showed they were allowed to accrue more than 480
hours of compensatory time during at least one month and up to six months for each of the two
years ended June 30, 2023 and 2024, which peaked at a monthly total of 688.5 and 61.5 hours,
respectively, in excess of allowable accrued time.

The Department did not have a centralized timekeeping system to track the hours of
compensatory time that employees had accrued during Fiscal Years 2023 and 2024. The
Department used a manual timekeeping system to track the compensatory time accrued/earned
for each employee.

This finding was first noted during the Department’s Fiscal Year 2014 State compliance
examination, ten years ago. As such, Department management has been unsuccessful in fully
implementing a corrective action plan to remedy this deficiency.

The Department’s management team is responsible for implementing timely corrective action
on all of the findings identified during a State compliance examination

Department management stated the exceptions were due to human error and employee
oversight, as the Department did not timely monitor the accrued compensatory time earned.

Allowing employees to accrue excessive compensatory time violates federal law and may
result in a loss of funds for the State. Further, compensatory time liquidated later in the fiscal
year may be paid at a higher rate than if it was paid earlier in the year. This is because
employees who wait until all cost-of-living raises, merit raises, and promotions are received
prior to liquidating the time for cash receive a higher rate of pay for the accrued compensatory
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time. Because the Department did not have a centralized electronic timekeeping system during
the examination period, it was difficult to quantify how prevalent the accrual of compensatory
time was. (Finding Code No. 2024-015, 2022-037,2020-037,2018-037,2016-032, 2014-032)

RECOMMENDATION

We recommend the Department comply with the federal FLSA by not allowing employees to
accrue more than 480 hours of compensatory time.

DEPARTMENT RESPONSE

o Recommendation implemented.

o The Department runs a report each payroll close to monitor the comp time balances for all
employees. Any employee who has exceeded the federally allowed limit for their position
is identified and payroll staff are instructed to process a pay out on the next payroll close.
The Department pays one pay period in arrears such that the pay period occurring on the
Ist through the 15th of each month is paid on the last day of the month and the pay period
occurring on the 16th through the last day of the month is paid on the 15th day of the
following month. Therefore, the next payroll close is the earliest the payout can occur.
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2024-016

FINDING  (Taking paid leave time and working overtime on the same day)

The Department of Corrections (Department) allowed employees to use leave time (i.e., sick,
vacation, personal leave, and accumulated holiday time) for their regular shift and then work
another shift at an overtime rate on the same day. While there may be instances where this
would be a needed solution to a difficult staff coverage scenario, it could be a sign of abuse of
overtime and may be against Department policy.

According to the Department, for Fiscal Year 2024 through June 30, 2024, there was a total of
2,958,142 hours of overtime paid at a cost of $151,734,099. Stateville Correctional Center
reported 393,832 hours of overtime at a cost of $21,829,406, the highest amount of overtime
of any correctional facility. The facility with the next highest amount of overtime was the
Dixon Correctional Center with 210,329 hours of overtime at a cost of $10,977,269.

We reviewed overtime payments for 20 employees. We selected 10 employees at the Stateville
Correctional Center and 10 employees at the Dixon Correctional Center who had the highest
amount of overtime paid. As part of our review, we obtained employee annual timesheets and
payroll reports. In our review of these 20 employee timesheets, 16 employees (80%) had used
a full day of benefit time at least once during the fiscal year on the same day they had worked
an overtime shift. For these 16 employees, we identified a total of 150 instances for the two
years ended June 30, 2024, in which employees used a full day of leave time (7.5 hours) the
same day that they also worked overtime. The instances per employee ranged from 1 to 30
instances during Fiscal Year 2023 and Fiscal Year 2024.

We requested any union agreements that allow overtime pay on the same day that leave time
is taken; however, the Department could not provide any union agreements which did so.

The Department’s Overtime Equalization Training Manual requires the Department to not
consider employees on benefit time for Master Overtime Equalization if the overtime is
occurring during the time of the employee’s absence.

This finding was first noted during the Department’s Fiscal Year 2014 State compliance
examination, ten years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Department’s management team is responsible for implementing timely corrective action
on all of the findings identified during a State compliance examination.

Department management indicated employees take paid leave and work overtime on the same
day due to lack of staff and competing priorities for employees’ time.

The financial advantage of this practice from the employee’s perspective is that the employee
is paid for the leave time shift at the usual rate for that day and then also paid for the overtime
shift at 1.5 times the usual rate of pay on the same day. The financial effect on the State,
however, is that not only does the State pay the employee at the overtime rate for the shift
worked in addition to the regular rate for the leave time taken, but the State may need to pay
another employee overtime to cover the shift for which the leave time was used. This type of
abuse of leave time may be an example of “shift swapping” in which employees knowingly
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use leave time and swap shifts in order to gain a financial advantage. (Finding Code No. 2024-
016, 2022-036, 2020-036, 2018-036, 2016-031, 2014-015)

RECOMMENDATION

We recommend the Department monitor the use of leave time being used on the same day as
overtime is worked and comply with its training manual by not allowing employees to work
overtime on the same day that a full day of leave time is also used.

DEPARTMENT RESPONSE

o Recommendation implemented.

o The Department follows the policy listed in the finding by not allowing employees to work
overtime on the same shift for which benefit time was used, since the overtime would occur
during their absence.

o The Department plans to revise the Overtime Equalization Manual to explicitly state the
circumstances where the policy applies.

o The Department would like to point out the following information. The State of Illinois’
Collective Bargaining Agreement with the union that represents the majority of the
Department’s employees requires that prior to mandating an employee to work overtime,
the Department “shall exhaust all efforts to seek volunteers to work the overtime, which
shall be: 1) Providing a volunteer sign-up sheet for mandating purposes at the employees’
respective facility for future dates; 2) Exhausting all volunteer lists within the Facility
including, but not limited to: Full Shift Voluntary Lists; Half Shift and/or Split Shift
Voluntary Lists, Mandate Relief Voluntary Lists.” If the Department excludes offering
overtime occurring on a shift other than the shift for which benefit time was used to
employees listed on one of the above-mentioned lists, this would be a violation of the
collective bargaining agreement and would result in a higher cost to the State.

ACCOUNTANT’S COMMENT

Department management contends in their finding response that the Manual only prohibits an
employee from working overtime during the hours an employee is on leave.

Since 2014, the Department had accepted the recommendation to “comply with its training
manual by not allowing employees to work overtime on the same day that a full day of leave
time is also used”. The Department also issued a directive in 2016 that “employees who utilize
a full shift of pre-approved benefit time off on their regularly assigned shift shall not be eligible
for an overtime offering for [n]either the preceding shift nor the following shift.”

The Department did not provide documentation of their current position in sufficient time to
allow us to test and fully evaluate the Department’s claims in response to the finding which
are inconsistent with documentation examined regarding the allowability of overtime pay on
the same day that leave time is taken.

Management’s response that this practice is allowed by the Manual and the union agreement
contradicts the Department’s historical response, as well as evidence from compliance testing.
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2024-017

FINDING  (Voucher processing weaknesses)

The Department of Corrections (Department) did not timely submit its vouchers for payment
to the Comptroller’s Office.

Due to our ability to rely upon the processing integrity of the Enterprise Resource Planning
System (ERP) operated by the Department of Innovation and Technology, we were able to
limit our voucher testing at the Department to determine whether certain key attributes were
properly entered by the Department’s staff into ERP. In order to determine the operating
effectiveness of the Department’s internal controls related to voucher processing and
subsequent payment of interest, we selected a sample of key attributes (attributes) to determine
if the attributes were properly entered into the ERP System based on supporting
documentation. The attributes tested were 1) vendor information, 2) expenditure amount, 3)
object(s) of expenditure, and 4) the later of the receipt date of the proper bill or the receipt date
of the goods and/or services.

We then conducted an analysis of the Department’s expenditures data for Fiscal Years 2023
and 2024 and noted the following:

e The Department did not timely approve 24,256 of 102,318 (24%) vouchers processed
during the examination period, totaling $486,027,301. We noted these vouchers were
approved between 31 and 395 days after receipt of a proper bill or other obligating
document.

The Illinois Administrative Code (Code) (74 Ill. Admin. Code 900.70) requires the
Department to timely review each vendor’s invoice and approve proper bills within 30
days after receipt. The Code (74 Ill. Admin. Code 1000.50) also requires the
Department to process payments within 30 days after physical receipt of Internal
Service Fund bills.

The Fiscal Control and Internal Auditing Act (FCIAA) (30 ILCS 10/3001) requires all
State agencies to establish and maintain a system, or systems, of internal fiscal and
administrative controls, which shall provide assurance that revenues, expenditures, and
transfers of assets, resources, or funds applicable to operations are properly recorded
and accounted for to permit the preparation of accounts and reliable financial and
statistical reports and to maintain accountability over the State’s resources.

This finding was first noted during the Department’s Fiscal Year 2014 State compliance
examination, ten years ago. As such, Department management has been unsuccessful in

implementing a corrective action plan to remedy this deficiency.

The Department’s management team is responsible for implementing timely corrective action
on all of the findings identified during a State compliance examination.
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Department management indicated they previously thought the department head approval
constituted approval of the voucher, rather than the agency head approval representing the final
approval to pay. In addition, management stated the late approval of vouchers was caused by
numerous factors such as conflicting priorities and short staffing for voucher processing.
Management further stated they held off on processing prompt pay vouchers for interest due
vendors until the end of the fiscal year to ensure they first paid all direct liabilities owed to
vendors.

Failure to timely process proper bills and obligations due may result in noncompliance,
unnecessary interest charges, and cash flow challenges for payees. (Finding Code No. 2024-
017, 2022-009, 2020-027, 2018-027, 2016-028, 2014-024)

RECOMMENDATION

We recommend the Department timely approve proper bills and obligations due.

DEPARTMENT RESPONSE

o Recommendation accepted.
o The Department will strive to approve vouchers timely.
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2024-018

FINDING (Inadequate controls over locally held fund receipts and bank reconciliations)

The Department of Corrections (Department) did not maintain adequate controls over locally
held fund receipts and bank reconciliations.

We tested locally held fund receipts across the 27 correctional centers and 4 Adult Transition
Centers (ATCs) and noted four of 60 (7%) Trust Fund receipts tested, totaling $137,891, were
deposited between 1 and 3 days late during Fiscal Years 2023 and 2024. This condition was
noted at Danville, Sheridan, and Southwestern Correctional Centers.

We tested bank reconciliations across the 27 correctional centers, 4 ATCs, and Central Office
and noted twelve of 316 (4%) bank reconciliations tested did not have all the required
signatures of the preparer and/or the individuals responsible for approval and the dates of
preparation and approval were not always indicated. These 12 bank reconciliations were
missing 15 of 36 (42%) required signatures. These conditions were noted at Decatur
Correctional Center, Fox Valley ATC, and at Central Office.

The Department’s Administrative Directive (A.D.) (02.40.110) states cash accumulated in the
amount of $1,000 or more on any business office working day shall be deposited no later than
12:00 a.m. the next working day.

Good internal controls require that monthly bank reconciliations be reviewed by the preparer’s
supervisor for accuracy and timely resolution of reconciling items. A.D. (02.40.104) states
upon receipt of the bank statement for each checking account, the bank statement shall be
reconciled with the General Ledger. The person completing the reconciliation and the Business
Administrator shall sign the completed reconciliation documentation.

Department management stated the exceptions related to controls over locally held funds were
due to employee oversight and error, staff shortages, and competing priorities.

It is important to properly maintain adequate controls over locally held funds as they are not
subject to appropriation and are held outside the State Treasury. Untimely deposits may result
in the loss of interest earnings and increased risk of inadvertent loss. Inadequate controls over
locally held funds also deters sufficient oversight, monitoring, and management’s ability to
identify and take timely corrective action when needed. (Finding Code No. 2024-018)

RECOMMENDATION

We recommend the Department remind Center staff of the requirements set forth within the
Administrative Directives and ensure locally held fund receipts are deposited timely and bank
reconciliations are properly completed.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department will make every effort to deposit locally held fund receipts on a timely
basis. In addition, the Department will ensure that bank reconciliations are completed and
reviewed timely.
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2024-019

FINDING (Inadequate controls over State property)

The Department of Corrections (Department) did not exercise adequate controls over State
property.

Recording and reporting weaknesses were identified during our detailed testing of the
Department’s State property as follows:

During our testing of the Agency Report of State Property (C-15) report reconciliation, we
noted additions, deletions, and transfers in Fiscal Year 2023 and Fiscal Year 2024 were not
adequately reconciled with State property expenditures. The unreconciled differences as of
the end of Fiscal Year 2023 and Fiscal Year 2024 totaled $217,939 and $152,791,
respectively.

The State Records Act (5 ILCS 160/8) requires the head of each agency to make and
preserve records containing adequate and proper documentation of essential transactions
of the agency designed to furnish information to protect the legal and financial rights of
the State and of persons directly affected by the agency’s activities.

The Department is required to submit an annual Certification of Inventory (Certification)
to the Department of Central Management Services (CMS). The Department compiles data
from each division or facility (35 in total) to complete the Certification. During Fiscal Year
2024, for one (3%) of 35 facilities, the Certification was overstated by 26 inventory items
totaling $5,593.

The Illinois Administrative Code (Code) (44 Ill. Admin. Code 5010.460) requires agencies
to provide CMS, on an annual basis, a listing of all equipment items with a value greater
than the nominal value, and equipment that is subject to theft with a value less than the
nominal value. According to the Code (44 Ill. Admin. Code 5010.105(d)), nominal value
means the value of an item as defined in Section 6.02 of the State Property Control Act (30
ILCS 605/6.02), which is $1,000 (prior to December 2022) and $2,500 (effective January
2023).

The State Property Control Act (30 ILCS 605/4) requires every responsible officer of State
government to be accountable for the supervision, control, and inventory of all items under
their jurisdiction.

We requested the Department provide an equipment listing and populations of property
additions and deletions during the examination period. In response to our request, the
Department provided a population that did not reconcile to State property reports. Due to
these conditions, we were unable to conclude the Department’s population records were
sufficiently precise and detailed under the Attestation Standards promulgated by the
American Institute of Certified Public Accountants (AT-C §205.36) to fully test the
Department’s compliance with requirements for State property.
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Even given the population limitation noted above which hindered the ability of the
accountants to conclude whether selected samples were representative of the population
as a whole, we selected a sample of equipment items and identified exceptions as noted
below.

o During our list to floor testing of 60 Department equipment items, we noted the
following:

= Three (5%) equipment items tested, totaling $23,354, could not be located.
= Three (5%) equipment items tested, totaling $10,677, were not properly
tagged.

o During our floor to list testing of 60 Department equipment items, we noted the
following:

= Three (5%) equipment items of undetermined value were not tagged.
Therefore, we were unable to determine if the equipment items were
included in the Department’s equipment listing. The items that were not
tagged were an oven, griddle, and lawn mower.

= Three (5%) equipment items of undetermined value were physically
identified and tagged, but not included in the Department’s equipment
listing. The items that were not added to Department records were a mixer,
hospital bed, and air compressor.

The Code (44 I1l. Admin Code 5010.210) requires the Department to mark each
piece of State-owned equipment in their possession with a unique six digit
identification number. Furthermore, the Code (44 Ill. Admin. Code 5010.230)
requires agencies to maintain records including identification number, location
code number, description, date of purchase, purchase price, object code, and
voucher number. Finally, the Code (44 Ill. Admin. Code 5010.620) requires all
agencies to regularly survey their inventories for transferable equipment and report
any such equipment to the Property Control Division of the CMS. The Code (44
[1l. Admin. Code 5010.600) defines transferable equipment as State-owned
equipment which is no longer needed and/or useful to the agency currently in
possession of it.

o During our testing of 60 additions of property, we noted the following:

=  Twenty-two (37%) additions, totaling $1,728,506, were added to property
records 2 days to over 6 years late. Some of the items that were not recorded
timely include woodworking and computer equipment, a firearm, and a
dental chair.

= For four (7%) additions, totaling $127,840, the amount recorded in property
records did not agree to supporting documentation, ranging from an
overstatement of $270 to an understatement of $12,700.
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o During testing of 60 deletions from property records, we noted the following:

= Seven (12%) deletions, totaling $1,742,738, were removed from property
records 38 to 977 days late. Items that were not removed in a timely manner
were a dormitory, housing, gymnasium, and vehicles.

= For three (5%) deletions, totaling $14,730, did not have the date of physical
transfer on the Request for Change of Status of Equipment (Form DOC
0013); therefore, we were unable to test timeliness of removal from property
records.

The Code (44 Ill. Admin. Code 5010.320) requires agencies to adjust property
records within 30 days of acquisition, change, or deletion of vehicles. The Code (44
I11. Admin. Code 5010.400) requires the Department to adjust its property records
within 90 days after acquisition, change, or deletion of equipment items. Finally,
the Code (44 Ill. Admin. Code 5010.620) requires all agencies to regularly survey
their inventories for transferable equipment and report any such equipment to the
Property Control Division of the CMS. The Code (44 Ill. Admin. Code 5010.600)
defines transferable equipment as State-owned equipment which is no longer
needed and or useful to the agency currently in possession of it.

This finding was first noted during the Department’s Fiscal Year 2020 State compliance
examination, four years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The State Property Control Act (30 ILCS 605/4) requires every responsible officer of State
government to be accountable for the supervision, control, and inventory of all items under
their jurisdiction.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls,
which shall provide assurance that funds, property, and other assets and resources are
safeguarded against waste, loss, unauthorized use, and misappropriation, and that transfers of
assets are properly recorded and accounted for to permit the preparation of accounts and
reliable financial reports and to maintain accountability over the State’s resources.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management indicated the exceptions were due to employee error, staff turnover,
lack of training, competing priorities, staff shortages, and employee oversight. In addition,
Department management indicated a number of property items were untimely recorded due to
previously insufficient staffing to research and address old items that had never been added to
inventory.

Failure to maintain adequate control over equipment and property, and inaccurate recording

and reporting of property items increases the risk of equipment theft or loss occurring without
detection and unreliable property reports. (Finding Code No. 2024-019, 2022-010, 2020-010)
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RECOMMENDATION

We recommend the Department strengthen its internal controls, including designating and
maintaining sufficiently trained staff, over the custody, recording, and reporting of State
property to ensure compliance with applicable laws, rules and regulations.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department recognizes the importance of timely and accurate property transaction
processing. The Department has consistently experienced turnover in the Property Unit,
which hindered the ability to timely add property to the ERP system. However, these assets
were being tracked manually and were included in the Department’s financial reporting.
During the examination period, the Department made a concerted effort to address the
backlog of assets that needed to be added to the ERP system. However, this resulted in the
assets being listed in the finding as being added to the property records in some cases years
late.
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2024-020

FINDING  (Policies and procedures regarding operation of State vehicles not followed)

The Department of Corrections (Department) demonstrated weaknesses in internal control
over vehicle maintenance records, personal use of State vehicles, insurance certifications for
both individually assigned vehicles and privately-owned vehicle used for State business,
vehicle accidents, and accident reporting to the Department of Central Management Services

(CMS).

This finding was first noted during the Department’s Fiscal Year 2000 State compliance
examination, twenty-four years ago. As such, Department management has been unsuccessful
in implementing a corrective action plan to remedy all deficiencies related to vehicles.

Based on our testing of the Department’s controls over operations of automobiles, we noted
the following:

Vehicle Maintenance Records
During our testing of vehicle maintenance, we noted the following exceptions:

o Forty-two of 60 (70%) vehicles tested did not receive oil changes timely within
the allotted mileage requirement ranging from 20 to 19,070 miles overdue.

o Twenty-one of 60 (35%) vehicles tested did not have tire rotations performed for
every other oil change.

o Nineteen of 60 (32%) vehicles tested did not undergo an annual inspection in
Fiscal Year 2023.

o Thirteen of 60 (22%) vehicles tested did not undergo an annual inspection in Fiscal
Year 2024.

o One of 60 (2%) vehicles tested were missing information on inspections, oil
changes, and tire rotations; therefore, we were unable to test compliance with
maintenance requirements.

o One of 60 (2%) vehicles tested did not have accurate mileage reported during
Fiscal Year 2023.

According to the Illinois Administrative Code (Code) (44 Ill. Admin. Code 5040.400),
all state-owned or leased vehicles which fall under this Part shall undergo regular
service and/or repair in order to maintain the vehicles in road worthy, safe, operating
condition and appropriate cosmetic condition. Drivers should check oil, coolant, and
battery water levels (if possible) regularly, such as at each refueling. The Code (44 Il1.
Admin. Code 5040.410) states that agencies are to have vehicles inspected by CMS
or an authorized vendor at least once per year and maintain vehicles in accordance
with the schedules provided by CMS or with other schedules acceptable to CMS that
provide for proper care and maintenance of special use vehicles. The CMS Vehicle
Usage Program, effective July 1, 2012, requires agencies to follow prescribed
maintenance intervals to keep fleet costs down.

Department management stated the exceptions related to vehicle maintenance were
due to competing priorities, and a lack of vehicles available to accommodate the
furlough/writ schedule and to allow for removal of a vehicle from the schedule to
perform the required vehicle maintenance.
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Annual Certification of License and Vehicle Liability Coverage

During our testing of 120 employees required to file the Annual Certification of
License and Vehicle Liability Coverage, we noted 15 (13%) certifications tested were
missing from the employee’s file.

The Illinois Vehicle Code (625 ILCS 5/7-601(c)) states every employee of a State
agency, as that term is defined in the Illinois State Auditing Act, who is assigned a
specific vehicle owned or leased by the State on an ongoing basis shall provide the
certification described in this Section annually to the director or chief executive officer
of his or her agency. The certification shall affirm that the employee is duly licensed
to drive the assigned vehicle and that (i) the employee has liability insurance coverage
extending to the employee when the assigned vehicle is used for other than official
State business, or (ii) the employee has filed a bond with the Secretary of State as
proof of financial responsibility, in an amount equal to, or in excess of the
requirements stated within this Section. The certification must be provided during the
period July 1 through July 31 of each calendar year, or within 30 days of any new
assignment of a vehicle on an ongoing basis, whichever is later.

The Illinois Vehicle Code (625 ILCS 5/10-101) states every employee of the State,
who operates for purposes of State business a vehicle not owned, leased or controlled
by the State shall procure insurance in the limit of the amounts of liability not less than
the amounts required in Section 7-203 of the Illinois Vehicle Code. The Department’s
Administrative Directive (A.D.) (02.37.101) states “Prior to authorization for use of a
private vehicle, the employee shall complete and forward to the Agency Travel
Coordinator, a Certification of License and Automobile Liability Coverage, DOC
0174, that certifies he or she possesses a valid driver’s license and has the minimum
required insurance or has filed a bond...” A.D. (01.02.106) requires an Annual
Certification of License and Vehicle Liability Coverage, DOC 0068, to be completed
initially and between July 1st and July 3 1st annually.

Department management stated the exceptions related to annual certifications were
due to management oversight and unfamiliarity with the requirements of the
administrative directive.

Personal Use of a State Vehicle
During our testing of 20 employees for personal use of State vehicles, we noted the
following exceptions:

o The following required documents were missing from employee files:

= Nine (45%) Annual Commute Mileage Certification forms.

= Two (10%) Annual Individually Assigned Vehicle Tax Exemption
Certification forms.

= One (5%) Determination of Value for Individual Use of a State Vehicle forms.
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o We were unable to test timeliness of submission of the following documents due
to lack of a date received stamp:

= Fight (40%) Annual Individually Assigned Vehicle Tax Exemption
Certification forms.
=  One (5%) Annual Commute Mileage Certification form.

o For one (5%) employee tested, the Annual Commute Mileage Certifications form
was missing the supervisor signature. Therefore, we are unable to determine if the
form was properly approved.

o For the two (100%) employees entitled to fringe benefits, the Department did not
provide supporting payroll vouchers to determine if they received the correct
amount of fringe benefits. The value of fringe benefits per pay period ranged from
$22.50 to $25.

The Internal Revenue Services’ Employer’s Tax Guide to Fringe Benefits (Publication
15- B) states that any commute that an individual makes with an assigned vehicle is
considered a fringe benefit and is to be valued at $1.50 per one-way commute, or $3
per day. Fringe benefits are to be included in the employee’s wages for tax purposes.

A.D. (01.02.106) states that upon assignment of a vehicle, the employee shall receive
the Individually Assigned Vehicle Usage Packet, including instructions. The
following forms shall be completed by the employee and submitted to the Statewide
Vehicle Coordinator and copies shall be retained in the facility Business Office:
a) Annual Commute Mileage Certification, DOC 0349, to be completed initially
and between July Ist and July 31st annually.
b) Annual Individually Assigned Vehicle Tax Exemption Certification, DOC
0348, to be completed initially and between December 1st and December 31st
annually.
c¢) Annual Certification of License and Vehicle Liability Coverage, DOC 0068,
to be completed initially and between July 1st and July 31st annually.
d) Determination of Value for Individual Use of a State Vehicle, DOC 0346, to
be completed initially and between December 1st and December 31st annually.

Department management stated the exceptions related to the personal use of State
vehicles were due to management and employee oversight.

Reporting of Vehicle Accidents
During our testing of 47 vehicle accident reports, we noted the following:

o Eleven (23%) Motorist’s Report of Illinois Motor Vehicle Accident Forms (SR-1
Form) and Uniform Cover Letters were submitted more than 7 days from the day
of the accident, ranging from 8 to 29 days late.

o One (2%) SR-1 Form requested in our sample was not provided; therefore, we
were unable to test compliance.
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According to the Code (44 I1l. Admin. Code 5040.520), a driver of a state-owned or
leased vehicle which is involved in an accident of any type is to report the accident to
the appropriate law enforcement agency and to the CMS Auto Liability Unit, and if a
State agency owns the vehicle, to that agency by completing the SR-1 Form. The
SR-1 Form is to be completed, as nearly as possible, in its entirety including a clear
description of the accident and the conditions surrounding the accident. The report is
required to be completed within three days and must be received by CMS within 7
calendar days following an accident. If the State driver is incapable of completing the
report because of death or disability, the driver’s supervisor should complete the form.

The CMS Policy for Auto Liability Coordinator Basic Duties states the completion of
the Uniform Cover Letter is vital to proceed with the adjustment process.

A.D. (02.75.149) further states that accidents involving any vehicle operated in the
conduct of State business are to be promptly reported regardless of the lack of injury
or property damage. A.D. (02.75.149) also states that the Vehicle Accident
Coordinator is to submit appropriate reports to CMS within 7 calendar days following
the accident.

Department management stated the exceptions related to vehicle accidents were due
to conflicting priorities, reliance on outside parties to provide information to the unit,
and staffing shortages within the vehicle unit.

The State Records Act (5 ILCS 160/8) requires the Agency to preserve records containing
adequate and proper documentation of the organization, functions, policies, decisions,
procedures, and essential transactions of the agency designed to furnish information to protect
the legal and financial rights of the State and of persons directly affected by the Department’s
activities.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Good business practice dictates that vehicles should be maintained to prevent excessive repair
costs in the future. Failure to adequately maintain vehicles can cost the State significant
amounts in future years through additional repair bills and shortened useful lives for vehicles.
Untimely submission or failure to maintain and track submission of the forms for vehicle
accidents or for individually assigned vehicle usage may result in increased risk of loss or
failure to report an employee’s taxable vehicle usage income. Lastly, failure to identify and
track all personally assigned State vehicles increases the risk the Department will fail to
monitor and ensure compliance with applicable requirements and may subject the Department
to litigation or loss. (Finding Code No. 2024-020, 2022-030, 2020-046, 2018-046, 2016-024,
2014-010, 12-27, 10-21, 08-33, 06-01, 04-03, 02-04, 00-03)
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RECOMMENDATION

We recommend the Department allocate sufficient staff, implement internal controls and
sufficient oversight to timely report vehicle accidents, properly maintain State vehicles, and
ensure forms are fully completed, dated, submitted, and retained for those employees who are
personally assigned State vehicles and who use State vehicles for State business. The
Department should also track and monitor personally assigned vehicles and related fringe
benefits.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department will strive to ensure timely processing of vehicle accidents and the proper
maintenance of the state vehicle fleet. With the current size of the Department’s fleet
vehicles are in use frequently which impacts the Department’s ability to complete routine
maintenance. New vehicles are difficult to procure due to availability issues at the outside
vendor. The Department understands the importance of proper personally assigned vehicle
reporting and has worked to improve internal controls related to this reporting process.
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2024-021

FINDING  (Noncompliance with the Murderer and Violent Offender Against Youth
Registration Act)

The Department of Corrections (Department) did not properly document compliance with the
notification requirements of the Murderer and Violent Offender Against Youth Registration
Act (Act).

During the testing of five correctional centers, we noted the following:

e Two of 60 (3%) individuals in custody selected for testing were incorrectly classified
in the Offender 360 system as to their status as Violence against Youth Offender. This
was noted at Lincoln and Sheridan Correctional Centers. As a result, auditors were
unable to determine the completeness, accuracy, and reliability of the Centers’
population of Murderer and Violent Offenders Against Youth released from the facility
during the examination period under Attestation Standards promulgated by the
American Institute of Certified Public Accountants (AT-C § 205.36).

e Despite the population limitations noted above which hindered the ability to conclude
whether a sample selected could be representative of the population, the auditors
performed testing where possible and noted Lincoln and Stateville Correctional Centers
were unable to provide documentation of the Murderer and Violent Offender Against
Youth Registration Act notification forms for 2 of 60 (3%) individuals in custody
selected for testing.

This finding was first noted during the Department’s Fiscal Year 2016 State compliance
examination, eight years ago. As such, Department management not implemented sufficient
corrective actions to fully remedy these deficiencies.

The Act (730 ILCS 154/15) requires that any violent offender against youth who is discharged,
paroled, or released from a Department of Corrections Facility, a facility where such person
was placed by the Department of Corrections or another penal institution, and whose liability
for registration has not terminated under Section 40 shall, prior to discharge, parole or release
from the facility or institution, be informed of his or her duty to register in person within five
days of release by the facility or institution in which he or she is confined. The Act states the
facility shall require the person to read and sign such form as may be required by the Illinois
State Police stating that the duty to register and the procedure for registration has been
explained to him or her and that he or she understands the duty to register and the procedure
for registration. The Act requires the facility to give one copy of the form to the person, each
law enforcement agency with jurisdiction where the person expects to reside, work, or attend
school upon his or her discharge, parole or release and retain one copy for files.

The State Records Act (5 ILCS 160/8) requires the Center to preserve records containing
adequate and proper documentation of the organization, functions, policies, decisions,
procedures, and essential transactions of the Center designed to furnish information to protect
the legal and financial rights of the State and of persons directly affected by the Center’s
activities.
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The Fiscal Control and Internal Auditing Act (30 ILCS 10/1002) states it is the policy of the
State that agencies are responsible for effectively and efficiently managing the agency and
establishing and maintaining an effective system of internal control.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management indicated these issues were caused by oversight and employee error.
Failure to properly complete and maintain notification forms and to accurately track offenders
required to register increases the risk that released offenders may not register as violent
offenders against youth and that community schools, childcare facilities, and libraries will not

be notified. (Finding Code No. 2024-021, 2022-019, 2020-017, 2018-016, 2016-020)

RECOMMENDATION

We recommend the Department comply with the requirements of the Act. Specifically, the
Department should ensure timely notification, proper completion, and maintenance of the
Murderer and Violent Offender Against Youth Registration Act Notification Form and review
records to ensure accuracy.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department will strive to obtain the Illinois Murderer and Violent Offender Against
Youth Registration Act Notification Form (ISP 5-750) on every released individual who
has a duty to register under the Act.
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2024-022

FINDING (Failure to comply with Administrative Directives regarding the
maintenance of educational records)

The Department of Corrections (Department) did not comply with Administrative Directives
regarding the maintenance of educational records.

During our testing of educational files at five correctional centers, we noted 10 of 60 (17%)
individual in custody educational files selected for testing did not contain documentation of
either the Educational Release of Information form or the Vocational Program Waiver of
Liability and Hold Harmless Agreement, as applicable. This noncompliance was noted at two
of five (40%) correctional centers (Danville and Stateville).

This finding was first noted during the Department’s Fiscal Year 2016 State compliance
examination, eight years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Department’s Administrative Directive (04.10.118), established pursuant to the Unified
Code of Corrections (730 ILCS 5/3-6-2), requires the Center to establish an educational file
for all individuals in custody subject to educational testing and all students. Each educational
file for all students must include an Educational Release of Information form. Each educational
file for vocational students must include a Vocational Program Waiver of Liability and Hold
Harmless Agreement.

The State Records Act (5 ILCS 160/8) requires the Center to preserve records containing
adequate and proper documentation of the organization, functions, policies, decisions,
procedures, and essential transactions of the Center designed to furnish information to protect
the legal and financial rights of the State and of persons directly affected by the Center’s
activities.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management indicated the exceptions were due to employee turnover and
inadequate training.

Failure to prepare and maintain required educational records reduces the information available
to make individual and programmatic recommendations and decisions and may expose the
Department to liability. (Finding Code No. 2024-022, 2022-013, 2020-013, 2018-023, 2016-
019)

RECOMMENDATION

We recommend the Department strengthen internal controls to ensure timely preparation and
maintenance of documentation of educational records as required by statute and Administrative
Directive.
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DEPARTMENT RESPONSE

o Recommendation accepted.
o The Department staff will make every effort to obtain the required educational forms for
each student as required.
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2024-023

FINDING  (Failure to provide voter registration forms in all available languages)

The Department of Corrections (Department) failed to provide voter registration forms in all
languages provided by the Illinois State Board of Elections (Board).

Although the Board offered voter registration application forms in English and Spanish, during
Fiscal Years 2023 and 2024, the Department only offered voter registration application forms
in English to individuals eligible to vote on parole, mandatory release, final discharge, or
pardon.

The Unified Code of Corrections (Code) (730 ILCS 5/3-14-1(a-3)) states upon release of a
person who is eligible to vote on parole, mandatory release, final discharge, or pardon, the
Department shall provide the person with a form that informs him or her that his or her voting
rights have been restored and a voter registration application. The Code mandates the
Department to have available voter registration applications in the languages provided by the
Board.

Department management stated they were unaware that the voter registration forms were
available in other languages from the Board.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/1002) states that every State agency
is responsible for establishing and maintaining an effective system of internal control. Good
internal controls would require the Department to be aware of applicable laws and to take
appropriate measures to ensure compliance with such laws.

Failure to provide voter registration application forms in all available languages may hinder
the ability for individuals on parole, mandatory release, final discharge, or pardon to vote and

results in a failure to perform a mandatory duty. (Finding Code No. 2024-023)

RECOMMENDATION

We recommend the Department establish internal controls to ensure they offer registration
application forms in all available languages to individuals eligible to vote upon release on
parole, mandatory release, final discharge, or pardon.

DEPARTMENT RESPONSE

o Recommendation implemented.
o The Department has implemented including the voter registration forms in both English
and Spanish in the Re-Entry Resource Rooms.
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2024-024

FINDING  (Failure to establish firearm purchase program)

The Department of Corrections (Department) failed to establish a firearm purchase program as
required by the Unified Code of Corrections (Code).

During Fiscal Year 2023 and Fiscal Year 2024, the Department failed to establish a program
to allow a security employee or parole agent of the Department who is honorably retiring in
good standing to purchase a service firearm.

The Code (730 ILCS 5/3-2-10.5) states the Director shall establish a program to allow a
security employee or parole agent of the Department who is honorably retiring in good
standing to purchase, if the security employee or parole agent has a currently valid Firearm
Owner's Identification Card, the service firearm issued or previously issued to the security
employee or parole agent by the Department. This mandate became effective May 6, 2022.

Department management indicated they were aware of this mandate, but had not created a
formal program to comply with the Code due to competing priorities.

Failure to establish a firearm purchase program results in noncompliance with the Code and
hinders the ability for retired security employees and parole agents to purchase their firearm as
required by law. (Finding Code No. 2024-024)

RECOMMENDATION

We recommend the Department allocate necessary resources in order to develop a firearm
purchase program as required by the Code.

DEPARTMENT RESPONSE

o Recommendation not accepted.

o 730 ILCS 5/3-2-10.5 states: The Director shall establish a program to allow a security
employee or parole agent of the Department who is honorably retiring in good standing to
purchase either one or both of the following: 1) any badge previously issued to the security
employee or parole agent by the Department; or 2) if the security employee or parole agent
has a currently valid Firearm Owner’s Identification Card, the service firearm issued or
previously issued to the security employee or parole agent.

o Administrative Directive 01.02.104 — Identification of Employees, Official Visitors, and
Workers Section II.G.11. states: If an employee retires from the Department in good
standing with 20 or more years of services in a security title or retires from the Department
with 20 or more years of service and retires from a title in which a badge was issued, the
retiring employee or the Employee Benefit Fund of the site where the employee last served
by purchase a retiree badge.

o Therefore, the Department is in compliance with the mandate by allowing the purchase of
a badge by a retiring employee.
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ACCOUNTANT’S COMMENT

The Code clearly requires establishment of a program to allow honorably retired employees
and parole agents in good standing to purchase either one or both of their badge or service
firearm. The Department’s program only allows purchase of a retiree’s badge, not their service
firearm; therefore, the Department has not fully complied with the mandate.

Furthermore, Department officials repeatedly stated and indicated during compliance testing,
in response to the exception and potential audit finding that the Department was aware of the
mandate, but was not in compliance with the Code’s firearm purchase provision and that the
program required by this statutory mandate had not been developed. Management did not
provide any support that their current interpretation of this mandate had been prepared during
the examination period, nor evidence that sufficient actions were taken during Fiscal Years
2023 or 2024 to ensure the Department’s compliance and implementation of internal controls
to do so.
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2024-025

FINDING  (Incomplete reporting of the Medical Release Program)

The Department of Corrections (Department) failed to properly report all required information
related to the Medical Release Program.

During our testing of the Annual Medical Release Program Reports reported in Fiscal Year
2023 and 2024, we noted the Department failed to report on 2 of 11 (18%) requirements in
both years:

e The total number of people currently receiving full-time one-on-one medical care or
assistance with activities of daily living within Department of Corrections facilities and
whether that care is provided by a medical practitioner or inmate, along with the
institutions at which they are incarcerated.

e A basic description of the underlying medical condition of the applying persons
approved for medical release who experienced more than a one-month delay between
release decision and ultimate release. This affected four and five applicants required to
be reported in Fiscal Years 2023 and 2024, respectively.

The Unified Code of Corrections (Code) (730 ILCS 5/3-3-14(k)) states the Department and
Prisoner Review Board (Board) shall release a report annually published on its website that
reports information about the Medical Release Program. The Code states the information
reported shall include the number of people currently receiving full-time one-on-one medical
care or assistance with activities of daily living within Department of Corrections facilities and
whether that care is provided by a medical practitioner or an inmate, along with the institutions
at which they are incarcerated; and a basic description of the underlying medical condition that
led to the application for people approved for medical release who experienced more than a
one-month delay between release decision and ultimate release.

Department management stated their healthcare tracking system did not capture all information
for reporting. Department management also indicated they didn’t report, in the aggregate, the
underlying medical condition for medical releases delayed over 30 days due to the potential
for violations of the federal Health Insurance Portability and Accountability Act (HIPAA).

Failure to gather and properly report required information related to the Medical Release
Program reduces accountability and the effectiveness of governmental oversight. (Finding

Code No. 2024-025)

RECOMMENDATION

We recommend the Department allocate necessary resources to ensure their records capture
the necessary information for one-on-one care. Further, we recommend the Department
coordinate with the Board to report required information for the Medical Release Program. We
recommend the Department seek statutory change if they believe the mandate is not feasible
or contradictory to federal HIPAA law.
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DEPARTMENT RESPONSE

o Recommendation accepted.
o The Department is seeking legislative change to address the requirements listed in the
finding.
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2024-026

FINDING

(Inadequate controls over the Public Accountability Report)

The Department of Corrections (Department) failed to maintain support for and ensure
accurate reporting of all data in the Public Accountability Report submitted in Fiscal Year 2023
and Fiscal Year 2024.

During our testing of the Public Accountability Report due in Fiscal Year 2023 and Fiscal Year
2024, we noted the following exceptions:

Fiscal Year 2023

e The Department failed to provide supporting documentation for 13 (62%) of 21 reporting
measurements, as follows:

o

O O O

O O O O O O O O O O

Average number of contraband confiscations per month

Average number of assaults per month by individuals in custody on staff

Average number of assaults per month between individuals in custody

Number of individuals in custody eligible for Adult Basic Education (ABE) and
Adult Secondary Education (ASE) (formerly GED) educational programming
Number of serious assaults to individuals in custody

Number of ABE/ASE (formerly GED) participants

Number of individuals in custody on Global Positioning System (GPS) monitoring
Number of individuals placed in community housing

Number of individuals in custody receiving substance abuse treatment

Percentage of participants completing ABE/ASE programming

Percentage of individuals whose placement lasts beyond 60 days

Number of individuals in custody completing vocational programming

Average number of parolee monitors in use

Average number of parolees assigned per parole agent

As a result, we were unable to test the accuracy of the data reported by the Department.

e In addition, in Fiscal Year 2023, the Department underreported the average monthly full-
time equivalent employees by 177 for the prior fiscal year. The Department should have
reported 11,862 full-time equivalent employees.

Fiscal Year 2024

e The Department failed to provide supporting documentation for 4 (19%) of the 21 reporting
measurements, as follows:

o

O
o
O

Number of individuals in custody receiving substance abuse treatment
Percentage of individuals whose placement lasts beyond 60 days
Average number of parolee monitors in use

Average number of parolees assigned per parole agent

As aresult, we were unable to test the accuracy of the data reported by the Department.
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e In addition, the Department underreported the number of individuals in custody on GPS
monitoring and the number of individuals in custody completing vocational programming
by 107 of 1,619 (7%) and 72 of 2,073 (3%), respectively.

The State Records Act (5 ILCS 160/8) requires each agency head to preserve records
containing adequate and proper documentation of the organization, functions, policies,
decisions, procedures, and essential transactions of the agency.

The Statewide Accounting Management System (SAMS) Manual (Procedure 33.20.20)
provides reporting instructions for the Public Accountability Report. The SAMS Manual states
agencies should be able to substantiate their reports by maintaining adequate and appropriate
documentation to support their mission statements, goals, objectives, and performance
measures. SAMS states that this would include such elements as statutory or other authoritative
sources for programs, mission statements, goals and objectives, definitions of performance
indicators and data, the data collection and reporting process, the data storage and retrieval
environment, etc.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
maintain accountability over the State’s resources.

Additionally, the State Budget Law (15 ILCS 20/50-15) requires the Department to submit an
annual accountability report to the Governor’s Office of Management and Budget (Office).
Each accountability report shall measure the Department’s performance based on criteria,

goals, and objectives established by the Department with the oversight and assistance of the
Office.

Department management stated the missing support and differences between reported data and
agency records were due to employee error and the preparing employee’s departure from the
agency.

Failure to accurately report performance reporting measurements reduces the effectiveness of
governmental oversight and may hinder the Office’s ability to monitor the Department’s
performance. (Finding Code No. 2024-026, 2022-026)

RECOMMENDATION

We recommend the Department strengthen internal controls to report accurate information and
maintain supporting documentation of data submitted for the Public Accountability Report.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department continues to utilize various methods to ensure the information contained
within the Public Accountability Report is accurate. Much of the information involves
numbers pulled from the mainframe via scripts or involved calculations. The
documentation to support the amounts was not retained.
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2024-027

FINDING  (Failure to provide training to officers with direct contact with pregnant
committed persons)

The Department of Corrections (Department) failed to provide required training to officers
with direct contact with pregnant committed persons.

During our testing of correctional officers that have direct contact with pregnant committed
persons, we noted 4 of 30 (13%) correctional officers tested in Fiscal Year 2023 and 3 of 30
(10%) correctional officers tested in Fiscal Year 2024, were not provided training related to
medical and mental health care issues applicable to pregnant committed persons.

The Uniform Code of Corrections (730 ILCS 5/3-6-7.1) states the Department shall provide
training relating to medical and mental health care issues applicable to pregnant committed
persons to: (1) each correctional officer employed by the Department at a correctional
institution or facility in which female committed persons are confined; and (2) any other
Department employee whose duties involve contact with pregnant committed persons. The
training must include information regarding: (1) appropriate care for pregnant committed
persons; and (2) the impact on a pregnant committed person and the committed person's unborn
child of: (A) the use of restraints; (B) placement in administrative segregation; and (C) invasive
searches.

Department management stated staffing levels did not allow for the employees to attend all of
the required cycle training days.

Failure to provide adequate training to officers who are in direct contact with pregnant
committed persons could result in the employees not receiving important information and
negative impacts to both the committed person and unborn child. (Finding Code No. 2024-
027)

RECOMMENDATION

We recommend the Department provide sufficient and necessary trainings to correctional
officers that have direct contact with pregnant committed persons.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department has resource computers in the centers for those without access to a
computer during their regular duties so that they can complete their required training during
work hours. Due to short staffing in the centers, staft are unable in some instances to be
relieved of regular duties to complete required training. The Department has implemented
a Northern and Southern region training academy for new correctional officer staff to
complete the initial training, such that there are currently three academies in place. The
Department also has a system whereby a staff person who has not obtained the required
training is given a corrective action plan to ensure they are compliant. If they still do not
meet the training requirements, they are issued disciplinary tickets.
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2024-028

FINDING  (Failure to report data on the usage of electronic and GPS monitoring)

The Department of Corrections (Department) failed to comply with Global Positioning System
(GPS) reporting requirements of the Illinois Crime Reduction Act of 2009 (Act).

In Fiscal Years 2023 and 2024, the Department did not compile necessary data to publish
annual reports on the usage of electronic monitoring and GPS monitoring as a condition of
parole and mandatory supervised release.

The Act (730 ILCS 190/10(f)) states the Department of Corrections and the Prisoner Review
Board shall release a report annually published on their websites that reports specified
information about the usage of electronic monitoring and GPS monitoring as a condition of
parole and mandatory supervised release during the prior calendar year.

Department management stated the Department was unable to publish the required reports
during the examination period because this is a complicated, unfunded mandate. Management
further stated the data cannot be manually manipulated; therefore, extensive computer
reprogramming is required for the Department to be able to comply with the reporting
requirement. Management stated they lack the funds to complete the necessary
reprogramming.

Failure to compile and publicly report required data reduces public accountability. (Finding
Code No. 2024-028, 2022-028)

RECOMMENDATION

We recommend the Department work to begin compiling and reporting required information
or seek legislative remedy.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department has not been able to comply with this mandate because the tracking system
of record does not contain fields to capture the mandated information. The Department has
not been provided enough funding to complete the necessary computer programming to
capture the data. Therefore, the Department is seeking legislative remedy.
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2024-029

FINDING  (Failure to develop a formal fraud risk assessment program)

The Department of Corrections (Department) did not have a formal fraud risk assessment
program in place during the audit period.

The Department relied on administrative and internal controls to minimize the risk of fraud
occurring but had not completed an analysis of the process to ensure a written fraud risk
assessment was in place.

This finding was first noted during the Department’s Fiscal Year 2012 State compliance
examination, twelve years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) states “All State agencies
shall establish and maintain a system, or systems, of internal fiscal and administrative controls
to provide assurance that: (1) resources are utilized efficiently, effectively, and in compliance
with applicable law; (2) obligations and costs are in compliance with applicable law; (3) funds,
property, and other assets and resources are safeguarded against waste, loss, unauthorized use,
and misappropriation...” Additionally, it is management’s responsibility to prevent and detect
fraud. Therefore, the Department should implement a formal policy regarding the evaluation
of fraud risk and a system of controls to help prevent and detect potentially fraudulent activity
within its organization. Preparing a written policy will serve to document the Department’s
awareness and responsibility for fraud prevention and detection, as well as specific activities
necessary to identify and address specific fraud risk factors.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management stated they had not completed the process of drafting Administrative
Directives to fully implement a fraud risk assessment program due to competing priorities.

Without a written and formal program to identify and address the specific risks associated with
fraud, fraudulent activities may go undetected and could result in misstatements in its financial
reporting to the State or misappropriation of Department assets. (Finding Code No. 2024-029,
2022-029, 2020-029, 2018-029, 2016-012, 2014-026, 12-31)

RECOMMENDATION

We recommend the Department establish a written fraud prevention, deterrence, and detection
program. This program should include evaluating whether appropriate internal controls have
been implemented in any areas identified as posing a higher risk of fraudulent activity, as well
as controls over the financial reporting process.

DEPARTMENT RESPONSE

o Recommendation accepted.
o The Department is in the process of implementing a formal fraud risk policy and risk
assessment.
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2024-030

FINDING  (Failure to properly transfer inmate cash account balances)

The Department of Corrections (Department) did not properly review and transfer dormant
individual in custody Trust Fund account balances to the General Revenue Fund (GRF) as
required by the Unified Code of Corrections (Code).

During our testing at five correctional centers, auditors noted the following:

e Four (80%) centers (Stateville, Danville, Lincoln, and Sheridan) did not perform a
second review of dormant account balances at any time during Fiscal Year 2023.

e One (20%) center (Lincoln) did not perform a first or second review of dormant account
balances during Fiscal Year 2024.

e We tested 15 dormant account transfers completed during the examination period and
noted the following:

o For one (7%) dormant account transfer, Stateville Correctional Center
transferred $2,403 in total of Trust Fund dormant accounts that should have
totaled $2,423. The $20 difference was due to offsetting or netting the total
amount required to be transferred from unclaimed dormant accounts with
positive cash balances against other Trust Fund dormant accounts which had
negative balances.

o For one (7%) dormant account transfer, Sheridan Correctional Center was
unable to provide documentation to support the dormant account transfer made
during Fiscal Year 2024, totaling $1,603.

This finding was first noted during the Department’s Fiscal Year 2010 State compliance
examination, fourteen years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Code (730 ILCS 5/3-4-3(a)) requires the Department to establish accounting records with
individual accounts for each individual in custody. In addition, the Code (730 ILCS 5/3-4-3(b))
requires any money held in accounts of an individual in custody upon release from the
Department by death, discharge, or unauthorized absence and unclaimed for a period of one
year thereafter by the person or his legal representative be transmitted to the State Treasurer
who shall deposit it into the GRF.

The Department’s Administrative Directive (02.42.106) states at least twice yearly, all trust
fund accounts of individuals in custody shall be reviewed by the Business Administrator to
identify the accounts of individuals who have been released or discharged or who are on escape
status which have been inactive for a period of one year (dormant). Upon determination of
dormant accounts, the Business Administrator shall prepare a list which includes the account
numbers, individuals’ names, identification numbers and account balances and a memorandum
requesting permission to transfer the balances to the GRF.

The State Records Act (5 ILCS 160/8) requires each agency head to preserve records

containing adequate and proper documentation of the organization, functions, policies,
decisions, procedures, and essential transactions of the agency.
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Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management indicated these issues were caused by employee oversight and low
staffing.

Failure to review dormant account balances results in delays in transferring funds to the GRF.
Offsetting negative account balances against other accounts in the Resident’s Trust Fund prior
to being transferred to the GRF would result in an understatement of appropriate balances to
be transferred as required by the Code. Failure to maintain required documentation hinders
the Center’s ability to demonstrate compliance with State law. (Finding Code No. 2024-030,
2022-014, 2020-018, 2018-018, 2016-033, 2014-33, 12-11, 10-11)

RECOMMENDATION

We recommend the Department ensure all Centers have sufficient internal controls in place to
timely identify and, when required, transfer dormant account balances for released and
transferred individuals. Also, we recommend the Department properly transfer dormant
accounts to the GRF without offsetting or netting Resident Trust Fund accounts with positive
cash balances against accounts with negative balances. We further recommend the Department
prepare and maintain documentation to support dormant account transfers made.

DEPARTMENT RESPONSE

o Recommendation accepted.
o The Department will make every effort to ensure that dormant account balances are
reviewed and payments to the General Revenue Fund are processed accurately.
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2024-031

FINDING  (Failure to collect fees for the domestic violence surveillance program)

The Department of Corrections (Department) failed to collect service fees for the domestic
violence surveillance program.

During Fiscal Year 2023 and 2024, the Department did not collect the additional service
provider fees to cover the costs of providing equipment used and the additional supervision
needed for the domestic violence surveillance program.

The Illinois Code of Corrections (Code) (730 ILCS 5/5-9-1.16(c)) states the supervising
authority of a domestic violence surveillance program shall assess a person either convicted
of, or charged with, the violation of an order of protection an additional service provider fee to
cover the costs of providing the equipment used and the additional supervision needed for such
domestic violence surveillance program. When the supervising authority is the Department,
the Code requires the Department to collect the fee for deposit into the Department
Reimbursement and Education Fund.

Department management stated that based on a pilot fee collection process for electronic
detention inmates in 2009, the Department determined that the collection of fees for electronic
monitoring was an ineffective initiative due to the subjective nature of assessing the ability to
pay. Management stated the pool of those who were able to pay was extremely limited, and
the expenses associated with fee collection and training exceeded the amount that could be
collected. The Department did not explain why they had not pursued a legislative remedy
during Fiscal Year 2024.

Failure to collect service fees for the domestic violence surveillance program hinders the ability
of the Department to recover the costs of equipment used and additional supervision needed.

(Finding Code No. 2024-031)

RECOMMENDATION

We recommend the Department allocate necessary resources in order to collect the additional
service fees for the domestic violence surveillance program as required by the Code or seek
legislative remedy.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department complies with 730 ILCS 5/5-8A-7 by ensuring that individuals with a
conviction for violation of an order of protection are placed on electronic surveillance.
However, the Department does not charge a fee for the electronic surveillance. The
Department will seek legislative remedy to eliminate this requirement.
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2024-032

FINDING  (Failure to ensure people with disabilities who have received service dogs were
periodically visited)

The Department of Corrections (Department) did not adequately monitor program
effectiveness in meeting the needs of people with disabilities who have received service dogs
under the Helping Paws Service Dog Program.

Under the Helping Paws Service Dog Program, the Department trains committed persons to
be service dog trainers and animal care professionals. This program is held at Logan
Correctional Center. The Helping Paws Service Dog Program employs approximately 40
individuals in custody and graduates an average of 17 service dogs per year, with 36 individuals
in custody employed and 22 service dogs graduated in Fiscal Year 2024.

The Department maintains a memorandum of understanding with two non-profit organizations
to help administer the Helping Paws Service Dog Program. Based on the memorandums of
understanding, the non-profit organizations are responsible for providing an adequate review
of each dog’s progress.

During our testing, we noted the Department did not ensure all persons with disabilities who
have received service dogs from the Department were periodically visited to determine
whether the needs of the persons with disabilities or veterans with post-traumatic stress
disorder (PTSD) or depression have been met by the service dogs trained by committed
persons.

The Unified Code of Corrections (Code) (730 ILCS 5/3-12-16(g)) requires employees of the
Department to periodically visit people with disabilities who have received service dogs from
the Department under this Section to determine whether the needs of the persons with
disabilities or veterans with PTSD or depression have been met by the service dogs trained by
committed persons.

Department management stated the non-profit organization remains in contact with the
individual receiving the animal. In addition, Department management stated they do not have
sufficient staff to visit private citizens.

Failure for the Department to periodically visit persons who received service dogs as required
by the Code reduces the Department’s monitoring of effectiveness and hinders the
Department’s ability to take informed measures to further improve program objectives.
(Finding Code No. 2024-032)

RECOMMENDATION

We recommend Department staff periodically visit people with disabilities who have received
service dogs as required by the Code or seek legislative remedy.
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DEPARTMENT RESPONSE

o Recommendation accepted.
o The Department has added the duty to visit with people with disabilities who have received
a service dog from the Helping Paws Service Dog Program to the job description of the

Superintendent and Supervisor of the program. In addition, the Department management
plans to explore ways for the visit requirement to be met.
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2024-033

FINDING  (Noncompliance with standards for safety and sanitation inspections and
enforcement)

The Department of Corrections (Department) did not comply with standards for safety and
sanitation inspections and enforcement.

We tested 60 Medical Inspectors’ monthly reports at five correctional centers and noted the
following exceptions at Dixon and Lincoln Correctional Centers:

e Seven (12%) monthly medical inspection reports for all areas were not submitted to the
Safety and Sanitation Coordinator by the 25" day of the month. These reports were
submitted between 4 and 386 calendar days late.

e Four (7%) monthly inspection reports of all housing units and dietary areas sampled
were not provided. Therefore, we could not determine if these reports were properly
completed and submitted timely.

This finding was first noted during the Department’s Fiscal Year 2020 State compliance
examination, four years ago. Department management has partially implemented a corrective
action plan; however, exceptions persist.

The Department’s Administrative Directive (A.D.) (05.02.140) requires monthly inspection
reports of the health care unit and any satellite care areas be submitted to the Safety and
Sanitation Coordinator by the 25th calendar day of each month. The A.D. requires the monthly
inspection report to cite safety and sanitation deficiencies noted during inspections and shall
include recommendations for corrective action.

The Unified Code of Corrections (730 ILCS 5/3-7-3) requires standards of sanitation and safety
for all institutions and facilities to be established and enforced by the Department.

The State Records Act (5 ILCS 160/8) requires the Department to make and preserve records
containing adequate and proper documentation of the organization, procedures, and essential
transactions of the agency designed to furnish information to protect the legal and financial
rights of the State.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management indicated these issues were caused by oversight and short staffing.

Failure to properly complete and timely submit all inspection reports may delay the receipt of
information and the timeliness of corrective actions on any safety and sanitation deficiencies
noted. Failure to maintain adequate documentation substantiating the performance of
inspections and initiation of corrective actions hinders the Center’s ability to demonstrate
compliance with safety and sanitation standards pursuant to the Department’s A.D. and State
laws. (Finding Code No. 2024-033, 2022-044, 2020-044)
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RECOMMENDATION

We recommend the Department remind staff to timely prepare and adequately maintain
supporting documents for inspections. We further recommend the Department monitor
monthly inspection reports to ensure Centers timely prepare, submit, and address violations
reported in inspections to ensure compliance with applicable laws, rules and regulations
regarding safety and sanitation.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department plans to revise the Administrative Directive related to safety and sanitation
inspections to clarify the due dates. The Department will ensure the safety and sanitation
reports are completed and submitted timely.

77



2024-034

FINDING (Inadequate controls over population of individuals in custody convicted of a
sexually violent offense)

The Department of Corrections (Department) did not adequately identify and provide an
accurate listing of individuals in custody that were convicted of a sexually violent offense.

The Sexually Violent Persons Commitment Act (Act) (725 ILCS 207/9) requires the
Department, not later than 6 months prior to the anticipated release from imprisonment or the
anticipated entry into mandatory supervised release (release) of a person who has been
convicted or adjudicated delinquent of a sexually violent offense, to send written notice to the
State’s Attorney in the county in which the person was convicted or adjudicated delinquent of
the anticipated release date and that the person will be considered for commitment prior to that
release date.

We requested the population of all individuals in custody that were convicted of a sexually
violent offense that had been released or had scheduled release dates that would require
notification to the State’s Attorney during Fiscal Years 2023 and 2024.

In response to our request, the Department provided a population that contained
inconsistencies. Within the population provided, we noted individuals that were not convicted
of a sexually violent offense in accordance with the Act or were not anticipated to be released
during the requested date range and requiring notification by the end of the examination period.
Due to these conditions, we were unable to conclude the Department’s population records were
sufficiently precise and detailed under the Attestation Standards promulgated by the American
Institute of Certified Public Accountants (AT-C § 205.36) to fully test the Department’s
compliance with the notification provision of the Act.

Even given the population limitation noted above which hindered the ability of the
accountants to conclude whether selected samples were representative of the population as
a whole, we performed testing on 60 samples of the list provided by the Department and noted
no exceptions.

The State Records Act (5 ILCS 160/8) requires each agency head to preserve records
containing adequate and proper documentation of the organization, functions, policies,
decisions, procedures, and essential transactions of the agency.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires all State agencies to
establish and maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance that funds, property and other assets be safeguarded against waste, loss,
unauthorized use, and misappropriation.

Department management indicated the population exception was due to employee error.

Without the Department providing complete and adequate documentation to enable testing, we
were impeded in completing our procedures and providing useful and relevant feedback to the
General Assembly regarding the Department’s compliance with State laws and regulations.
Furthermore, the failure to maintain a complete and accurate listing of individuals in custody
convicted of a sexually violent offense to be considered for commitment may result in untimely
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notification to the State’s Attorney. Timely notification is necessary in order to provide the
State’s Attorney the opportunity to file a petition with a court to have the individual in custody
evaluated to determine if they are a sexually violent person prior to release. (Finding Code No.
2024-034)

RECOMMENDATION

We recommend the Department strengthen internal controls to ensure complete, accurate, and
detailed records of persons convicted of sexually violent offenses and their anticipated release
dates are properly maintained.

DEPARTMENT RESPONSE

o Recommendation accepted.

o There were no instances found in the 60 tested samples of failure to notify the appropriate
State’s Attorney, when necessary. Rather, the Department inadvertently included more
individuals in the original population than necessary.

ACCOUNTANT’S COMMENT

Although no exceptions were identified in the sample tested from the inaccurate listing
provided by the Department, reasonable assurance could not be obtained that the Department
complied with the notification mandate because an accurate population listing was not
provided.

The control weaknesses which resulted in the improper inclusion of individuals identified also
pose a risk that other individuals requiring notifications may have been omitted from the
population. Any individuals omitted from the listing could not be tested for compliance and
may bear a higher likelihood of noncompliance.
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2024-035

FINDING  (Failure to properly submit Annual Reports related to constituent services)

The Department of Corrections (Department) did not properly submit the Annual Reports
relating to constituent services to the Office of the Governor and General Assembly, and did
not post the Annual Reports to the Department website during Fiscal Year 2023 and Fiscal
Year 2024.

During our testing of the Annual Reports related to constituent services, we noted the following
exceptions:

e The Calendar Year 2023 Annual Report, due in Fiscal Year 2024, was submitted 323
days late to the Office of the Governor, and 35 days late to the General Assembly.

e The Calendar Year 2022 Annual Report, due in Fiscal Year 2023, was submitted 30
days late to both the General Assembly and the Office of the Governor.

e The Calendar Year 2022 Annual Report was posted 138 days late to the Department
website.

e In the Calendar Year 2022 Annual Report, for the 26 investigations recommended, the
report did not indicate that a report of the complaint was forwarded to the Chief
Inspector of the Department or other Department employees, the resolution of the
complaint, and if the investigation has not concluded, a detailed status report on the
complaint.

The Unified Code of Corrections (Code) (730 ILCS 5/3-7-2(i1)(2)) states the Department shall
provide an annual written report to the General Assembly and the Governor, with the first
report due no later than January 1, 2023, and publish the report to its website within 48 hours
after the report is transmitted to the Governor and the General Assembly. The Code requires
the report to include a summary of activities undertaken and completed as a result of
submissions to the point of contact person. The Department shall collect and report the
following aggregated and disaggregated data for each institution and facility and describe
whether, if an investigation is recommended, a report of the complaint was forwarded to the
Chief Inspector of the Department or other Department employee, and the resolution of the
complaint, and if the investigation has not concluded, a detailed status report on the complaint.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/1002) states it is the policy of this
State that the chief executive officer of every State agency is responsible for establishing and
maintaining an effective system of internal controls.

Department management stated that since the due date is January 1% of each year, the
Department struggled to complete the report for the previous calendar year by the due date.
Management also stated the failure to timely post the report to the Department’s website was
due to management oversight. Furthermore, officials indicated the failure to include required
data in the Annual Report was due to management oversight and employee turnover.
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Failure to timely submit annual reports to the Office of the Governor, General Assembly, and
post the Annual Reports to the Department website reduces the effectiveness of governmental
oversight and may hinder the State’s ability to monitor Department operations. (Finding Code
No. 2024-035)

RECOMMENDATION

We recommend the Department strengthen its internal controls to ensure the Annual Report
on constituent services is submitted timely to the General Assembly and Office of the
Governor. Further, we recommend the Department strengthen controls to ensure that necessary
information is included in the Annual Report and is posted to the Department’s website timely.

DEPARTMENT RESPONSE

o Recommendation accepted.

o Per the Public Act, the report is due annually. Therefore, to be in compliance with the
requirement, the Department has changed from reporting the information for the period of
January 1 — November 30 of each year to reporting the information for the previous fiscal
year. In addition, there is a legislative change request in place to amend the current law to
be reflective of the actual reporting timelines and due dates. The Chief Inspector’s Office
will also ensure that the report is updated to the Illinois Department of Corrections website.
In addition, the Chief Inspector has been working with the Department of Innovation and
Technology (DolT) to create a database for tracking the receipt of suggestions, complaints,
or other requests that is searchable and allows for producing the correct data for reporting
purposes.
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2024-036

FINDING  (Failure to timely submit Annual Reports related to earned sentence credit)

The Department of Corrections (Department) did not properly submit Annual Reports related
to earned sentence credit to the Office of the Governor and General Assembly during Fiscal
Year 2023 and Fiscal Year 2024.

During our testing, we noted the Calendar Year 2022 Annual Report, due in Fiscal Year 2023,
was submitted 616 days late to the Office of the Governor and 34 days late to the General
Assembly. In addition, the Calendar Year 2023 Annual Report, due in Fiscal Year 2024, was
submitted 251 days late to the Office of the Governor.

The Unified Code of Corrections (730 ILCS 5/3-6-3(a)(3.5)) states the Department shall
provide annual written reports to the Governor and the General Assembly on the award of
earned sentence credit no later than February 1 of each year.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/1002) states it is the policy of this
State that the chief executive officer of every State agency is responsible for establishing and
maintaining an effective system of internal controls.

Department management indicated these exceptions were due to employee oversight and staff
turnover.

Failure to timely submit annual reports to the Office of the Governor and General Assembly
reduces the effectiveness of governmental oversight and may hinder the State’s ability to

monitor Department operations. (Finding Code No. 2024-036)

RECOMMENDATION

We recommend the Department strengthen internal controls and allocate necessary resources
to ensure timely submission of Annual Reports to the Office of the Governor and to the General
Assembly.

DEPARTMENT RESPONSE

o Recommendation accepted.
o The Department will ensure the reports are timely submitted to the Office of the Governor
and General Assembly.
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2024-037

FINDING  (Failure to properly submit Annual Reports to the Governor)

The Department of Corrections (Department) did not timely submit the Fiscal Year 2022
Annual Report to the Office of the Governor.

The Fiscal Year 2022 Annual Report, due in Fiscal Year 2023, was submitted 135 days late to
the Office of the Governor.

This finding was first noted during the Department’s Fiscal Year 2020 State compliance
examination, four years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The State Finance Act (30 ILCS 105/3a) requires each officer of the executive department and
all public institutions of the State shall, no later than January 7 of each year, make and deliver
to the Governor an annual report of their acts and doings, respectively, arranged so as to show
the acts and doings of each for the fiscal year ending in the calendar year immediately
preceding the calendar year in which that regular session of the General Assembly convenes.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/1002) states it is the policy of this
State that the chief executive officer of every State agency is responsible for establishing and
maintaining an effective system of internal controls.

Finally, the Department’s management team is responsible for implementing timely corrective
action on all of the findings identified during a State compliance examination.

Department management stated the exception was due to staff turnover and a delay in training
on this responsibility.

Failure to timely submit annual reports to the Office of the Governor reduces the effectiveness
of governmental oversight and may hinder the State’s ability to monitor Department
operations. (Finding Code No. 2024-037, 2022-043, 2020-020)

RECOMMENDATION

We recommend the Department strengthen its internal controls to ensure new staff are aware
of this responsibility for timely submission of their Annual Reports to the Office of the
Governor.

DEPARTMENT RESPONSE

o Recommendation implemented.

o The Fiscal Year 2023 report that was due on January 7, 2024, was filed on time as well as
the Fiscal Year 2024 report that was due on January 7, 2025. Going forward, the
Department will ensure the Annual Reports are filed with the Governor’s Office on time
each year.
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2024-038

FINDING  (Failure to timely submit Annual Reports related to re-entry)

The Department of Corrections (Department) did not timely submit Annual Reports related to
re-entry to the General Assembly during Fiscal Year 2023 and Fiscal Year 2024.

During our testing of Annual Reports regarding persons re-entering the community from
correctional centers, we noted the Calendar Year 2022 Annual Report, due in Fiscal Year 2023,
was submitted 541 days late to the General Assembly. In addition, we noted the Calendar Year
2023 Annual Report, due in Fiscal Year 2024, was submitted 176 days late to the General
Assembly.

The Unified Code of Corrections (730 ILCS 5/5-8A-4.2(e)) states the Department shall report
to the General Assembly on or before January 1 annually on these activities to support
successful transitions to the community.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/1002) states it is the policy of this
State that the chief executive officer of every State agency is responsible for establishing and
maintaining an effective system of internal controls.

Department management stated the late submissions of Annual Reports were due to
management oversight.

Failure to timely submit annual reports to the General Assembly reduces the effectiveness of
governmental oversight and may hinder the General Assembly’s ability to monitor Department
operations. (Finding Code No. 2024-038)

RECOMMENDATION

We recommend the Department strengthen its internal controls to ensure timely submission of
the Annual Reports related to re-entry to the General Assembly.

DEPARTMENT RESPONSE

o Recommendation implemented.

o The Department originally assumed the reporting requirement rested with the Department
of Human Services. The Department has caught up the missing reports and will ensure they
are timely submitted going forward. The Department has also submitted a legislative
change request to allow the Department to defer submitting the reports until such a time as
the Frequent Users Systems Engagement (FUSE) program becomes viable.
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2024-039

FINDING (Incomplete quarterly reporting of violence and public safety data)

The Department of Corrections (Department) failed to properly report all required violence
and public safety data to the General Assembly on a quarterly basis.

The Department was required to report on violence in institutions and facilities and public
safety. During our testing, we noted the Department failed to report on all required data on
violence and public safety each quarter during Fiscal Year 2023 and Fiscal Year 2024. The
information missing for all quarters includes the following, which represents 4 of 31 (13%)
required statistics:

e Committed persons in custody who are being held past their mandatory statutory
release date and the reasons for their continued confinement.

e Parole and mandatory supervised release revocation rate by county and reasons for
revocation.

e Committed persons on parole or mandatory supervised release who have completed
evidence-based educational programs.

e Committed persons on parole or mandatory supervised release who have completed
evidence-based vocational programs.

This finding was first noted during the Department’s Fiscal Year 2020 State compliance
examination, four years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Unified Code of Corrections (Code) (730 ILCS 5/3-2-12) requires the Department to
collect and report the rate of specific violence and public safety data. The Code states the
violence and public safety data shall be included in the Department’s quarterly report to the
General Assembly and posted on the Department’s website and shall include an aggregate
chart at the agency level and individual reports by each correctional institution or facility of
the Department. The Director is required to ensure management of each facility, on a quarterly
basis, identifies trends, develops action items to mitigate the root causes of violence, and
establishes committees to review violence data and develop action plans to reduce violence,
including a wide range of strategies to incentivize good conduct.

The Department’s management team is responsible for implementing timely corrective action
on all of the findings identified during a State compliance examination.

Department management stated they have not received funding for computer programming
that would allow them to effectively track data. In addition, management stated the reason for
confinement requires the cooperation of an external State agency. Lastly, the Department is
not clear on the statutory requirements for the reporting of the revocation rate by county and
reasons for revocation.

Failure to gather and properly report required violence and public safety data to the General
Assembly reduces accountability and the effectiveness of governmental oversight. Failure to
analyze all violence and public safety data and develop corrective action hinders the
Department’s ability to reduce and mitigate the root causes of violence. (Finding Code No.
2024-039, 2022-045, 2020-056)
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RECOMMENDATION

We recommend the Department allocate necessary staff and resources and work with other
entities as needed in order to compile and report all required violence and public safety data to
the General Assembly. We further recommend the Department seek clarification or change of
statute if they believe the mandate is unclear or unable to be fully implemented as written.

DEPARTMENT RESPONSE

o Recommendation accepted.

o The Department worked diligently to create processes to manually collect and compile the
data since the tracking system of record was not designed to produce the data. The
Department is not able to provide the parole and mandatory supervised release revocation
rate by county for several reasons including because the mandate does not define the
meaning of “county”. This could be the county where the individual resided, the county
from which the individual was committed, the county where they committed the violation
of parole, or the county the individual was arrested for the violation of parole. Each issue
could represent a different county. In addition, introducing a county-related element into a
recidivism calculation might confuse the legislature and public by inference that the county
has some relevance in a state-initiated return rate. Furthermore, this unfunded mandate
would require extensive, and expensive computer programming. Therefore, the
Department is in the process of seeking legislative remedy.

o In addition, the finding does not contain any instances of failing to analyze violence and
public safety data to develop corrective action plans to reduce and mitigate the root causes
of violence.
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2024-040

FINDING (Noncompliance with extended supervision of sex offender requirements of the
Unified Code of Corrections)

The Department of Corrections (Department) failed to report individuals’ progress under the
extended supervision of sex offender requirements of the Unified Code of Corrections (Code).

During Fiscal Year 2023 and Fiscal Year 2024, there were a total of 316 and 379, respectively,
individuals released under extended mandatory supervision of sex offender requirements.
These individuals are defined by the Code (730 ILCS 5/5-8-1(d)(4)) as including those who
committed the offense of predatory criminal sexual assault of a child, aggravated criminal
sexual assault, criminal sexual assault, certain offenses of aggravated child pornography, or
manufacture or dissemination of child pornography after specified dates, whose terms of
mandatory supervised release range from 3 years to life.

During our testing, we noted for all 60 (100%) individuals released under extended supervision
of sex offender requirements tested, the Department was unable to provide support for the
submission of the required progress reports to the chief of police, or sheriff in the municipality
or county in which the offender resides and is registered.

This finding was first noted during the Department’s Fiscal Year 2020 State compliance
examination, four years ago. As such, Department management has been unsuccessful in
implementing a corrective action plan to remedy this deficiency.

The Code (730 ILCS 5/3-14-2.5(b)) requires the Department to supervise sex offenders placed
on mandatory supervised release in accord with the conditions set by the Prisoner Review
Board. The Code also states “Commencing 180 days after the offender’s release date and
continuing every 180 days thereafter for the duration of the supervision term, the supervising
officer shall prepare a progress report detailing the offender’s adjustment and compliance with
the conditions of mandatory supervised release including the offender’s participation and
progress in sex offender treatment. The progress report shall be submitted to the Prisoner
Review Board and copies provided to the chief of police and sheriff in the municipality and
county in which the offender resides and is registered.”

In addition, the Department’s management team is responsible for implementing timely
corrective action on all of the findings identified during a State compliance examination.

Department management indicated the exceptions were due to a failure to train employees to
retain submission support for reports provided to the local Chief of Police and Sheriff.

Failure to timely prepare and report required information for a sex offender on mandatory
supervised release to the local Chief of Police and Sheriff may reduce the effectiveness of
governmental monitoring and oversight to identify and manage risks posed to public safety.
(Finding Code No. 2024-040, 2022-012, 2020-059)
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RECOMMENDATION

We recommend the Department to train responsible staff and implement internal controls to
ensure the submission of the required progress reports to the chief of police or sheriff in the
municipality or county in which the offender resides and is registered. We further recommend
the Department pursue legislative change if they do not believe the statutory requirement is
reasonable and appropriate.

DEPARTMENT RESPONSE

o Recommendation implemented.

o During the examination period, the Department submitted the progress reports either
through email or hand delivery to the Chief of Police and Sheriffs of the city and county
where the sex offenders reside. However, the Department did not retain the emails or obtain
a delivery receipt for those that were hand delivered. Going forward, the Parole Agents are
notating delivery of the reports to the appropriate Chief of Police and Sheriff in the case
management software system used by the Parole Division to manage caseloads. In addition,
a copy of the email is now saved in a shared file drive.
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STATE OF ILLINOIS
DEPARTMENT OF CORRECTIONS
SCHEDULE OF FINDINGS — PRIOR FINDINGS NOT REPEATED
For the Two Years Ended June 30, 2024

A. FINDING (Weaknesses in preparation of GAAP reporting forms submitted to the Office of
Comptroller and preparation of year-end Department financial statements and schedules)

During the prior examination, the Department of Correction’s (Department) year-end financial
reporting in accordance with generally accepted accounting principles (GAAP) submitted to the Office
of Comptroller contained inaccuracies due to improper accounting and inadequate review.

During the current examination, the accountant’s scope did not include a financial audit. Therefore,
this finding is not repeated. (Finding Code No. 2022-001, 2020-001, 2018-001, 2016-001, 2014-001,
12-01, 10-01, 08-01)

B. FINDING (Weaknesses in the financial accounting for, and inaccurate and inadequate recordkeeping
of capital assets)

During the prior examination, the Department did not maintain accurate and adequate property records
and did not timely and accurately record all capital asset information in its financial records.

During the current examination, the accountant’s scope did not include a financial audit. Therefore,
this finding is not repeated. (Finding Code No. 2022-002, 2020-002, 2018-002, 2016-002, 2014-002,
12-02, 10-04, 08-07)

C. FINDING (Lack of controls over computer systems)

During the prior examination, the Department failed to implement controls over its computing
environment to ensure sufficient protection.

During the current examination, the accountant’s scope did not include a financial audit. However, we
noted certain deficiencies related to user access, change management, and disaster recovery, which
have been reported in Finding Code Nos. 2024-006 and 2024-008. (Finding Code No. 2022-003, 2020-
003, 2018-003, 2016-003, 2014-005, 12-08)

D. FINDING (Lack of proper financial reporting over Offender 360 project)

During the prior examination, the Department did not ensure proper financial reporting was performed
for the Offender 360 project.

During the current examination, the accountant’s scope did not include a financial audit. Therefore,
this finding is not repeated. (Finding Code No. 2022-004, 2020-004, 2018-010, 2016-010, 2014-018)
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E. FINDING (Inadequate internal controls over census data)

During the prior examination, the Department did not properly reconcile and adequately document its
reconciliation process to provide assurance census data submitted to its pension and other
postemployment benefits plans were complete and accurate.

During the current examination, our testing indicated the Department ensured complete reconciliation
of its active members’ census data from its underlying records to the State Employees’ Retirement
System of Illinois report of census data submitted to the plan’s actuary to provide assurance census
data submitted to the pension plan was complete and accurate. As a result, this finding is not repeated.
(Finding Code No. 2022-005, 2020-005)

F. FINDING (Inadequate administration of and controls over locally held funds)

During the prior year examination, the Department did not adequately administer and maintain
controls over locally held funds during the audit period.

During the current examination, the accountant’s scope did not include a financial audit. We noted
significant improvements in internal controls and compliance in the current compliance examination.
However, we noted some exceptions related to locally held funds, which have been reported in Finding
Code No. 2024-018. (Finding Code No. 2022-007, 2020-006, 2018-004, 2016-004, 2014-004, 12-04,
10-07, 08-08)

G. FINDING (Inadequate controls over commodity and commissary inventory)

During the prior year examination, the Department failed to maintain adequate controls over its
commodity and commissary inventory.

During the current examination, the accountant’s scope did not include a financial audit. We noted
significant improvements in internal controls and compliance in the current compliance examination.
However, we noted some exceptions related to commodity and commissary inventory, which have
been reported in Finding Code No. 2024-002. (Finding Code No. 2022-008, 2020-008, 2018-005,
2016-005, 2014-003, 12-03, 10-06, 08-09)

H. FINDING (Weaknesses in intergovernmental agreement for internal audit function)

During the prior examination, the Department failed to adhere to the provisions in the Fiscal Control
and Internal Auditing Act and the Department of Central Management Services (CMS) Law (Law).

During the current examination period, the Law (20 ILCS 405/405-293(a)) was amended by Public
Act 103-008 to authorize CMS to charge their own appropriation for payroll costs associated with

CMS’ rendering of professional services to the Department. This finding is not repeated. (Finding
Code No. 2022-011, 2020-011, 2018-008, 2016-006, 2014-006, 12-17)
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L.

FINDING (Noncompliance with the Re-entering Citizen Civics Education Act)

During the prior examination, the Department did not comply with the Re-entering Citizen Civics
Education Act.

During the current examination, our testing indicated the Department posted required information
regarding the voter and civic education program in the facilities common areas and broadcast such
information on television channels and tablets within each facility and parole offices as of June of
2024. As a result, this finding is not repeated. (Finding Code No. 2022-015)

FINDING (Noncompliance with applicable portions of the Arsonist Registration Act)

During the prior examination, the Department did not ensure compliance with notification
requirements of the Arsonist Registration Act (Act).

During the current examination, we determined that the testing of compliance with the Act is no longer
necessary, as the notification mandate in the Act (730 ILCS 148/15) was repealed effective July 1,
2024. As a result, this finding is not repeated. (Finding Code No. 2022-017, 2020-060, 2018-017,
2016-026, 2014-014, 12-39, 10-32, 08-45, 06-16)

FINDING (Noncompliance with Evidence-Based Programming Requirements of the Illinois Crime
Reduction Act of 2009)

During the prior examination, the Department did not comply with the reporting provision of the
Illinois Crime Reduction Act of 2009 during the examination period.

During the current examination, our testing indicated the Department appropriately submitted the
Evidence-Based Practice Reports to the Sentencing Policy Advisory Council during Fiscal Year 2023
and Fiscal Year 2024. As a result, this finding is not repeated. (Finding Code No. 2022-023, 2020-
014,2018-014, 2016-014)

FINDING (Failure to adopt a food donation policy)

During the prior year examination, the Department failed to adopt a leftover food donation policy.
During the current examination, our testing indicated the Department created an Administrative
Directive to implement a food donation policy with an effective date of April 1, 2023. As a result, this
finding is not repeated. (Finding Code No. 2022-025, 2020-025)

FINDING (Untimely notification of settlement)

During the prior year examination, the Department failed to properly notify the State’s Attorney of
settlements against the Department.

During our current examination, we noted the Department made significant improvements over
settlement notifications to the State’s Attorney; however, we continued to note certain immaterial
problems. As a result, this matter was reported in the Department’s Report of Immaterial Findings.
(Finding Code No. 2022-027, 2020-055)
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. FINDING (Noncompliance with the Local Food, Farms, and Jobs Act)

During the prior year examination, the Department failed to comply with the Local Food, Farms and
Jobs Act.

During current examination, our testing indicated the Department tracked its fresh produce purchased
and published notice of its purchases of local farm or food products in the immediately preceding
fiscal year. As a result, this finding is not repeated. (Finding Code No. 2022-031, 2020-047)

. FINDING (Incorrect calculation of final pay)

During the prior examination, the Department did not maintain adequate controls over calculation of
employees’ final pay.

During the current examination, our sample testing indicated the Department ensured lump sum
payments to separated employees were accurately computed. As a result, this finding is not repeated.
(Finding Code No. 2022-033)

. FINDING (Noncompliance with transitional housing licensing requirements)

During the prior examination, the Department did not license any transitional housing facilities for sex
offenders as required by the Transitional Housing for Sex Offenders Law.

During the current examination, our testing indicated the Department did not receive any applications
for licenses for transitional housing. This finding is not repeated. (Finding Code No. 2022-038)

. FINDING (Lack of external assessment of the internal audit function)

During the prior year examination, the Department’s internal audit function lacked an external
assessment of its internal audit function as required by professional standards.

During the current examination, our testing indicated an external validation of the Department’s self-
assessment of its internal audit function was performed. As a result, this finding is not repeated.
(Finding Code No. 2022-039, 2020-039)

. FINDING (Incomplete reporting in financial impact statements)

During the prior examination, the Department failed to comply with all the reporting requirements for
financial impact statements.

During the current examination, our testing indicated the Department reported the Fiscal Year 2022
and Fiscal Year 2023 Financial Impact Statements to the Clerk of the Circuit Court, during Fiscal Year
2023 and Fiscal Year 2024, respectively. The reports included the monthly cost of incarcerating an
individual and estimated construction cost per bed. In addition, the Department made the Fiscal Year
2022 and Fiscal Year 2023 available to the public for inspection and copying on Department’s website.
As a result, this finding is not repeated. (Finding Code No. 2022-040, 2020-054)
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S. FINDING (Failure to review reports of violence and public safety data)

During the prior examination, the Department facility management failed to review reports of violence
and public safety data on a quarterly basis.

During the current examination, our sample testing indicated the Department reviewed reports on

violence and public safety data on a quarterly basis. As a result, this finding is not repeated. (Finding
Code No. 2022-046, 2020-051)
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