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INTRODUCTION

The University’s financial audit report consists of three sets of financial statements as follows — The
financial statements of the University, and the revenue bond financial statements of the Auxiliary
Facilities System and the Health Services Facilities System.

This report contains only findings pertaining to the Financial Statement Audit.

The State Compliance Examination and Federal Single Audit Reports will be issued at a later date.

SYNOPSIS

e The University has not established adequate internal controls over access to the information systems used in
its financial reporting process.

» The University has not established adequate internal controls over accurately identifying and recording period
end accounts payable for financial reporting purposes.

{Expenditures and Activity Measures are summarized on the reverse page.}
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UNIVERSITY OF ILLINOIS

FINANCIAL AUDIT
For The Year Ended June 30, 2010
FINANCIAL OPERATIONS | 2010 | 2009
Operating Revenues
Tutition and fees, Net........cccccvereierererirererresrenn, $ 823,488,000 $ 743,286,000
Federal grants, contracts and appropriations........... 657,896,000 589,507,000
State and private gifts, grants and contracts............ 233,043,000 262,552,000
Hospital and medical activities............ccccocereivrnnae 761,913,000 671,387,000
Auxiliary enterprises, Net.......c..ccoeerverererierenenennns 368,515,000 348,134,000
Educational actiVities.........cocoeveoirenienciicneas 251,770,000 253,203,000
OthBN .t 14,544,000 16,172,000
Total Operating REVENUES...........cccoevvrveveerinane, 3 3,111,169,000 3 2,884,241,000
Operating Expenses
INSETUCHION. ...t $ 970,339,000 $ 961,305,000
RESEANCN.....ceiee 652,229,000 630,127,000
PUBIIC SEIVICE. ....evveiviiiiccee s 395,343,000 383,429,000
AcCademiC SUPPOIL.......cvreeirierieirie e 354,238,000 303,742,000
Hospital and medical activities.............ccocovevrevrennnn. 597,426,000 578,858,000
AuXxiliary enterprises.........cocoeoeereierenesiereeneseneane 310,794,000 306,967,000
Operation and maintenance of plant...................... 269,739,000 274,373,000
Institutional SUPPOIt..........ccoveerieiiieinenee e 228,610,000 229,737,000
Depreciation.......ccocveveieeieieieeeeese e 208,885,000 203,477,000
Scholarships and fellowships..........ccccoooeeiiiiinenns 215,270,000 200,038,000
OthBF .t 138,702,000 137,134,000
Total Operating EXPenses.......cccoveereerueneauennnn $ 4,341,575,000 $ 4,209,187,000
Operating INCOmMe (LOSS)......coevvvereeriireriesicressievenens $ (1,230,406,000) $ (1,324,946,000)
NONOPERATING REVENUES (EXPENSES)
State appPropriations...........cccvvevevivvieierisecresiseens $ 672,300,000 $ 699,038,000
Capital appropriations, gifts and grants.................. 82,508,000 13,550,000
Private gifts and endowments.........c.ccccevcvvevrnrenne. 144,197,000 141,315,000
On behalf payments for fringe benefits................... 634,745,000 486,022,000
Other, NEL....c.vviecice e 126,758,000 (29,915,000)
INCREASE (DECREASE) IN NET ASSETS......... $ 430,102,000 $ (14,936,000)
Net assets, beginning of year...........c.cccceveeecieieeennn, $ 2,357,758,000 $ 2,355,349,000
Implementation of New Accounting Pronouncements. - 26,926,000
Change in ACCOUNLING........cooeriiriinenee e (2,314,000) (9,581,000)
Net assets, beginning of year, as adjusted.................... 2,355,444,000 2,372,694,000
Net assets, end of Year.............ccccccvvveevvvieveirieennnn, $ 2,785,546,000 $ 2,357,758,000
SUMMARY - BALANCE SHEET | 2010 | 2009
CUITENT ASSELS......ovevevvereierereeeeee e $ 1,560,998,000 $ 1,268,249,000
Noncurrent Assets and Deferred outflows................... 3,980,224,000 3,898,674,000
TOtal ASSELS....oveveriicrriiree e $ 5,541,222,000 $ 5,166,923,000
Current Liabilities........ccoovrvrirvieinnensecsseens 913,063,000 1,033,888,000
Noncurrent Liabilities..........ccoooerioiienniiiieccee 1,842,613,000 1,775,277,000
Total LiabilitiesS.....ccooeeririeiireei e $ 2,755,676,000 $ 2,809,165,000
Total Net ASSEIS........cceiiiiiiiiiccicec e $ 2,785,546,000 $ 2,357,758,000
PRESIDENT

During Audit Period: B. Joseph White (7-1-09 thru 12-31-09), Interim President - Stanley Ikenberry (1-1-10
thru 6-30-10)
Currently: Michael Hogan




User profiles are not designed to
segregate conflicting duties

Annual access review process was
not completed in FY 2010 for all
departments

132 users had excessive access rights

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

INADEQUATE CONTROLS OVER USER ACCESS TO
INFORMATION SYSTEMS

The University has not established adequate internal
controls over access to the information systems used in its
financial reporting process.

The University operates an Enterprise Resource Planning
(ERP) system to manage the activities of the University. The
University functions in a highly distributed operating
environment with several thousand users having varying types
of system access. Access is granted to users of the
University’s information system based on standardized user
access profiles.

The standardized user profiles are intended to assist the
University in limiting access to the information systems based
upon the assigned job functions of the specific users to which
the profiles are assigned. However, the standardized user
profiles currently used by the University are not designed to
appropriately segregate conflicting duties and have resulted in
an excessive number of users with access rights that were
inappropriate based on their roles and job functions.

These exceptions identified during our 2009 review
consisted of user profiles with inappropriate access to update
or change employee pay rates, release financial holds, apply
various payments and override three way matching. These
exceptions also identified several user profiles with conflicting
user access abilities to create and self approve restricted
journal entries as well as update the University’s charts of
accounts. The University did not have procedures in place to
monitor user access through periodic access reviews.

During fiscal year 2010, the University began designing a
process to review transactions assigned to standardized user
profiles, train unit security contacts, and perform an annual
review for the ERP system. Although the Administration
Information Technology Services (AITS) has designed and
initiated an annual access review process, this review was not
completed during fiscal year 2010 for all departments.

In addition to the internal control deficiencies regarding
inappropriate access to update or change employee pay rates,
as well as users with conflicting access abilities to create and
self approve restricted journal entries, during the current year
we noted the following:

e There are 132 users (out of 517 total users reviewed)
who had excessive access rights that were not
appropriate based upon review of each users job



26 terminated users with active
accounts that were not removed
timely

University agrees with auditors

Subsequent disbursements totaling
$1,212,182 were not properly
identified

function.

e There are 26 terminated users with active accounts
that were not removed in a timely manner.

Further, we noted periodic reviews of terminated
employees with access to the information systems are not
performed consistently and documentation is not retained. In
addition, there are no procedures in place to perform a
periodic review of user access rights to the purchasing system
and no procedures are in place to monitor user access rights
for employees who transfer positions and change job
functions. (Finding 1, pages 5-6) This finding was first
reported in 2008.

We recommended that the University review and modify
the standard user profiles to ensure (1) the profiles assigned to
users appropriately limit each user’s access to the systems to
which they require access based upon their assigned job
responsibilities, (2) the authorization limits assigned to each
user are appropriate, and (3) supervisory reviews of
transactions are required as appropriate.

University officials accepted the recommendation and
stated that new policies and related procedures were
developed and became effective February 2010. Full
implementation is expected to be performed in fiscal year
2011. (For the previous University response, see Digest
footnote #1)

INADEQUATE YEAR END ACCOUNTS PAYABLE
PROCESS

The University has not established adequate internal
controls over accurately identifying and recording period end
accounts payable for financial reporting purposes.

During our review of cash disbursements subsequent to
year end, we identified seven subsequent disbursements
totaling $1,212,182 which pertained to fiscal year 2010, but
which were not properly identified by the University. Four of
these subsequent disbursements totaling $1,180,130 were not
identified because the University’s review of these
transactions did not include a review of the shipping
documents and any applicable shipping terms. (Finding 3,
Pages 10-11)

We recommended that the University review its current
process to assess the completeness of its accounts payable at
year end and consider changes necessary to ensure all period
end accounts payable are accurately identified and recorded.
Such procedures should include a determination of when the
underlying goods or services were received including a review
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University agrees with auditors

of shipping documentation and any applicable shipping terms.

University officials accepted the recommendation and
stated that they will take the necessary corrective action.

OTHER FINDINGS

The remaining finding is reportedly being given attention
by the University. We will review the University’s progress
towards the implementation of our recommendations in our
next engagement.

AUDITORS’ OPINION

Our auditors state the June 30, 2010 fipdncial statements
are fairly presented in all material respecs.

o

WILLIAM G. HOLLAX\D
Auditor General

WGH:TLK:pp
SPECIAL ASSISTANT AUDITORS

KPMG were our special assistant auditors.

DIGEST FOOTNOTES

#1 —Inadequate Controls Over User Access to Information Systems —
Previous University Response

Accepted. The University’s highly distributed operating environment
involves several thousand system users, in hundreds of departments across
three campuses. These users are engaged in a variety of business and
administrative functions necessary to perform the mission of the University.
In connection with the implementation of the integrated information systems
(Banner Systems) several years ago, certain system level controls and other
processes were put in place to restrict accounts/funds accessible for users to
post journal entries and also limit the ability of users to perform many other
types of transactions. The University believes that many of these controls
have been effective, but does agree that improvement to the user access
control environment is needed and will be beneficial.

Since mid fiscal-year 2009, the University has been actively developing new
policies and procedures to improve the controls over user access to
information systems. Included in these improvements are new policies and
procedures addressing controls over the set-up/maintenance of appropriate
user access profiles and processes to be followed by unit security contacts
(USCs). The improved USC controls include formally documented periodic
reviews of user access, as well as training and other enhancements. The
University’s target date for implementation is June 30, 2010. Staff has been
increased and realigned in this area in preparation of implementation. The
University plans to develop further user access controls enhancements, and
implement the new policies and procedures noted above, to address the
recommendations in this finding.
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