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833 SOUTH SPRING STREET, SPRINGFIELD, IL 62704

JB PRITZKER   EMPOWERING ILLINOIS VETERANS TERRY PRINCE
  GOVERNOR    TELEPHONE: 217-782-6641 VETERANS.ILLINOIS.GOV  DIRECTOR

STATE COMPLIANCE EXAMINATION
MANAGEMENT ASSERTION LETTER

April 15, 2025

Sikich CPA LLC
3051 Hollis Drive, 3rd Floor
Springfield, IL 62704

Ladies and Gentlemen:

We are responsible for the identification of, and compliance with, all aspects of laws, regulations, 
contracts, or grant agreements that could have a material effect on the operations of the Illinois 
Department of Veterans Affairs. We are responsible for, and we have established and maintained an 
effective system of internal controls over compliance requirements. We have performed an 
evaluation of the Department’s compliance with the following specified requirements during the two-
year period ended June 30, 2024. Based on this evaluation, we assert that during the years ended 
June 30, 2023, and June 30, 2024, the Department has materially complied with the specified 
requirements listed below. 

A. The Department has obligated, expended, received, and used public funds of the State
in accordance with the purpose for which such funds have been appropriated or
otherwise authorized by law.

B. The Department has obligated, expended, received, and used public funds of the State
in accordance with any limitations, restrictions, conditions, or mandatory directions
imposed by law upon such obligation, expenditure, receipt, or use.

C. Other than what has been previously disclosed and reported in the Schedule of Findings,
the Department has complied, in all material respects, with applicable laws and
regulations, including the State uniform accounting system, in its financial and fiscal
operations.

D. Other than what has been previously disclosed and reported in the Schedule of Findings,
State revenues and receipts collected by the Department are in accordance with
applicable laws and regulations and the accounting and recordkeeping of such revenues
and receipts is fair, accurate, and in accordance with law.

E. Money or negotiable securities or similar assets handled by the Department, on behalf of
the State or held in trust by the Department, have been properly and legally
administered, and the accounting and recordkeeping relating thereto is proper, accurate,
and in accordance with the law.

- 5 -



JB PRITZKER   EMPOWERING ILLINOIS VETERANS   TERRY PRINCE 
  GOVERNOR    TELEPHONE: 217-782-6641  VETERANS.ILLINOIS.GOV   DIRECTOR

In addition, we are aware of the following noncompliance matters which occurred during the period 
subsequent to June 30, 2024, which require disclosure by management under the attestation 
standards established by the American Institute of Certified Public Accountants (AT-C § 205.49).  

A. Paid Leave for All Workers Act – The Department is currently drafting a policy to rectify
and come into compliance with the Paid Leave for All Workers Act, specific to Personal
Services Contract (PSC) employees. Currently PSC employees do not accrue paid
benefit time.

B. A pharmacy contract for our Illinois Veterans’ Home in LaSalle was voided and
resubmitted with emergency conditions because the Department failed to get a novation
and notify the Illinois Chief Procurement Office when the company was bought out by
another vendor.

C. A contract amendment was voided because it was not approved by the Illinois Chief
Procurement Office prior to being executed.

D. Two food contract amendments for the Quincy and Manteno Veterans Homes had to be
cured via “Ratification Requests” with the Illinois Chief Procurement Office.

Sincerely,  

Illinois Department of Veterans Affairs 

Terry Prince, Director 

______________________________
Stephanie Heckenkamp, Chief Fiscal Officer 

Brittany Hawkins, Chief Legal Counsel 
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STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

STATE COMPLIANCE EXAMINATION 

For the Two Years Ended June 30, 2024 

STATE COMPLIANCE REPORT 

SUMMARY 

The State compliance testing performed during this examination was conducted in accordance with 

attestation standards established by the American Institute of Certified Public Accountants; the 

standards applicable to attestation engagements contained in Government Auditing Standards 

issued by the Comptroller General of the United States; the Illinois State Auditing Act (Act); and 

the Audit Guide. 

ACCOUNTANT’S REPORT 

The Independent Accountant’s Report on State Compliance and on Internal Control Over 

Compliance does not contain scope limitations or disclaimers but does contain a modified opinion 

on compliance and identifies material weaknesses over internal control over compliance. 

SUMMARY OF FINDINGS 

Current Prior 

Number of  Report Report 

Findings 27 32 

Repeated Findings 23 20

Prior Recommendations Implemented or Not Repeated 9 5 

SCHEDULE OF FINDINGS 

Item No. Page 

Last/First 

Reported Description Finding Type 

Current Findings

2024-001 15 New Inadequate Controls over Information 

Technology General Controls 

Material Weakness and 

Material Noncompliance 

2024-002 19 2022/2018 Lack of Adequate Controls over the 

Review of Internal Controls over 

Service Providers 

Material Weakness and 

Material Noncompliance 

2024-003 22 2022/2018 Lack of Department-Wide Disaster 

Recovery Plan or Testing to Ensure 

Recovery of Applications and Data 

Material Weakness and 

Material Noncompliance 

2024-004 24 2022/2016 Weaknesses in Performing 

Reconciliations 

Material Weakness and 

Material Noncompliance 
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STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

STATE COMPLIANCE EXAMINATION 

For the Two Years Ended June 30, 2024 

SCHEDULE OF FINDINGS (Continued) 

Item No. Page 

Last/First 

Reported Description Finding Type 

Current Findings (Continued)

2024-005 28 2022/2022 Voucher Processing Internal Controls 

Not Operating Effectively 

Material Weakness and 

Material Noncompliance 

2024-006 31 2022/2008 Inadequate Controls over the Purchase, 

Recording, and Reporting of State 

Property 

Material Weakness and 

Material Noncompliance 

2024-007 35 2022/2020 Receipt Processing Internal Controls 

Not Operating Effectively 

Material Weakness and 

Material Noncompliance 

2024-008 38 2022/2022 Failure to Implement Controls Related 

to Cybersecurity Programs 

Significant Deficiency 

and Noncompliance  

2024-009 41 2022/2020 Noncompliance with the Department of 

Veterans Affairs Act 

Significant Deficiency 

and Noncompliance 

2024-010 43 2022/2020 Noncompliance with the State Services 

Assurance Act 

Significant Deficiency 

and Noncompliance 

2024-011 44 2022/2022 Noncompliance with the Health Care 

Violence Prevention Act 

Significant Deficiency 

and Noncompliance 

2024-012 45 2022/2016 Incorrect Calculation of Resident 

Maintenance Fees 

Significant Deficiency 

and Noncompliance 

2024-013 46 2022/2020 Inadequate Controls over Personal 

Services 

Significant Deficiency 

and Noncompliance 

2024-014 49 2022/2008 Employee Performance Evaluations Not 

Performed Timely 

Significant Deficiency 

and Noncompliance 

2024-015 51 2022/2020 Failure to Ensure Employees Completed 

Mandatory Training 

Significant Deficiency 

and Noncompliance 
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STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

STATE COMPLIANCE EXAMINATION 

For the Two Years Ended June 30, 2024 

 

 

 

SCHEDULE OF FINDINGS (Continued) 

 

Item No. Page 

Last/First 

Reported Description Finding Type 

 

Current Findings (Continued) 

     

2024-016 54 2022/2022 Inadequate Controls over Fringe 

Benefits 

Significant Deficiency 

and Noncompliance 

     

2024-017 56 New Failure to Submit Employment Plan 

Data 

Significant Deficiency 

and Noncompliance 

 

2024-018 58 2022/2022 Inadequate Internal Controls over 

Census Data 

Significant Deficiency 

and Noncompliance 

 

2024-019 60 New Inadequate Controls over Contractual 

Agreements 

Significant Deficiency 

and Noncompliance 

 

2024-020 62 2022/2022 Inadequate Controls over the 

Identification of Leases under Statement 

No. 87 of the Governmental Accounting 

Standards Board 

Significant Deficiency 

and Noncompliance 

     

2024-021 64 2022/2022 Inadequate Controls over Maintenance 

of Postage Meters 

Significant Deficiency 

and Noncompliance 

     

2024-022 66 2022/2022 Failure to Ensure Telecommunication 

Devices were Timely Returned 

Significant Deficiency 

and Noncompliance  

     

2024-023 67 2022/2020 Weakness in Administration of State 

Vehicles 

Significant Deficiency 

and Noncompliance 

     

2024-024 70 2022/2022 Noncompliance with the Accountability 

for the Investment of Public Funds Act 

Significant Deficiency 

and Noncompliance 

     

2024-025 72 2022/2022 Inadequate Internal Controls Over 

Locally Held and Petty Cash Funds  

Significant Deficiency 

and Noncompliance 

     

2024-026 75 New Inadequate Controls over the Reporting 

of Accounts Receivable 

Significant Deficiency 

and Noncompliance 

     

2024-027 77 2022/2018 Inadequate Controls over the Reporting 

of Field Service Office Activities and 

Information 

Significant Deficiency 

and Noncompliance 
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STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

STATE COMPLIANCE EXAMINATION 

For the Two Years Ended June 30, 2024 

SCHEDULE OF FINDINGS (Continued) 

Item No. Page 

Last/First 

Reported Description 

Prior Findings Not Repeated 

A 79 2022/2020 Failure to Provide Requested 

Documentation 

B 79 2022/2020 Noncompliance with Statutory 

Reporting 

C 79 2022/2020 Weaknesses Noted in the Department’s 

Internal Audit Function 

D 80 2022/2010 Inaccurate Agency Workforce Reports 

E 80 2022/2014 Inaccurate Reporting of Emergency 

Purchases 

F 80 2022/2016 Inaccurate Fee Imposition Report 

G 80 2022/2020 Weakness in Change Management 

H 81 2022/2022 Noncompliance with the State Finance 

Act 

I 81 2022/2022 Weaknesses in Processing Refund 

Receipts  
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STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

STATE COMPLIANCE EXAMINATION 

For the Two Years Ended June 30, 2024 

EXIT CONFERENCE 

The findings and recommendations appearing in this report were discussed with Department 

personnel at an exit conference on March 19, 2025. 

Attending were: 

Illinois Department of Veterans Affairs  

Terry Prince, Director  

Jassen Strokosch, Chief of Staff  

Stephanie Heckenkamp, Chief Fiscal Officer 

Laura Cadagin, GAAP Coordinator  

Office of the Auditor General  

Dennis Gibbons, Senior Audit Manager 

Sikich CPA LLC 

Amy L. Sherwood, Principal 

Shannon Leach, Manager  

The responses to the recommendations were provided by Russell Needler, Chief Internal Auditor, 

in a correspondence dated March 26, 2025.  
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3051 Hollis Drive, 3rd Floor 
Springfield, IL 62704 

217.793.3363 

INDEPENDENT ACCOUNTANT’S REPORT ON STATE  

COMPLIANCE AND ON INTERNAL CONTROL OVER COMPLIANCE 

Honorable Frank J. Mautino 

Auditor General 

State of Illinois 

Report on State Compliance 

As Special Assistant Auditors for the Auditor General, we have examined compliance by the State of 

Illinois, Department of Veterans Affairs (Department) with the specified requirements listed below, 

as more fully described in the Audit Guide for Financial Audits and Compliance Attestation 

Engagements of Illinois State Agencies (Audit Guide) as adopted by the Auditor General, during the 

two years ended June 30, 2024. Management of the Department is responsible for compliance with 

the specified requirements. Our responsibility is to express an opinion on the Department’s 

compliance with the specified requirements based on our examination. 

The specified requirements are: 

A. The Department has obligated, expended, received, and used public funds of the State in

accordance with the purpose for which such funds have been appropriated or otherwise

authorized by law.

B. The Department has obligated, expended, received, and used public funds of the State in

accordance with any limitations, restrictions, conditions, or mandatory directions imposed

by law upon such obligation, expenditure, receipt, or use.

C. The Department has complied, in all material respects, with applicable laws and

regulations, including the State uniform accounting system, in its financial and fiscal

operations.

D. State revenues and receipts collected by the Department are in accordance with applicable

laws and regulations and the accounting and recordkeeping of such revenues and receipts

is fair, accurate, and in accordance with law.

E. Money or negotiable securities or similar assets handled by the Department on behalf of

the State or held in trust by the Department have been properly and legally administered

and the accounting and recordkeeping relating thereto is proper, accurate, and in

accordance with law.
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Our examination was conducted in accordance with attestation standards established by the American 
Institute of Certified Public Accountants, the standards applicable to attestation engagements 
contained in Government Auditing Standards issued by the Comptroller General of the United States, 
the Illinois State Auditing Act (Act), and the Audit Guide. Those standards, the Act, and the Audit 
Guide require that we plan and perform the examination to obtain reasonable assurance about whether 
the Department complied with the specified requirements in all material respects. An examination 
involves performing procedures to obtain evidence about whether the Department complied with the 
specified requirements. The nature, timing, and extent of the procedures selected depend on our 
judgement, including an assessment of the risks of material noncompliance with the specified 
requirements, whether due to fraud or error. We believe that the evidence we obtained is sufficient 
and appropriate to provide a reasonable basis for our modified opinion.  
 
We are required to be independent and to meet our other ethical responsibilities in accordance with 
relevant ethical requirements relating to the engagement. 
 
Our examination does not provide a legal determination on the Department’s compliance with the 
specified requirements. 
 
Our examination disclosed material noncompliance with the following specified requirements 
applicable to the Department during the two years ended June 30, 2024. As described in the 
accompanying Schedule of Findings as items 2024-001 through 2024-006, the Department had not 
complied, in all material respects, with applicable laws and regulations, including the State uniform 
accounting system, in its financial and fiscal operations. As described in the accompanying Schedule 
of Findings as item 2024-007, the Department had not ensured the State revenues and receipts 
collected by the Department were in accordance with applicable laws and regulations and the 
accounting and recordkeeping of such revenues and receipts were fair, accurate, and in accordance 
with law.  
 
In our opinion, except for the material noncompliance with the specified requirements described in 
the preceding paragraph, the Department complied with the specified requirements during the two 
years ended June 30, 2024, in all material respects. However, the results of our procedures disclosed 
instances of noncompliance with the specified requirements, which are required to be reported in 
accordance with criteria established by the Audit Guide and are described in the accompanying 
Schedule of Findings as items 2024-008 through 2024-027.  
 
The Department’s responses to the compliance findings identified in our examination are described in 
the accompanying Schedule of Findings. The Department’s responses were not subjected to the 
procedures applied in the examination and, accordingly, we express no opinion on the responses. 
 
The purpose of this report is solely to describe the scope of our testing and the results of that testing 
in accordance with the requirements of the Audit Guide. Accordingly, this report is not suitable for 
any other purpose. 
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Report on Internal Control Over Compliance 

Management of the Department is responsible for establishing and maintaining effective internal 

control over compliance with the specified requirements (internal control). In planning and performing 

our examination, we considered the Department’s internal control to determine the examination 

procedures that are appropriate in the circumstances for the purpose of expressing our opinion on the 

Department’s compliance with the specified requirements and to test and report on the Department’s 

internal control in accordance with the Audit Guide, but not for the purpose of expressing an opinion 

on the effectiveness of the Department’s internal control. Accordingly, we do not express an opinion 

on the effectiveness of the Department’s internal control. 

Our consideration of internal control was for the limited purpose described in the preceding paragraph 

and was not designed to identify all deficiencies in internal control that might be material weaknesses or 

significant deficiencies and, therefore, material weaknesses or significant deficiencies may exist that have 

not been identified. However, as described in the accompanying Schedule of Findings, we did identify 

certain deficiencies in internal control that we consider to be material weaknesses and significant 

deficiencies.  

A deficiency in internal control exists when the design or operation of a control does not allow 

management or employees, in the normal course of performing their assigned functions, to prevent, 

or detect and correct, noncompliance with the specified requirements on a timely basis. A material 

weakness in internal control is a deficiency, or a combination of deficiencies, in internal control, such 

that there is a reasonable possibility that material noncompliance with the specified requirements will 

not be prevented, or detected and corrected, on a timely basis. We consider the deficiencies described 

in the accompanying Schedule of Findings as items 2024-001 through 2024-007 to be material 

weaknesses. 

A significant deficiency in internal control is a deficiency, or a combination of deficiencies, in internal 

control that is less severe than a material weakness, yet important enough to merit attention by those 

charged with governance. We consider the deficiencies described in the accompanying Schedule of 

Findings as items 2024-008 through 2024-027 to be significant deficiencies.  

As required by the Audit Guide, immaterial findings excluded from this report have been reported in a 

separate letter. 

The Department’s responses to the internal control findings identified in our examination are described 

in the accompanying Schedule of Findings. The Department’s responses were not subjected to the 

procedures applied in the examination and, accordingly, we express no opinion on the responses. 

The purpose of this report is solely to describe the scope of our testing of internal control and the 

results of that testing based on the requirements of the Audit Guide. Accordingly, this report is not 

suitable for any other purpose.  

Springfield, Illinois 

April 15, 2025
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STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

SCHEDULE OF FINDINGS 

For the Two Years Ended June 30, 2024 

 

 

2024-001. FINDING (Inadequate Controls over Information Technology General Controls) 

 

The Illinois Department of Veterans Affairs (Department) failed to maintain adequate 

general information technology internal controls over its applications.  

 

We tested information technology general controls (ITGCs) for eight Department 

applications assessed to have a material impact on the Department’s financial 

information and/or operations. ITGCs help prevent unauthorized access, data 

breaches, and operational disruptions and include software implementation, user 

account creation, and data management. Strong ITGCs increase the integrity and 

reliability of information. Access provisioning steps were performed for each 

application, while change management was performed for applications maintained by 

the Department. We were provided with a listing of all applications utilized by the 

Department to perform an analysis of significance and material impact. We were 

unable to determine the completeness and accuracy of the population. Even given the 

population limitations, we still performed ITGC testing over the eight applications 

selected.  

 

Change Management 

 

Change control is the systematic approach to managing changes to an IT environment, 

applications, or data. The purpose is to prevent unnecessary and/or unauthorized 

changes, ensure all changes are documented, and minimize any disruptions due to 

system changes. The Department is responsible for change control for applications 

managed in-house. We tested a sample of four changes across three of the eight total 

applications selected. For one of four (25%) changes, the same individual who 

programmed the change also moved it into production. For this same change, the 

Department also did not follow its internal procedures for change management.  

 

  Access Provisioning  

 

We tested the Department’s access provisioning procedures for a sample of 402 users 

across eight applications. Our sample of 402 users was comprised of 173 existing 

users, 79 new-hired users, 134 terminated users, and 16 users with administrative 

rights. As part of our testing, we were required to obtain a listing of new-hires and 

terminated employees to compare against application user populations. We were 

unable to determine the completeness and accuracy of the terminated employee 

population. Even given the population limitations, which hindered our ability to 

determine whether the selected samples were representative of the population, we still 

performed testing over it. We noted the following exceptions:  

 

• Access was not properly revoked upon employee separation for 116 of 134 

(87%) terminated employees tested.   
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STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

SCHEDULE OF FINDINGS 

For the Two Years Ended June 30, 2024 

 

 

2024-001. FINDING (Inadequate Controls over Information Technology General Controls) 

(Continued) 

 

• Two of 16 (13%) users tested, with administrative level access, did not require 

access to perform their job responsibilities.  

• Two of 173 (1%) existing users tested with access to the application did not 

require access to perform their job responsibilities.  

• The Department was unable to provide supporting documentation for proper 

approval for 28 of 79 (35%) new-hired users tested.  

• The Department was unable to provide supporting documentation for 

reasonableness of access for 4 of 173 (2%) existing users tested.  

 

Additionally, the Department did not perform an annual review of user access for all 

eight applications selected for testing.  

 

Lastly, we noted through testing of the Department of Innovation and Technology 

(DoIT) Complimentary User Entity Controls (CUECs) that the security software IDs 

and dormant Account Directory accounts were also not reviewed annually by the 

Department.  

 

Generally accepted information technology guidance endorses the development of 

well-designed and well-managed controls to protect computer systems and data, 

including regular reviews of user access rights.  

 

The Department’s Access Control Policy requires an “IDVA User Request Form” to 

be completed by an employee’s supervisor prior to the hire date. The form must 

indicate which folders and applications are needed for the new employee and approval 

by the supervisor. Additionally, all users that have separated from the Department must 

be offboarded. The employee’s supervisor must complete the offboarding form 

managed by the Human Resource (HR) Hiring Unit, who will notify the appropriate 

Agency Tech Service Requestor (ATSR), who will submit an offboarding ticket to 

remove all access as of the end of the business day of the separated employee’s last 

day.  

 

The Security and Privacy Controls for Information Systems and Organizations 

(Special Publication 800-53, Fifth Revision) published by the National Institute of 

Standards and Technology (NIST), Configuration Management section, requires 

entities to ensure applications are modified in a manner that promotes consistency, 

integrity, and security and to ensure access is appropriate and timely terminated, and 

access reviews are conducted periodically.  
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STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

SCHEDULE OF FINDINGS 

For the Two Years Ended June 30, 2024 

 

 

2024-001. FINDING (Inadequate Controls over Information Technology General Controls) 

(Continued) 

 

The Statement on Standards for Attestation Engagements (AT-C § 205.36) 

promulgated by the American Institute of Certified Public Accountants states that 

when using information produced by the entity, the practitioner should evaluate 

whether the information is sufficiently reliable for the practitioner’s purposes, 

including obtaining evidence about the accuracy and completeness of the information, 

and evaluating whether the information is sufficiently precise and detailed for the 

practitioner’s purposes. 

 

Additionally, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires 

the Department to establish and maintain a system, or systems, of internal fiscal and 

administrative controls to provide assurance that revenues, expenditures, and transfers 

of assets, resources, or funds applicable to operations are properly recorded and 

accounted for to permit the preparation of accounts and reliable financial and statistical 

reports and to maintain accountability over the State’s resources.  

 

Department management stated the exceptions were due to employee oversight and 

lack of sufficient resources in various divisions.  

 

An increased risk of unauthorized access and changes could occur without the 

implementation of adequate controls and procedures. These deficiencies increase the 

risk that confidentiality, integrity, and availability of data could be compromised. 

(Finding Code No. 2024-001) 

 

RECOMMENDATION 

 

We recommend the Department implement controls related to the segregation of duties 

surrounding change management practices to ensure the same individual who 

programmed the change cannot also move it to production. Additionally, we 

recommend the Department ensure users’ access to its applications is appropriate 

based on job responsibilities, timely remove access for users who are no longer with 

the Department, maintain proper documentation for new hires’ user access approvals, 

and ensure users with administrative access rights are required to have the rights based 

on their job responsibilities. Lastly, we recommend the Department perform annual 

user access reviews of its major applications and annual reviews of security software 

IDs and dormant Account Directory accounts.  
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2024-001. FINDING (Inadequate Controls over Information Technology General Controls) 

(Continued) 

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding and has added additional checks and balances 

to the change management system. These will ensure all changes are thoroughly tested 

and approved for migration by an individual other than the programmer who made the 

application changes. Additionally, the Department is in the process of auditing all user 

and access rights to supplemental applications and reviewing those findings with the 

responsible business owner unit to ensure only appropriate access is authorized for 

users. This review will be conducted semi-annually in the future. 
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2024-002. FINDING (Lack of Adequate Controls over the Review of Internal Controls over 

Service Providers) 

 

  The Illinois Department of Veterans Affairs (Department) did not obtain or conduct 

timely independent internal control reviews over all its service providers.  

   

  The Department utilizes four service providers for medical billing, hosting of medical 

records, and application hosting. Some of the information controlled by the service 

providers would be classified as personally identifiable information and protected 

health information.  

 

  During testing, we noted the following:  

• The Department did not obtain a System and Organization Control (SOC) report 

for two of four (50%) service providers. 

 

• The Department did not complete a review of the SOC reports for one of four 

(25%) service providers. 

 

• The Department documented an internal review of the related SOC reports for 

one provider; however, the review was not complete. We noted the following: 

 

o  The SOC reports identified Complementary User Entity Controls (CUEC) 

necessary for the Service Organization’s system which relies on the 

Department to implement the CUECs in order to achieve the Service 

Organization’s control objectives. The Department did not perform an 

assessment to determine whether it had implemented the CUECs for each 

report.  

 

o  The SOC external service provider reports identified additional subservice 

organizations used by the Service Organization that were carved out of the 

SOC report. These subservice organizations required additional CUECs 

and the service provider relied on the subservice organizations to 

implement the CUECs in order to achieve the Service Organization's 

control objectives. The Department did not perform additional 

assessments on the subservice organizations to determine whether the 

CUECs had been implemented. 
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2024-002. FINDING (Lack of Adequate Controls over the Review of Internal Controls over 

Service Providers) (Continued)  

o  The SOC reports had qualified or adverse opinions due to deficiencies 

noted by the SOC auditors. The Department did not perform an analysis 

on whether it could rely on the external service provider’s controls due to 

the deficiencies noted in the SOC reports with qualified opinions. Through 

our assessment of the types of deficiencies noted by the SOC auditors, and 

the substantive testing we performed in other areas of our audit, we were 

able to rely on the testing and assurance provided by the SOC reports. 

 

• The Department was unable to provide a contract or agreement with one of four 

(25%) service providers. 

  This finding was first noted in the Department’s Fiscal Year 2017 – Fiscal Year 2018 

State compliance examination, six years ago. As such, Department management has 

been unsuccessful in implementing a corrective action plan to remedy this deficiency. 

 

The Department is responsible for the design, implementation, and maintenance of 

internal controls related to information systems and operations to ensure resources and 

data are adequately protected from unauthorized or accidental disclosure, 

modifications, or destruction. This responsibility is not limited due to the process being 

outsourced. 

 

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the 

Department to establish and maintain a system, or systems, of internal fiscal and 

administrative controls, to provide assurance that revenues, expenditures, and transfers 

of assets, resources, or funds applicable to operations are properly recorded and 

accounted for to permit the preparation of accounts and reliable financial and statistical 

reports and to maintain accountability over the State’s resources.  

 

Additionally, the Security and Privacy Controls for Information Systems and 

Organizations (Special Publication 800-53, Fifth Revision) published by the National 

Institute of Standards and Technology (NIST), System and Service Acquisition and 

Configuration Management Sections, sanctions the development, implementation, and 

monitoring of internal controls over changes, access, and service providers. 

 

Department management indicated insufficient service provider management was due 

to a lack of resources to devote to the required tasks.  
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2024-002. FINDING (Lack of Adequate Controls over the Review of Internal Controls over 

Service Providers) (Continued) 

 

Without having obtained and adequately reviewed and analyzed SOC reports or 

conducted another form of independent internal control review, the Department does 

not have assurance that the service providers’ internal controls are adequate. 

Additionally, failure to maintain contracts and agreements with service providers 

hinders governmental oversight. (Finding Code No. 2024-002, 2022-023, 2020-023, 

2018-015) 

   

RECOMMENDATION 

 

  We recommend the Department obtain SOC reports for its service providers and 

perform documented reviews to determine how the opinions of the reports impact the 

Department’s use of the service providers and formally evaluate the CUECs. We 

further recommend the Department obtain assurance of the service providers’ control 

environments when a SOC report is not available. Lastly, we recommend the 

Department maintain contracts or agreements with all service providers.   

 

  DEPARTMENT RESPONSE  

 

  The Department agrees with the finding and is investigating the availability of outside 

assistance in reviewing SOC reports and developing and implementing 

complementary user entity controls (CUECs). The Department is also working to 

improve its tracking of contracts requiring SOC reports. 
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2024-003. FINDING (Lack of Department-Wide Disaster Recovery Plan or Testing to Ensure 

Recovery of Applications and Data)  

 

  The Illinois Department of Veterans Affairs (Department) did not ensure adequate 

planning for the recovery of its applications and data.  

 

The Department had not developed a Department-wide disaster recovery plan or 

performed disaster recovery testing during the examination period.  

 

The Department had application-specific recovery plans for two in-house applications; 

however, these plans lacked some elements such as training requirements and testing 

schedules.  

 

The Department provided a Business Impact Analysis (BIA) that was dated August 

30, 2021. No updates were performed on the BIA during the examination period. The 

BIA documented seven business areas and 40 business functions and applications that 

support them. However, the Department had not fully incorporated the results of its 

BIA into its contingency plans.  

 

This finding was first noted during the Department’s Fiscal Year 2017 – Fiscal Year 

2018 State compliance examination, six years ago. As such, Department management 

has been unsuccessful in implementing a corrective action plan to remedy these 

deficiencies.  

 

The Contingency Planning Guide for Information Technology Systems published by 

the National Institute of Standards and Technology (NIST) requires entities to have an 

updated and regularly tested disaster contingency plan to ensure the timely recovery 

of applications and data. 

 

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the 

Department to establish and maintain a system, or systems, of internal fiscal and 

administrative controls to provide assurance funds, property, and other assets and 

resources are safeguarded against waste, loss, unauthorized use, and misappropriation.  

 

The Department indicated a continued lack of resources hindered the development of 

the Department-wide recovery plan as well as recovery testing exercises.   

 

Without an adequately documented and tested recovery plan, the Department cannot 

ensure its critical systems could be recovered within an acceptable period, therefore 

minimizing the impact associated with a disaster. (Finding Code No. 2024-003, 2022-

022, 2020-022, 2018-013)  
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2024-003. FINDING (Lack of Department-Wide Disaster Recovery Plan or Testing to Ensure 

Recovery of Applications and Data) (Continued) 

 

RECOMMENDATION 

 

We recommend the Department develop a Department-wide recovery plan and 

incorporate the results of its BIA to ensure recovery plans reflect the needs of the 

Department. In addition, we recommend disaster recovery testing of critical systems 

and components be conducted and documented at least annually.  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding. Disaster recovery has been added to all 

applications and systems within Service Now – Application Process Management 

(APM). All applications, including Power BI reports have been added to the APM and 

now include disaster recovery steps for all applications. Once approved by the DoIT 

Cyber Resiliency team, they will be put into APM production. The data classification 

and the disaster recovery will be automated and scheduled for annual testing. 
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2024-004. FINDING (Weaknesses in Performing Reconciliations)  

 

The Illinois Department of Veterans Affairs (Department) demonstrated weaknesses 

in performing reconciliations during the engagement period.  

 

During our testing of various reconciliations of Department and Office of Comptroller 

(Comptroller) records, we noted the following:  

 

• During our testing of the Department’s reconciliation of its monthly transfer 

records to the Appropriation Transfer Report (SB03), we noted:  

o  For one of four (25%) months tested, the reconciliation was not performed 

within 60 days of the month end. It was performed 19 days late.  

o  For two of four (50%) months tested, the incorrect amounts were used as 

the agency transfer limit within the reconciliation. This caused the 

available appropriations balance to not agree between the SB03 and 

Department records.  

o  For one of four (25%) months tested, the incorrect prior month balance 

was carried forward, resulting in an incorrect amount being reflected as 

the total transfer amount per the Department’s records.  

 

• The reconciliation of the Monthly Obligation Activity Report (SC15 Report) for 

one of four (25%) months selected was not performed within 60 days of the 

month end. It was performed 168 days late.  

 

• During our testing of the Department’s reconciliation of its monthly cash records 

to the Cash Report (SB05), we noted: 

o  The reconciliation was not performed within 60 days of the month end for 

one of four (25%) funds tested. It was performed 189 days late.  

o  The reconciliations were not performed accurately for two of four (50%) 

funds tested, and the Department was unable to explain the variances 

through supporting documentation.  

 

• The Office of the Auditor General (OAG) generated and provided us Data 

Analytics performed over the SB05. We were provided with reports for ten non-

shared funds administered by the Department. During our testing over the Data 

Analytics, we noted the following:  

o  There were differences between the Enterprise Resource Planning (ERP) 

system and the Department records regarding the ending cash balance 

totaling $5,084,090 for Fiscal Year 2023, and $5,803,283 for Fiscal Year 

2024.  
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2024-004. FINDING (Weaknesses in Performing Reconciliations) (Continued)  

o  There were differences between the Statewide Accounting Management 

System (SAMS) and the Department records in Fiscal Year 2024 regarding 

the Comptroller ending cash balance totaling $916,110.  

o  The Department did not conduct year-end reconciliations for 1 of 10 

(10%) funds in Fiscal Year 2023, and 2 of 10 (20%) funds in Fiscal Year 

2024. Therefore, variances noted within these funds were unexplained. 

 

• During our testing of the Department’s reconciliation of its monthly expenditure 

records to the Monthly Appropriation Status Report (SB01), we noted:  

o  The unexpended budget authority amount did not agree to the underlying 

SB01 for 3 of 21 (14%) reconciliations.  

o  The unexpended budget authority amount did not agree to the underlying 

Department records for 1 of 21 (5%) reconciliations.  

o  The Department was unable to provide supporting documentation for the 

reconciling items for 2 of 21 (10%) reconciliations.  

o  The Department was unable to provide 2 of 21 (10%) reconciliations.  

o  We were unable to tie vouchers in-transit to the subsequent month’s SB01 

to verify it had cleared for 1 of 21 (5%) reconciliations.   

 

• The OAG generated and provided us Data Analytics performed over the SB01. 

The Department was unable to provide supporting documentation for 

reconciling items totaling $56,040 for Fiscal Year 2023, and $12,932 for Fiscal 

Year 2024.  

 

• During our testing of the Department’s reconciliation of its monthly receipt 

records to the Revenue Status Report (SB04), we selected a total of four months 

to test for timeliness, and two months to test for accuracy across nine funds. We 

noted the following:  

o  The reconciliations were not performed within 60 days of the month end 

for 5 of 36 (14%) reconciliations. These were performed between 20 and 

100 days late.  

o  The reconciliations were not dated for 2 of 36 (6%) reconciliations, 

therefore we were unable to determine if they were performed timely.  

o  We were unable to trace amounts reported within the reconciliation to 

Department records for 4 of 18 (22%) reconciliations.  

 

• The OAG generated and provided us Data Analytics performed over the SB04. 

During our testing, we noted reconciling items in the amount of $39,013 were 

outstanding at the end of the Fiscal Year 2023. The Department was unable to 

provide supporting documentation that these reconciling items had subsequently 

cleared.   
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2024-004. FINDING (Weaknesses in Performing Reconciliations) (Continued)  

 

During the prior examination, we noted the Department did not prepare reconciliations 

of the Object Expense/Expenditures by Quarter Report (SA02). During the current 

examination, this was no longer a requirement and therefore was not considered an 

exception.  

 

This finding was first noted during the Department’s Fiscal Year 2015 – Fiscal Year 

2016 State compliance examination, eight years ago. As such, Department 

management has been unsuccessful in implementing a corrective action plan to 

remedy this deficiency. 

 

The SAMS Manual (Procedure 07.30.20) states agency reconciliations are the primary 

control that ensures certain requirements are being satisfied. Agencies must reconcile 

to SAMS on a monthly basis and notify the Comptroller of any irreconcilable 

differences so that necessary corrective action can be taken to locate the differences 

and correct the accounting records. These reconciliations must be completed within 

60 days of the month end. The Comptroller provides each agency which has had 

activity during the month with up to six reconciliation reports. SAMS identifies the 

following key reports for agency reconciliations:  

 

• Monthly Appropriation Transfer Report – Report SB03 (Procedure 07.30.24) 

• Monthly Cash Report – Report SB05 (Procedure 09.40.30) 

• Monthly Appropriation Status – Report SB01 (Procedure 11.40.20) 

• Monthly Agency Contract Report – Report SC14 (Procedure 15.30.10) 

• Monthly Obligation Activity Report – Report SC15 (Procedure 15.30.20) 

• Monthly Revenue Status – Report SB04 (Procedure 25.40.20)  

 

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the 

Department to establish and maintain a system, or systems, of internal fiscal and 

administrative controls to provide assurance that revenues, expenditures and transfers 

of assets, resources, or funds applicable to operations are properly recorded and 

accounted for to permit the preparation of accounts and reliable financial and statistical 

reports and to maintain accountability over the State’s resources.  

 

The State Records Act (5 ILCS 160/8) requires the Department to make and preserve 

records containing adequate and proper documentation of the functions and 

procedures of the Department.  

 

Department management indicated these exceptions were due to various reasons, such 

as lack of experience in staff performing reconciliations, lack of communication 

between Central Office and the Homes, and lack of adequate control mechanisms to 

ensure documentation retention.   
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2024-004. FINDING (Weaknesses in Performing Reconciliations) (Continued)  

 

Failure to document when reconciliations were performed prevents the Department 

from adequately monitoring its internal controls over timely completion of 

reconciliations as well as ensuring compliance with SAMS. Failure to perform 

accurate and timely reconciliations is noncompliance with SAMS and increases the 

risk differences will go undetected and uncorrected. (Finding Code No. 2024-004, 

2022-014, 2020-013, 2018-005, 2016-005)  

 

RECOMMENDATION 

 

We recommend the Department strengthen internal controls over its reconciliation of 

obligations, appropriations, transfers, revenues, and cash expenditures to ensure they 

are performed timely and accurately. Furthermore, we recommend the Department 

document the dates all monthly report reconciliations are completed and timely notify 

the Comptroller of any differences noted. Lastly, we recommend the Department retain 

adequate supporting documentation for reconciling items.  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding and is currently working on its reconciliation 

procedures to improve internal controls and provide consistency in reconciling all 

funds. New procedures will provide for timely and accurate reconciliations with all 

supporting documentation and with timely correction of any errors.  
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2024-005. FINDING (Voucher Processing Internal Controls Not Operating Effectively) 

 

  The Illinois Department of Veterans Affairs’ (Department) internal controls over its 

voucher processing function were not operating effectively during the examination 

period. 

 

  Due to our ability to rely upon the processing integrity of the Enterprise Resource 

Planning (ERP) System operated by the Department of Innovation and Technology 

(DoIT), we were able to limit our voucher testing at the Department to determine 

whether certain key attributes were properly entered by the Department’s staff into the 

ERP System. In order to determine the operating effectiveness of the Department’s 

internal controls related to voucher processing and subsequent payment of interest, we 

selected a sample of key attributes (attributes) to determine if the attributes were 

properly entered into the ERP System based on supporting documentation. The 

attributes tested were 1) vendor information, 2) expenditure amount, 3) object(s) of 

expenditure, and 4) the later of the receipt date of the proper bill or the receipt date of 

the goods and/or services. 

 

  Our testing noted 4 of 140 (3%) attributes were not properly entered into the ERP 

System. Therefore, the Department’s internal controls over voucher processing were 

not operating effectively. 

 

  The Statewide Accounting Management System (SAMS) Manual (Procedure 

17.20.20) requires the Department to, after receipt of goods or services, verify the 

goods or services received met the stated specifications and prepare a voucher for 

submission to the Office of Comptroller (Comptroller) to pay the vendor, including 

providing vendor information, the amount expended, and object(s) of expenditure. 

Further, the Illinois Administrative Code (Code) (74 Ill. Admin. Code 900.30) requires 

the Department to maintain records which reflect the date goods were received and 

accepted, the date services were rendered, and the proper bill date. Finally, the Fiscal 

Control and Internal Auditing Act (30 ILCS 10/3001) requires the Department to 

establish and maintain a system, or systems, of internal fiscal and administrative 

controls to provide assurance expenditures are properly recorded and accounted for to 

permit the preparation of accounts and reliable financial and statistical reports and to 

maintain accountability over the State’s resources. 

 

  Department management stated these exceptions were due to staff not understanding 

or following voucher processing procedures. 

 

  Due to this condition, we qualified our opinion because we determined the Department 

had not complied, in all material respects, with applicable laws and regulations, 

including the State uniform accounting system, in its financial and fiscal operations.  
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2024-005. FINDING (Voucher Processing Internal Controls Not Operating Effectively) 

(Continued)  

 

  Even given the limitations noted above, we conducted an analysis of the Department’s 

expenditures data for Fiscal Years 2023 and 2024 to determine compliance with the 

State Prompt Payment Act (Act) (30 ILCS 540) and the Code (74 Ill. Admin. Code 

900.70). We noted the following noncompliance:  

 

• The Department owed 27 vendors interest totaling $5,944 in Fiscal Years 2023 

and 2024; however, the Department had not approved these vouchers for 

payment to the vendors. 

 

   The Act (30 ILCS 540/3-2) requires the Department to pay interest to vendors 

who have not been paid within 90 days of receipt of a proper bill or invoice.  

 

   Department management stated these exceptions were due to various business 

areas not running reports of prompt payment interest due, resulting in a lack of 

reviewing and paying invoices.  

 

• The Department did not timely approve 3,110 of 33,172 (9%) vouchers 

processed during the examination period, totaling $14,765,270. We noted these 

vouchers were approved between 1 and 446 days late. 

 

   The Code (74 Ill. Admin. Code 900.70) requires the Department to timely review 

each vendor’s invoice and approve proper bills within 30 days after receipt. 

 

   Department management stated these exceptions were due to staff shortages and 

turnover within various business areas.  

 

  Failure to properly enter the key attributes into the State’s ERP System when 

processing a voucher for payment hinders the reliability and usefulness of data 

extracted from the ERP System, which can result in improper interest calculations and 

expenditures. Further, failure to timely process proper bills and approve vouchers for 

payment of interest due represents noncompliance with the Code and the Act, 

contributes to inefficiencies with the State’s timely payment of bills, and may subject 

the State to unnecessary interest charges. (Finding Code No. 2024-005, 2022-002)  

 

  RECOMMENDATION 

 

  We recommend the Department design and maintain internal controls to provide 

assurance its data entry of key attributes into the ERP System is complete and accurate. 

Further, we recommend the Department approve proper bills within 30 days of receipt 

and approve vouchers for payment of interest due to vendors. 
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2024-005. FINDING (Voucher Processing Internal Controls Not Operating Effectively) 

(Continued)  

   

  DEPARTMENT RESPONSE 

   

  The Department agrees with the finding and has developed and implemented 

procedures that will reduce invoice processing time. Management will also review 

current policies and procedures for any changes that may need to be updated and 

provide additional staff training. 
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2024-006. FINDING (Inadequate Controls over the Purchase, Recording, and Reporting of 

State Property)  

 

  The Illinois Department of Veterans Affairs (Department) did not exercise adequate 

control over the recording, reporting, and inventorying of State property.  

 

  We noted the following during our examination of the Department’s equipment records 

and controls over property: 

• During our examination of the Department’s equipment records: 

   

No. of 

Items 

Tested 

Exceptions 

Description of Exceptions No. % 

LaSalle Veterans Home 

20 1 5% A wheelchair was on the agency asset listing but had 

been deactivated and could not be physically 

examined. This item is valued at $2,795. 

Manteno Veterans Home 

20 3 15% A grill, thermometer/data logger, and a monitor could 

not be traced to the agency inventory records. These 

items are valued at $2,494.  

20 1 5% A wheelchair was not able to be physically located and 

could not be physically examined. This item is valued 

at $2,654.  

Anna Veterans Home 

20 5 25% Four 32-inch smart TVs and a 43-inch television with 

a USB port were not found on the annual inventory 

report to the Department of Central Management 

Services (CMS). These items are valued at $1,064. 

20 3 15% Two 32-inch TVs and a printer could be traced to the 

asset listing provided by the Anna Home, but were not 

found on the agency-wide asset listing for the 

Department. These items are valued at $893. 

20 2 10% A dresser and refrigerator could not be located on 

either the asset listing provided by the Anna Home or 

the agency-wide asset listing for the Department. No 

value could be determined for these items.  

20 3 15% Two 32-inch TVs and a refrigerator exceeded $2,500 

in value or were high-theft but could not be located on 

the annual inventory report to CMS. The TVs are  

valued at $348. No value could be determined for the 

refrigerator.  
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2024-006. FINDING (Inadequate Controls over the Purchase, Recording, and Reporting of 

State Property) (Continued)  

 

No. of 

Items 

Tested 

Exceptions 

Description of Exceptions No. % 

Quincy Veterans Home  
20 2 10% A 2007 shuttle bus and a PBX telephone system were 

assigned a tag number and included on CMS reports 

but had previously been sold or replaced. These items 

are valued at $222,053. 

Chicago Veterans Home 

20 11 55% Ten of the 20 items tested were tagged as active assets 

but could not be found on inventory records. These 

items were deactivated in May 2023 when CMS 

provided guidance on the threshold changing from 

$1,000 to $2,500. The tags were to have been 

removed, or the barcodes scratched off; however, this 

did not occur.  

 

One of the 20 items was tagged but not on inventory 

records because records had not been updated in the 

Enterprise Resource Planning (ERP) System. This 

item was received in May 2024.  

 

The total value of these items was $15,099. 

Central Office  

40 3 8% One scanner, a shredder, and a phone could not be 

traced back to the Department-wide asset listing or the 

annual inventory report to CMS. 

 

  The State Property Control Act (30 ILCS 605/4 and 6.02) requires responsible officers 

of the State to maintain accountability for the supervision, control, and inventory of 

all property under their jurisdiction to ensure the proper accounting and safeguarding 

of State assets. The Statewide Accounting Management System (SAMS) Manual 

(Procedure 29.10.10) requires the Department to retain detailed records including the 

organization unit charged with the custody of each item, as well as the location of each 

item of property and equipment controlled by the Department. The Illinois 

Administrative Code (44 Ill. Adm. Code 5010.210) requires all equipment, regardless 

of value, to be clearly marked to indicate it is the property of the State of Illinois. 

 

• During our testing over additions, we noted 2 of 40 (5%) assets tested totaling 

$8,350, were not added timely to the Department’s property records. These items 

were added 63 and 3,890 days late. 
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2024-006. FINDING (Inadequate Controls over the Purchase, Recording, and Reporting of 

State Property) (Continued)  

 

• During our testing of the Agency Reports of State Property (Form C-15) we 

noted the following exceptions: 

 

o Fiscal Year 2024 deletions on the Department’s C-15’s were entered as a 

negative amount. The SAMS Manual (Procedure 29.20.10) states that only 

deductions that result in a positive amount should be shown in brackets. 

The Department entered the deletion as ($75,929); however, it should have 

been entered as $75,929. 

 

o  Additions and deletions per the Department’s property records did not 

agree with the additions and deletions per the Department’s C-15 reports. 

See differences noted for Fiscal Year 2024 in the table below: 

 

Transaction Deletions Additions 

Fiscal Year 2024 Q4  

Per Property Records $203,552 $447,411 

Per C-15 $75,929 $486,132 

Understatement/Overstatement $127,623 $38,721 

 

The SAMS Manual (Procedure 29.20.10) provides instructions for preparing Form C-

15. The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the 

Department to establish and maintain a system, or systems, of internal and fiscal 

administrative controls, which shall provide assurance that revenues, expenditures, 

and transfers of assets, resources, or funds applicable to operations are properly 

recorded and accounted for to permit the preparation of accounts and reliable financial 

and statistical reports and to maintain accountability over the State’s resources. 

 

This finding was first noted during the Department’s Fiscal Year 2007 – Fiscal Year 

2008 State compliance examination, sixteen years ago. As such, Department 

management has been unsuccessful in implementing a corrective action plan to 

remedy this deficiency.  

 

Department management indicated that human errors occurred from staff not properly 

following the proper controls and procedures in place related to State property.  
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2024-006. FINDING (Inadequate Controls over the Purchase, Recording, and Reporting of 

State Property) (Continued)  

 

  Failure to exercise adequate control over property and maintain accurate property 

control records increases the potential for fraud and possible loss or theft of State 

property. Inaccurate property reporting reduces the reliability of Statewide property 

information and represents noncompliance with the requirements of State laws, rules, 

and regulations. (Finding Code No. 2024-006, 2022-015, 2020-014, 2018-001, 2016-

001, 2014-001, 12-9, 10-9, Central Office – 8-15, Anna – 08-2, LaSalle – 08-2, 

Manteno – 08-2)  

 

  RECOMMENDATION  

 

  We recommend the Department strengthen internal controls over the recording and 

reporting of State property by strengthening its inventory and recordkeeping practices 

to ensure compliance with statutory and regulatory requirements.  

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding and is actively engaged in strengthening 

internal controls and correcting past reporting errors.  
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2024-007. FINDING (Receipt Processing Internal Controls Not Operating Effectively) 

 

  The Illinois Department of Veterans Affairs’ (Department) internal controls over its 

receipt processing function were not operating effectively during the engagement 

period.  

   

  Due to our ability to rely upon the processing integrity of the Enterprise Resource 

Planning (ERP) System operated by the Department of Innovation and Technology 

(DoIT), we were able to limit our receipt testing at the Department to determine 

whether certain key attributes were properly entered by the Department’s staff into the 

ERP System. In order to determine the operating effectiveness of the Department’s 

internal controls related to receipt and refund receipt processing, we selected a sample 

of key attributes (attributes) to determine if the attributes were properly entered into 

the ERP System based on supporting documentation. The attributes tested for receipts 

were (1) amount, (2) fund being deposited into, (3) date of receipt, (4) date deposited, 

and (5) Statewide Accounting Management System (SAMS) Source Code. The 

attributes tested for refund receipts were (1) amount, (2) date of receipt, (3) date 

deposited, and (4) offset against the correct appropriation code.  

 

  Our testing noted 2 of 140 (1%) receipt attributes and 24 of 140 (17%) refund receipts 

attributes were not properly entered into the ERP System. Additionally, we noted 7 of 

140 (5%) refund receipt attributes did not have corresponding supporting 

documentation, therefore we were unable to determine if they were properly entered 

into the ERP System. Therefore, the Department’s internal controls over receipt 

processing were not operating effectively. 

 

  The State Officers and Employees Money Disposition Act (Act) (30 ILCS 230/2(a)) 

requires the Department to maintain a detailed record of all moneys received, which 

should include the date of receipt, the payor, purpose and amount, and the date and 

manner of disbursement. Additionally, the SAMS Manual (Procedure 25.10.10) 

requires the Department to segregate the moneys into funds and document the source 

of the moneys. Further, the Fiscal Control and Internal Auditing Act (30 ILCS 

10/3001) requires the Department to establish and maintain a system, or systems, of 

internal fiscal and administrative controls to provide assurance revenues, expenditures, 

and transfers of assets, resources, or funds applicable to operations are properly 

recorded and accounted for to permit the preparation of accounts and reliable financial 

and statistical reports and to maintain accountability over the State’s resources. 

 

  Due to this condition, we qualified our opinion because we determined the Department 

had not complied, in all material respects, with applicable laws and regulations, 

including the State uniform accounting system, in its financial and fiscal operations.  
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2024-007. FINDING (Receipt Processing Internal Controls Not Operating Effectively) 

(Continued) 

Even given the limitations noted above, we conducted an analysis of the Department’s 

receipts data for Fiscal Years 2023 and 2024 to determine compliance with the Act. 

We noted:  

• The Department did not deposit 31 receipt items, $10,000 or more, on the day

received.

• The Department did not deposit 47 receipt items, exceeding $500 but less than

$10,000, within 48 hours.

• The Department did not deposit 55 receipt items, less than $500 on the 1st or 15th

of the month, whichever was earlier.

The Act (30 ILCS 230/2(a)) requires the Department to pay into the State treasury any 

single item of receipt exceeding $10,000 on the day received. Additionally, receipt 

items totaling $10,000 or more are to be deposited within 24 hours. Further, receipt 

items, in total exceeding $500 but less than $10,000, are to be deposited within 48 

hours. Lastly, receipt items totaling less than $500 are to be deposited once the total 

exceeds $500 or on the 1st or 15th of the month, whichever is earlier. 

Department management indicated these exceptions were caused by inconsistencies 

with processing and procedures, as well as staff turnover resulting in less familiarity 

with the ERP System and with Veterans Homes’ refund receipts.  

Failure to properly enter the key attributes into the State’s ERP System when 

processing a receipt or refund receipt hinders the reliability and usefulness of data 

extracted from the ERP System, which can result in improper recording of revenues 

and accounts receivable. Additionally, failure to deposit receipts in a timely manner 

results in funds not being available for State use and may result in loss of receipt 

funds. (Finding Code No. 2024-007, 2022-020, 2020-019)  

RECOMMENDATION 

We recommend the Department design and maintain internal controls to provide 

assurance its data entry of key attributes into the ERP System is complete and accurate. 

Further, we recommend the Department timely deposit receipts into the State’s 

treasury. 
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2024-007. FINDING (Receipt Processing Internal Controls Not Operating Effectively) 

     (Continued)  

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding and is incorporating the use of check scanners 

at Homes and Central Office for refund checks. These will allow for the timely deposit 

to the appropriate clearing account. 
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2024-008. FINDING (Failure to Implement Controls Related to Cybersecurity Programs) 

 

  The Illinois Department of Veterans Affairs (Department) failed to implement internal 

controls related to cybersecurity programs, practices, and control of confidential 

information. 

 

  During our examination, we requested the Department's documentation demonstrating 

its cybersecurity programs, practices, and control of confidential information. 

However, the Department had not developed the following: 

• Policies or procedures documenting controls related to: 

o Configuration Management. 

o On-boarding policies for staff and contractors. 

o Backup verification and off-site storage. 

o Reporting security violations and suspected violations.  

o Data maintenance and destruction procedures. 

  In addition, the Department had not:  

• Required employees and contractors to formally acknowledge their 

understanding of policies and procedures.  

 

• Developed a risk management methodology.  

 

• Developed a formal data classification methodology, or included information 

related to storage media, access permissions, data retention or data destruction 

in its data classification.  

 

• Developed a formal project management framework.  

 

• Ensured vulnerability scanning tools monitored the Department’s environment 

and applications to identify security vulnerabilities.  

Lastly, we requested the Department provide a population of information technology 

(IT) equipment sent to the Department of Innovation and Technology (DoIT) for data 

wiping. We noted 9 of 40 (23%) equipment items selected did not have an associated 

wipe certificate maintained to support that a wipe occurred. 
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2024-008. FINDING (Failure to Implement Controls Related to Cybersecurity Programs)  

     (Continued)  

 

In the previous examination, we noted the Department had not developed policies 

related to disposal of hardcopy documents containing confidential information, 

reviewed policies and procedures at least annually, complied with the requirements in 

the "Information Security Guidelines for Agency Roles and Responsibilities and 

Delegating Authority" and identified, documented, and maintained a list of 

Department information security roles and the individual employees assigned to those 

roles, developed a cybersecurity plan, developed policies and procedures to support 

compliance with HIPAA Privacy and Security Rule requirements, or ensured security 

events were monitored and timely detected. These weaknesses were not noted during 

the current examination period.  

 

The Framework for Improving Critical Infrastructure and the Security and Privacy 

Controls for Information Systems and Organizations (Special Publication 800-53, 

Fifth Revision) published by the National Institute of Standards and Technology, 

requires entities to consider risk management practices, threat environments, legal and 

regulatory requirements, mission objectives and constraints in order to ensure the 

security of their applications, data, and continued business mission. 

 

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the 

Department to establish and maintain a system, or systems, of internal fiscal and 

administrative controls to provide assurance funds, property, and other assets and 

resources are safeguarded against waste, loss, unauthorized use, and misappropriation 

and maintain accountability over the State's resources. 

 

The Department indicated it continues to experience resource shortages which prevent 

them from thoroughly addressing these requirements. 

 

Failure to implement internal controls related to cybersecurity programs, practices and 

control of confidential information could result in unidentified risk and vulnerabilities 

and ultimately lead to the Department's volumes of personal information being 

susceptible to cyber-attacks and unauthorized disclosure. (Finding Code No. 

2024-008, 2022-025) 

 

 

  

- 39 -



STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

SCHEDULE OF FINDINGS 

For the Two Years Ended June 30, 2024 

 

 

2024-008. FINDING (Failure to Implement Controls Related to Cybersecurity Programs)  

     (Continued)  

 

RECOMMENDATION 

 

We recommend the Department:  

• Develop policies or procedures documenting controls related to: 

o Configuration Management. 

o On-boarding policies for staff and contractors. 

o Backup verification and off-site storage. 

o Reporting security violations and suspected violations. 

o Data maintenance and destruction procedures. 

 

• Upon development, require employees and contractors to formally acknowledge 

their understanding of policies and procedures.  

 

• Develop a risk management methodology. 

 

• Develop a formal data classification methodology and include information 

related to storage media, access permissions, data retention, and data destruction 

within the data classification.  

 

• Develop a formal project management framework.  

 

• Ensure vulnerability scanning tools monitor the Department’s environment and 

applications to identify security vulnerabilities.  

 

• Ensure documentation related to IT equipment sent for data wiping is adequately 

maintained.  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding and is reviewing existing policies and 

practices to ensure the recommendations are implemented. 
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2024-009. FINDING (Noncompliance with the Department of Veterans Affairs Act) 

 

  The Illinois Department of Veterans Affairs (Department) failed to comply with the 

Department of Veterans Affairs Act (20 ILCS 2805) (Act).  

 

  The Act (20 ILCS 2805/2.04) requires each administrator of an Illinois Veterans Home 

(Home) who has an established locally held member’s benefits fund to prepare and 

submit to the Department a monthly report of all donations received, including 

donations of a non-monetary nature. The report shall include the end-of-month balance 

of the locally held members’ benefits fund.  

 

  During our testing, we noted the Homes failed to prepare and submit to the Department 

a monthly report of all donations received for each Home’s benefit fund. Five benefits 

trust funds were in place during the examination period. This exception was noted 

across all five funds.  

 

  In the prior year examination, we noted the Department failed to properly appoint all 

required members to the Illinois Joining Forces Executive Committee required within 

the Act (20 ILCS 2805/37(d) through 37(g)). In the current examination, we noted the 

statute was changed and the Department is no longer responsible for appointing 

members to the executive committee. Also, the Department is not responsible for 

ensuring required reports are filed.  

 

  Department management stated the noncompliance was due to misunderstanding the 

requirements of the Act.  

 

  Failure to submit monthly reports of all monetary and non-monetary donations 

received to the Department represents noncompliance with the Act and can hinder 

Department-wide transparency related to member’s benefits funds. (Finding Code No. 

2024-009, 2022-003, 2020-003) 

 

  RECOMMENDATION 

 

  We recommend the Department implement procedures to ensure a formal monthly 

report of all donations received for each Home’s benefit fund is prepared and 

submitted to the Department as required by the Act.  
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2024-009. FINDING (Noncompliance with the Department of Veterans Affairs Act)   

   (Continued)  

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding and has updated its procedures for the 

reporting to include monthly reports. The Department began preparing the reports 

monthly effective January 2025. 
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2024-010. FINDING (Noncompliance with the State Services Assurance Act)  

 

  The Illinois Department of Veterans Affairs (Department) failed to add five additional 

bilingual on-board frontline staff as required by the State Services Assurance Act 

(Act). 

 

  The Department did not increase the number of bilingual on-board frontline staff by 

five as required by the Act. The Department had no bilingual staff as of June 30, 2007. 

The Department only had two bilingual staff members as of June 30, 2023, and June 

30, 2024. As a result, the requirements of the Act were not met during the examination 

period. 

 

  This finding was first noted in the Department’s Fiscal Year 2019 – Fiscal Year 2020 

State compliance examination, four years ago. As such, Department management has 

been unsuccessful in implementing a corrective action plan to remedy this deficiency. 

 

  The Act (5 ILCS 382/3-15) requires that on or before July 1, 2008, the Department 

shall increase and maintain the number of bilingual on-board frontline staff over the 

levels that it maintained on June 30, 2007. The Act states that the Department shall 

have at least five additional bilingual on-board frontline staff. 

 

  Department management indicated the positions had not been filled because applicants 

who applied for the positions indicated they were either not bilingual, did not take the 

bilingual assessment, or failed the bilingual assessment.  

 

  Failure to have at least five additional on-board frontline staff prevents fulfillment of 

the purpose of the Act, limiting the Department’s ability to assist potential residents 

and their families in the best way possible. (Finding Code No. 2024-010, 2022-004, 

2020-004)  

 

  RECOMMENDATION 

 

  We recommend the Department increase the number of bilingual on-board frontline 

staff to ensure at least five additional bilingual staff are employed. 

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding. The Department has established the front-

line Spanish Speaking positions and has hired personnel to fill the vacancies.  The 

Department will continue to recruit to increase the number of bilingual staff and will 

initiate focused efforts to on-board frontline bilingual staff, ensuring that at least five 

bilingual staff are employed. 
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2024-011. FINDING (Noncompliance with the Health Care Violence Prevention Act)  

 

  The Illinois Department of Veterans Affairs (Department) did not have a workplace 

violence prevention program as required by the Health Care Violence Prevention Act 

(Act). 

 

  The Department did not have a workplace violence prevention program that meets 

Occupational Safety and Health Administration (OSHA) guidelines for a workplace 

violence prevention program. 

 

  The Act (210 ILCS 160/20) requires the Department have a workplace violence 

prevention program that complies with the OSHA guidelines for preventing workplace 

violence for health care and social service workers as amended or updated by the 

Occupational Safety and Health Administration. 

   

  Department management indicated a misunderstanding occurred among Department 

staff on what was needed to create a policy that would meet the requirements.  

 

  Failure to have a proper workplace violence prevention program is noncompliance 

with the Act, and potentially endangers those who visit, work, or live in a Veterans 

Home. (Finding Code No. 2024-011, 2022-005) 

 

  RECOMMENDATION 

 

  We recommend the Department adopt a workplace violence prevention program that 

meets the requirements of the OSHA guidelines.  

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding. The Department has corrected this finding 

and developed the Health Care Violence Prevention Act policy and posted it under 

policies on the Department’s intranet.  
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2024-012. FINDING (Incorrect Calculation of Resident Maintenance Fees) 

 

  The Illinois Department of Veterans Affairs (Department) did not calculate resident 

maintenance fees in accordance with the Illinois Administrative Code (Code).  

 

  The Code (95 Ill. Admin. Code 108.130) states residents at the Veterans Homes are 

entitled to an allowance of $100 per month for every $1,000 paid in monthly 

maintenance fees. However, the Department gives each resident a $200 allowance 

without considering the monthly maintenance fee charged. A Department policy, 

HOM-011, revised February 27, 2018, states residents of Veterans Homes are currently 

allowed to keep the first $200 of their monthly income before the maintenance fee is 

assessed as a spending allowance. The maintenance fee will continue to be calculated 

at 90% of a resident’s remaining income, up to a new monthly maximum. This 

condition existed at all the Department’s Veterans Homes during the examination 

period.  

 

  This finding was first noted during the Department’s Fiscal Year 2015 – Fiscal Year 

2016 State compliance examination, eight years ago. The Department provided 

documentation of meetings held to work towards the best possible solution. However, 

as of June 30, 2024, Department management was unsuccessful in implementing a 

corrective action plan to remedy this deficiency.  

   

  Department management indicated that while there have been discussions on a 

resolution, they have not yet successfully implemented a change because the rule was 

written with a specific dollar amount that is no longer practical.  

 

  Failure to follow the Code’s calculation for maintenance fees may result in a loss of 

revenue to the State or overcharging residents at the Veterans Homes. (Finding Code 

No. 2024-012, 2022-019, 2020-018, 2018-007, 2016-007)  

 

  RECOMMENDATION  

 

  We recommend the Department seek an update to the Illinois Administrative Code to 

reflect the methodology used to calculate maintenance fees.  

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding. The Department’s legal division and 

legislative liaison will work with the Senior Homes Administrator to update the 

Administrative Code. 
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2024-013. FINDING (Inadequate Controls over Personal Services) 

 

  The Illinois Department of Veterans Affairs (Department) failed to maintain 

documentation for personnel and payroll activities for its employees. 

 

  During our testing of personal services, we noted the following: 

 

• The employment application was not provided for 7 of 40 (18%) employees 

tested. 

 The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the 

Department to establish and maintain a system, or systems, of internal fiscal and 

administrative controls to help ensure the safeguarding of assets, prevent 

improper expenditures, and ensure the accuracy and reliability of accounting 

data. 

 

• The Department did not ensure the I-9 forms for its employees were properly 

completed and maintained. 

o  The I-9 form was not signed on the first day of employment for 1 of 40 

(3%) employees tested. 

o  The Department could not provide 3 of 40 (8%) employees' I-9 forms. 

 

  The instructions for Form I-9 published by the Department of Homeland 

Security (OMB No. 1615-0047) state that employees must complete and sign 

Section 1 of Form I-9 no later than the first day of employment. Additionally, 

the Form I-9 instructions state that employers must complete and sign Section 2 

within three business days of the employee's first day of employment attesting 

they physically examined the document(s) presented by the employee, the 

document(s) reasonably appear to be genuine and relate to the employee named, 

the employee is authorized to work in the United States, and the information 

entered in Section 2 is complete, true and correct. The employer is responsible 

for ensuring that all parts of Form I-9 are properly completed. 

 

• Two of 40 (5%) employees’ gross pay for the period could not be tied to the 

applicable Personnel/Position Action forms (CMS-2). 

 

• Six of 40 (15%) employees’ absence records and accruals, leave balance and 

accrual records were not provided. 

 

The State Records Act (5 ILCS 160/8-9) requires the Department to maintain 

records containing adequate and proper documentation of the functions, 

procedures, and essential transactions of the Department to protect the legal and 

financial rights of the State. 
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2024-013. FINDING (Inadequate Controls over Personal Services) (Continued)  

   

• Ten of 13 (77%) new hires tested never received the report to enroll in the 

deferred compensation plan. 

 

 The Illinois Pension Code (40 ILCS 5/24-105.2) (Code) states that an employee 

hired on or after July 1, 2020, and before January 1, 2024, should have 30 days 

from the start date of employment to elect to not participate in the deferred 

compensation plan or to elect to increase or reduce the amount of pre-tax gross 

compensation deferred. Additionally, the Code (40 ILCS 5/24-105.2) states that 

an employee hired on or after January 1, 2024, shall be automatically enrolled 

in the deferred compensation plan beginning the first day of the pay period 

following the close of the notice period, unless the employee elects otherwise 

within the notice period. 

 

In the prior examination, we noted the Department failed to notify the Department of 

Central Management Services of leaves of absence, did not approve Overtime 

Authorization Forms, could not provide payroll vouchers, and had payroll vouchers 

that did not match the Overtime Authorization Form or Monthly Attendance Record. 

In the current examination, none of these instances were noted.  

 

This finding was first noted during the Department’s Fiscal Year 2019 – Fiscal Year 

2020 State compliance examination, four years ago. As such, Department management 

has been unsuccessful in implementing a corrective action plan to remedy these 

deficiencies.  

 

The Department stated exceptions were due to employees’ lack of understanding and 

not following through on required procedures.  

 

Failure to ensure personnel applications were signed for employees represents 

noncompliance with the Fiscal Control and Internal Auditing Act. Failure to ensure I-

9 forms for employees are properly completed and maintained represents 

noncompliance with federal regulations and could result in unauthorized individuals 

being employed by the Department. Failure to provide and maintain supporting 

documentation results in noncompliance with the State Records Act. Failure to follow 

the Illinois Pension Code and enroll new hires in the State's deferred compensation 

plan prevents employees from maximizing their investment opportunities. (Finding 

Code No. 2024-013, 2022-010, 2020-010)  

 

  RECOMMENDATION 

 

We recommend the Department strengthen controls surrounding the completion and 

maintenance of personnel documentation.  
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2024-013. FINDING (Inadequate Controls over Personal Services) (Continued)  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding. Measures are being developed to strengthen 

controls and tracking related to the completion and maintenance of personnel 

documents to ensure compliance. The strengthening of internal measures includes 

implementing Department-wide changes in onboarding/offboarding procedures to 

improve employee communication related to timely completion of Form I-9 during 

the first day of employment. New processes are in place that automatically enroll new 

hires in the State's Deferred Compensation Plan and require the new employees to 

actively decline enrollment during their benefit selection process. 
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2024-014. FINDING (Employee Performance Evaluations Not Performed Timely)  

 

The Illinois Department of Veterans Affairs (Department) failed to complete annual 

performance evaluations timely. 

 

During our testing of 40 employee personnel files containing 66 evaluations, we noted 

the following exceptions: 

 

• Evaluations were not performed on a timely basis for 19 of 66 (29%) evaluations 

tested. The evaluations were performed from 2 to 496 days late. 

 

• The Department could not provide evaluations for 12 of 66 (18%) evaluations 

tested. 

 

During the prior year examination, we noted various exceptions related to evaluations 

not being signed by the employee, and evaluations being improperly dated. During the 

current examination, these exceptions were not noted.  

 

This finding was first noted during the Department’s Fiscal Year 2007 – Fiscal Year 

2008 State compliance examination, sixteen years ago. As such, Department 

management has been unsuccessful in implementing a corrective action plan to 

remedy this deficiency. 

 

Personnel rules issued by the Department of Central Management Services (80 Ill. 

Adm. Code 302.270) (Code) require an evaluation of employee performance by the 

Department not less often than annually. 

 

Additionally, the State Records Act (5 ILCS 160/8) requires the Department to make 

and preserve records containing adequate and proper documentation of the 

organization, functions, policies, decisions, procedures and essential transactions of 

the Department designed to furnish information to protect the legal and financial rights 

of the State and of persons directly affected by the Department’s activities. 

 

Department management stated the issues noted were due to lack of adequate 

mechanisms in place to remind supervisors of impending reviews, as well as staff 

turnover for not maintaining adequate documentation of reviews.  

 

Performance evaluations are a systematic and uniform approach used for the 

development of employees and communication of performance expectations to 

employees. Performance evaluations should serve as a foundation for salary 

adjustments, promotion, demotion, discharge, layoff, recall, and reinstatement 

decisions. (Finding Code No. 2024-014, 2022-008, 2020-008, 2018-002, 2016-002, 

2014-007, 12-19, 10-22, Central Office – 08-9, LaSalle – 08-3, Manteno – 08-3)  
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2024-014. FINDING (Employee Performance Evaluations Not Performed Timely) (Continued)  

 

  RECOMMENDATION 

 

We recommend the Department take appropriate measures to ensure performance 

evaluations are conducted timely and related documentation is maintained.  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding. Measures have been put in place to strengthen 

controls and tracking related to the timely completion of employee performance 

evaluations to ensure compliance. 
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2024-015. FINDING (Failure to Ensure Employees Completed Mandatory Training) 

 

The Illinois Department of Veterans Affairs (Department) did not comply with training 

requirements in accordance with the State Officials and Employees Ethics Act, the 

Identity Protection Policy, and the Data Security on State Computers Act. 

 

During our testing of the Department’s special training, we noted the following 

exceptions: 

 

• Five of 12 (42%) new hires tested, included in our sample of 40 employees, did 

not complete new hire ethics training. 

 

• Two of 40 (5%) employees tested did not complete the 2022 annual ethics 

training. 

 

• Four of 40 (10%) employees tested did not complete the 2023 annual ethics 

training.  

 

• Six of 12 (50%) new hires tested, included in our sample of 40 employees, did 

not complete new hire sexual harassment training. 

 

• Two of 40 (5%) employees tested did not complete the 2022 annual sexual 

harassment training. 

 

• Five of 40 (13%) employees tested did not complete the 2023 annual sexual 

harassment training. 

 

• Four of 40 (10%) employees tested did not complete the 2022 annual 

cybersecurity training.  

 

• Twelve of 40 (30%) employees tested did not complete the 2023 annual 

cybersecurity training. 

 

• Eleven of 40 (28%) employees tested did not complete the 2022 annual 

confidentiality training. 

 

• Eight of 40 (20%) employees tested did not complete the 2023 annual 

confidentiality training. 

 

  

- 51 -



STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

SCHEDULE OF FINDINGS 

For the Two Years Ended June 30, 2024 

 

 

2024-015. FINDING (Failure to Ensure Employees Completed Mandatory Training)  

     (Continued)  

 

This finding was first noted during the Department’s Fiscal Year 2019 – Fiscal Year 

2020 State compliance examination, four years ago. As such, Department management 

has been unsuccessful in implementing a corrective action plan to remedy this 

deficiency.  

 

The State Officials and Employees Ethics Act (5 ILCS 430/5-10) (Act) requires every 

new employee to complete ethics training within 30 days of hire and complete ethics 

training each calendar year. The Act (5 ILCS 430/5-10.5) also requires every new 

employee to complete sexual harassment training within 30 days of hire and complete 

sexual harassment training annually. 

 

The Identity Protection Policy (5 ILCS 179/37) requires all employees identified as 

having access to social security numbers in the course of performing their duties to be 

trained to protect the confidentiality of social security numbers. Training should 

include instructions on proper handling of information that contains social security 

numbers from the time of collection through destruction of the information. 

 

The Data Security on State Computers Act (20 ILCS 450/25(b)) requires every 

employee to undergo training concerning cybersecurity annually. The training shall 

include but need not be limited to detecting phishing scams, preventing spyware 

infections and identity theft, and preventing and responding to data breaches. 

 

Department management indicated the noncompliance occurred due to many Veterans 

Home staff not regularly logging in to the computer when performing their duties and 

therefore not having current login credentials or receiving regular email reminders. 

Regarding Central Office staff, Department management indicated these exceptions 

were due to competing priorities and turnover.  

 

Failure to monitor and determine required training has been completed results in 

noncompliance with laws, rules, and internal policies and could also result in a 

workforce that is not adequately trained to fulfill required duties and may expose the 

State to potential liability. (Finding Code No. 2024-015, 2022-009, 2020-009) 

 

RECOMMENDATION 

 

We recommend the Department strengthen controls surrounding employee training 

requirements and maintain proper documentation that such training occurred.  
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2024-015. FINDING (Failure to Ensure Employees Completed Mandatory Training)  

     (Continued)  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding. The Department will enhance the onboarding 

process to ensure new employees are completing training within 30 days of their start 

date. The Department will continue to remind employees of the required annual 

trainings and track employee completion. 
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2024-016. FINDING (Inadequate Controls over Fringe Benefits)  

 

  The Illinois Department of Veterans Affairs (Department) did not have adequate 

controls over employee fringe benefits.  

   

  During our testing of the Department’s fringe benefit charges, we noted the following 

exceptions:  

 

• Mileage logs were not provided for 9 of 13 (69%) drivers tested for Fiscal Year 

2023. No mileage logs were provided for Fiscal Year 2024.  

 

• Insurance certification documentation was not provided for 8 of 13 (62%) 

drivers tested for Fiscal Year 2023, and 9 of 13 (69%) drivers tested for Fiscal 

Year 2024.  

 

  In the previous examination, we noted while the Department tracked employees that 

were assigned personal vehicles, they were not able to confirm whether an annual 

report was collected from those employees, and it did not appear that taxable fringe 

benefits were charged to those employees. In the current examination, this issue was 

not noted.  

 

  The Illinois Vehicle Code (625 ILCS 5/7-601) states that employees must provide the 

Department’s director or chief executive officer a certification during the period July 

1st though July 31st of each calendar year or within 30 days of any new assignment of 

a vehicle on an ongoing basis. The certification must affirm that the employee is duly 

licensed to drive the assigned vehicle and that the employee has liability insurance 

coverage extending to the employee when the assigned vehicle is used for other than 

official State business, or the employee has filed a bond with the Secretary of State as 

proof of financial responsibility, in an amount equal to, or in excess of the 

requirements. 

 

  The State Records Act (5 ILCS 160/8) requires the Department to make and preserve 

records containing adequate and proper documentation of the organization, functions, 

policies, decisions, procedures and essential transactions of the Department designed 

to furnish information to protect the legal and financial rights of the State and of 

persons directly affected by the Department’s activities. 

 

  Department officials indicated these exceptions were caused by lack of proper record-

keeping and internal controls to ensure that mileage was reported accurately and forms 

were filed timely.  
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2024-016. FINDING (Inadequate Controls over Fringe Benefits) (Continued)  

 

  Failure to maintain mileage logs and insurance certification documentation can result 

in legal noncompliance and increased risk to the Department. (Finding Code No. 2024-

016, 2022-027) 

 

  RECOMMENDATION  

 

  We recommend the Department maintain proper documentation to support fringe 

benefit calculations, including maintaining mileage logs and insurance certification 

documentation.  

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding and has implemented procedures for monthly 

submission of mileage logs for individually assigned vehicles, which will allow for 

the accurate calculation of related fringe benefits. The Department will also ensure 

that insurance certificates are provided. 
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2024-017. FINDING (Failure to Submit Employment Plan Data) 

 

  The Illinois Department of Veterans Affairs (Department) did not submit the required 

survey information for State Employment Plans to the Department of Central 

Management Services (CMS) during the examination period. 

 

  During our testing of the State Employment Plans, we noted the following: 

 

• The Department did not submit the required survey information to CMS for the 

Fiscal Year 2022 State Hispanic Employment Plan, State Asian American 

Employment Plan, African American Employment Plan, or the Native American 

Employment Plan. 

 

• The Department did not accurately complete the required survey information for 

Fiscal Year 2023 State Employment Plans information, filed during Fiscal Year 

2024, which is required to be submitted to CMS. This demonstrated the 

Department did not implement strategies and programs in accordance with the 

State Employment Plan prepared by CMS to increase the number of bilingual, 

African American, Hispanic, Asian-American, and Native American persons 

employed by the State. 

 

• The Department was unable to provide support for timely submission of the 

Fiscal Year 2023 required survey information to CMS. 

 

  The Civil Administrative Code of Illinois (20 ILCS 405/405-125) requires the 

Department to report annually to CMS and the Department of Human Rights, in a 

format prescribed by CMS, all of the Department’s activities in implementing the State 

Hispanic Employment Plan, the State Asian American Employment Plan, and the 

Native American Employment Plan. 

 

  The African American Employment Plan Act (20 ILCS 30/20) requires the Department 

to report annually to CMS and the Department of Human Rights, in a format 

prescribed by CMS, all of the Department’s activities in implementing the African 

American Employment Plan. 

 

  The Civil Administrative Code of Illinois (20 ILCS 405/405-123) requires the 

Department to submit an annual report to CMS concerning its actions under the State 

Employment Plans. 

 

  Department management indicated the noncompliance occurred due to employee 

turnover. 
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2024-017. FINDING (Failure to Submit Employment Plan Data) (Continued)  

 

  Without this required information, CMS will not be able to properly monitor and 

administer the Diversity Enrichment Program (DEP) that is designed to assist State 

agencies in developing and modifying programs to enable them to meet their 

affirmative action and equal employment opportunity goals. (Finding Code No. 

2024-017)  

 

  RECOMMENDATION 

 

  We recommend the Department ensure survey data for the four required State 

Employment Plans is accurately completed and submitted to CMS on an annual basis. 

Additionally, we recommend the Department maintain documentation supporting the 

submission of this data to CMS.    

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding. Moving forward, the Department will 

improve its internal controls to ensure Employment Plan Data reports are submitted in 

compliance with the Civil Administrative Code of Illinois (20 ILCS 405/405-125) and 

the African American Employment Plan Act (20 ILCS 30/20). 
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2024-018. FINDING (Inadequate Internal Controls over Census Data)  

 

  The Illinois Department of Veterans Affairs (Department) had certain deficiencies in 

its internal controls to ensure accurate census data was provided to the State 

Employees’ Retirement System of Illinois (System) for use in the applicable annual 

actuarial valuations. 

 

  Census data is demographic data (date of birth, gender, years of service, etc.) of the 

active, inactive, or retired members of a pension or other postemployment benefit 

(OPEB) plan. The accumulation of inactive or retired members' census data occurs 

before the current accumulation period of census data used in the plan's actuarial 

valuations (which eventually flows into each employer's financial statements), 

meaning the plan is solely responsible for establishing internal controls over these 

records and transmitting this data to the plan's actuary. In contrast, responsibility for 

active members' census data during the current accumulation period is split among the 

plan and each member's current employer(s). Initially, employers must accurately 

transmit census data elements of their employees to the plan. Then, the plan must 

record and retain these records for active employees and then transmit this census data 

to the plan's actuary.  

 

  We noted the Department's employees are members of both the System and the State 

Employees Group Insurance Program (SEGIP) sponsored by the State of Illinois 

which includes OPEB. In addition, we noted these plans have characteristics of 

different types of pension and OPEB plans, including single employer plans and cost-

sharing multiple-employer plans. 

 

  During our census reconciliation reperformance, we noted 2 of 40 (5%) individuals 

had a salary that differed from what was reflected in the System. These differences 

ranged from $86 to $599.  

 

  Additionally, the Department did not timely submit its census reconciliations during 

the examination period. The reconciliation for the Fiscal Year ended June 30, 2022, 

was due by November 1, 2022, and was subsequently submitted on August 11, 2023, 

283 days late. The reconciliation for the Fiscal Year ended June 30, 2023, was due 

November 13, 2023, and was subsequently submitted January 3, 2024, 51 days late.  

 

  During the prior examination, we noted the Department did not have a reconciliation 

process established to provide assurance census data submitted to its pension and 

OPEB plans was complete and accurate, and had not performed an initial, complete 

reconciliation. In the current examination, we noted the Department had a process in 

place and had performed the required reconciliations during the engagement period.  
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2024-018. FINDING (Inadequate Controls over Census Data) (Continued)  

 

  The State Records Act (5 ILCS 160/8) requires the Department to make and preserve 

records containing adequate and proper documentation of its essential transactions to 

protect the legal and financial rights of the State and of persons directly affected by 

the Department’s activities. 

 

  Further, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the 

Department to establish and maintain a system, or systems, of internal fiscal and 

administrative control to provide assurance funds applicable to operations are properly 

recorded and accounted for to permit the preparation of reliable financial and statistical 

reports.  

 

  Department management indicated the noted deviations were due to employee error 

and staff turnover.  

 

  Failure to ensure census data reported to the System was complete and accurate may 

result in significant misstatements of the Department’s financial data and reduce the 

overall accuracy of System-related pension liabilities, deferred inflows and outflows 

of resources, and expense recorded by the State and its agencies. (Finding 2024-018, 

2022-012)  

 

  RECOMMENDATION 

 

  We recommend the Department strengthen internal controls to ensure accurate and 

timely census data is provided to the System for use in the annual actuarial valuation 

process. 

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding and will take the necessary steps to ensure 

accurate and timely census data is provided to the System for use in the annual 

actuarial valuation process. The Department has implemented a process to ensure that 

reports are filed timely and will ensure that personnel information is complete to 

support the information provided to the system. 
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2024-019. FINDING (Inadequate Controls over Contractual Agreements) 

 

  The Illinois Department of Veterans Affairs (Department) did not have adequate 

controls over its contracting process in regard to contractual agreements. 

 

  During our testing of the Department’s contractual agreements, we noted the 

following: 

 

• Eighteen of 25 (72%) contracts tested were missing disclosures required by laws 

and regulations.  

 

• One of 25 (4%) contracts tested was signed five days after the contract term 

began. 

 

• Seventeen of 25 (68%) contracts tested were not filed with the Office of 

Comptroller (Comptroller) within 30 days of their effective dates. The contracts 

were filed 1 to 185 days late. 

 

  The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) (Act) requires the 

Department to establish and maintain a system, or systems, of internal fiscal and 

administrative control, which shall provide assurance that obligations and costs are in 

compliance with applicable law.  

 

  The Statewide Accounting Management System (SAMS) Manual (Procedure 

02.10.20) requires the Department’s annual internal control evaluations to be designed 

to ensure that the Department’s internal control systems meet the internal control 

objectives identified in the Act. In addition, the SAMS Manual (Procedure 02.10.20) 

requires the Department to develop internal control evaluations to determine if 

sufficient controls are in place to ensure the Department accomplishes its mission and 

objectives as well as ensures compliance with grant agreements, inter-governmental 

agreements and other key elements of Department operations. In addition, the SAMS 

Manual (Procedure 15.10.20) requires contracts to contain certain signatures, clauses, 

and certifications. 

 

  The Illinois Procurement Code (30 ILCS 500/20-80(b)) (Code) states when a grant or 

contract liability (except contracts paid from personal services, contracts between the 

State and its employees to defer compensation, and contracts that do not obligate funds 

held within the State treasury for Fiscal Year 2022 and after) exceeding $20,000 is 

incurred by any State agency, a copy of the contract liability must be filed with the 

Comptroller within 30 days of its execution. 
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2024-019. FINDING (Inadequate Controls over Contractual Agreements) (Continued) 

   

  The Code (30 ILCS 500/20-80(d)) requires all contracts subject to the Code to be 

reduced to writing and signed by all necessary parties before services are rendered or 

goods are received. 

 

  Department management indicated the exceptions occurred due to staff turnover and 

a lack of understanding of the contracting processes. 

  

  Failure to have adequate controls over the contracting process can result in legal 

compliance issues, inefficiencies, and reduced effectiveness of governmental 

oversight. (Finding Code No. 2024-019) 

 

  RECOMMENDATION 

 

  We recommend the Department ensure contracts that are entered into include all 

applicable disclosures. Additionally, we recommend the Department strengthen 

controls to ensure contracts are signed prior to the beginning term of the contract. 

Lastly, we recommend the Department implement controls to ensure contracts are filed 

with the Comptroller in a timely manner.  

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding and will update its contract templates to 

include all applicable disclosures. The Department will also strengthen controls to 

monitor contract templates for updates, ensure contracts are signed prior to the 

beginning term, and to ensure contracts are filed with the Comptroller in a timely 

manner. 
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2024-020. FINDING (Inadequate Controls over the Identification of Leases under Statement 

No. 87 of the Governmental Accounting Standards Board) 

 

  The Illinois Department of Veterans Affairs (Department) did not exercise adequate 

controls over its lease agreements during the examination period.   

 

  The Department did not take adequate measures to ensure all leases and contracts were 

included under Governmental Accounting Standards Board Statement No. 87 (GASB 

87) recognition. In addition, the Department did not ensure lease agreements were 

created and processed in accordance with the Statewide Accounting Management 

System (SAMS). During our lessee lease testing, we noted the following: 

 

• One lease was improperly excluded from the recognition under GASB 87.  

 

• One of three (33%) leases tested did not have an Accounting for Leases-Lessee 

Form (SCO-560) filed with the Office of Comptroller (Comptroller) at the time 

of our testing. Using our professional judgement, we calculated the impact of 

this as $14,741 in unrecognized lease liability, $15,040 in unrecognized lease 

amortization expense, and $2,303 in unrecognized interest expense.  

 

• For three of three (100%) lease contract agreements tested, no Contract 

Obligation Documents could be provided.  

 

• Three of three (100%) lease contract agreements tested were not in compliance 

with the SAMS Manual Chapter 15 requirements.  

 

• Two of three (67%) lease contract agreements tested were not signed by an 

individual authorized to sign on the Department Director’s behalf.   

 

• Two of the three (67%) lease contract agreements tested were not filed with the 

Comptroller within 30 days of the effective date. 

 

  GASB 87 defines a lease as “a contract that conveys control of the right to use another 

entity’s nonfinancial asset (the underlying asset) as specified in the contract for a 

period of time in an exchange or exchange-like transaction.” GASB 87 became 

effective for the State of Illinois on July 1, 2021, with all existing leases revalued and 

recognized as of this date, except for existing sales-type or direct financing leases. This 

definition of a lease is not limited to contracts which may be termed as a lease, as 

leases meeting GASB 87’s lease definition may be embedded within other agreements 

or contracts.  

 

  

- 62 -



STATE OF ILLINOIS 

DEPARTMENT OF VETERANS AFFAIRS 

SCHEDULE OF FINDINGS 

For the Two Years Ended June 30, 2024 

 

 

2024-020. FINDING (Inadequate Controls over the Identification of Leases under Statement 

No. 87 of the Governmental Accounting Standards Board) (Continued)  

 

  The SAMS Manual (Procedure 03.50.60) states lease transactions are processed by the 

Comptroller using a form SCO-560, which is completed by agencies. Additionally, the 

SAMS Manual (Procedure 15.20.20) outlines the procurement requirements for 

purchase orders, which include the availability of appropriation clause and the 

prohibited bidders and contractors certification as well as signatures of authorized 

representatives, execution dates, financial disclosures for contracts that exceed 

$50,000, availability of appropriation clause, right to audit, subcontractor utilization 

statement, and subcontractors disclosed.  

 

  Department management indicated the exceptions were due to employee error and lack 

of resources devoted to ensuring these requirements were met. 

 

  Failure to report all applicable leases under GASB 87 can lead to misstated financial 

information and potential misappropriation of State assets. Also, failure to submit 

SCO-560 forms and contract agreements to the Comptroller and ensure that all 

requirements are included in the contract agreements can lead to noncompliance with 

SAMS guidance. (Finding Code No. 2024-020, 2022-030) 

 

  RECOMMENDATION 

 

We recommend the Department:  

• Strengthen controls over the review of contracts for possible inclusion under 

GASB 87.  

 

• Ensure all leases recognized under GASB 87 have an SCO-560 form and lease 

contract timely filed with the Comptroller.  

 

• Maintain proper documentation related to GASB 87 leases.  

 

• Implement controls to monitor compliance with SAMS.  

 

• Ensure only authorized signors are executing lease contracts.  

 

  DEPARTMENT RESPONSE  

   

The Department agrees with the finding and will work to strengthen controls over 

leases. 
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2024-021. FINDING (Inadequate Controls over Maintenance of Postage Meters)  

 

  The Illinois Department of Veterans Affairs (Department) failed to exercise proper 

controls over its maintenance of postage meters. 

  

  During our testing of postage meter balances at six locations, we noted the following:  

 

• We were unable to determine the amount of postage purchased for the Chicago 

Veterans Home due to the Department utilizing the General Revenue Fund 

(0001) for such purchases in Fiscal Year 2023.  

 

• Postage balances and usage were not maintained for Fiscal Year 2023 for the 

Chicago Veterans Home. Postage beginning balances and purchases were not 

maintained for Fiscal Year 2024 for the Chicago Veterans Home. As such, we 

were unable to calculate the turnover ratio for either year in order to determine 

whether the Home’s on-hand postage inventory levels were reasonable.  

 

• Postage purchases according to the Department’s records compared to the Office 

of Comptroller’s records differed from six of six (100%) locations, ranging from 

($9,000) to $1,500. The Department could not provide explanations for the 

differences.  

 

• We noted differences in the recalculation of ending postage balance to 

Department records for four of six (67%) locations. These differences ranged 

from $16 to $2,147.  

 

The Illinois Procurement Code (30 ILCS 500/50-55) (Code) requires the Department 

to inventory or stock no more than a 12-month need of equipment, supplies, 

commodities, articles, and other items, except as otherwise authorized by the 

Department’s regulations. The Code further requires the Department to periodically 

review its inventory to ensure compliance with this Section of the Code, and if the 

Department determines it has more than a 12-month supply of any equipment, 

supplies, commodities, or other items, the Department shall undertake transfers of the 

oversupplied items or other actions necessary to maintain compliance with this Section 

of the Code. 

 

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the 

Department to establish and maintain a system, or systems, of internal, fiscal and 

administrative controls to provide assurance that revenues, expenditures, and transfers 

of assets, resources, or funds applicable to operations are properly recorded and 

accounted for to permit the preparation of accounts and reliable financial and statistical 

reports and to maintain accountability over the State’s resources. 
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2024-021. FINDING (Inadequate Controls over Maintenance of Postage Meters) (Continued) 

  

Department management indicated these exceptions were caused by insufficient 

internal supervision and inconsistent documentation practices.  

 

Failure to exercise proper controls over the maintenance of postage meters increases 

the risk the Department could stockpile postage and not match current year 

appropriations with current year postage usage. (Finding Code No. 2024-021, 

2022-028) 

 

RECOMMENDATION 

 

We recommend the Department strengthen controls over postage and document and 

retain usage information about the beginning and ending postage meter balances. 

Additionally, we recommend the Department ensure it is not stockpiling postage 

balances.  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding and will strengthen controls over postage that 

will include documentation of postage purchases, usage, and balances. These will 

allow the Department to ensure it is not stockpiling postage balances. 
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2024-022. FINDING (Failure to Ensure Telecommunication Devices were Timely Returned)  

 

The Illinois Department of Veterans Affairs (Department) did not exercise adequate 

controls over its telecommunications return policy during the examination period.  

 

The Department could not provide support of return dates for eight of 12 (67%) 

telecommunication cancellations tested. As a result, we could not determine if the 

telecommunication devices were returned timely.  

 

The State Records Act (5 ILCS 160/8) requires the Department to make and preserve 

records containing adequate and proper documentation of the organization, functions, 

policies, decisions, procedures, and essential transactions of the Department to protect 

the legal and financial rights of the State and the persons directly affected by the 

Department’s activities. 

 

Department officials stated these exceptions were caused by lack of regular cleanup, 

poor record-keeping, and human error.  

 

Failure to ensure return dates of telecommunication devices are recorded properly 

could lead to misuse of these items, as well as statutory noncompliance. (Finding Code 

No. 2024-022, 2022-032) 

 

RECOMMENDATION 

 

We recommend the Department implement controls to ensure documentation is 

retained for the return of cancelled telecommunication devices.  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding and will implement controls to ensure 

documentation is retained for the return of cancelled telecommunication devices. 
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2024-023. FINDING (Weakness in Administration of State Vehicles)  

 

The Illinois Department of Veterans Affairs (Department) did not have adequate 

controls over the reporting and certification of employees concerning personally 

assigned vehicles and vehicle maintenance. 

 

• During our testing of automotive accident reporting, we noted one of seven 

(14%) accidents were not reported within seven calendar days to the Department 

of Central Management Services (CMS) Risk Management Division. The 

automotive accident was reported 13 days late.  

 

• During our testing of personally assigned vehicles, we noted: 

o  The Fiscal Year 2023 Individually Assigned Vehicle (IAV) Report was not 

completed and submitted to CMS. 

o  Employee certifications were not completed in three of five (60%) 

instances for Fiscal Year 2023. 

 

• During our testing of automotive maintenance on nine vehicles maintained by 

the Department, we noted the following exceptions:  

o Three (33%) vehicles did not have an oil change performed during the 

engagement period.   

o  One (11%) vehicle did not have an oil change performed timely. The oil 

change was performed 1,971 miles over the limit.  

o  Five (56%) vehicles did not have a tire rotation performed during the 

engagement period.  

o  Two (22%) vehicles did not have an annual inspection completed during 

the engagement period. 

o Three (33%) vehicles did not have an annual inspection performed timely. 

The annual inspection was performed between 10 and 95 days over the 

limit.  

 

The Illinois Administrative Code (44 Ill. Adm. Code 5040.520) requires the CMS 

Claim Intake Form to be completed as soon as possible and submitted to the driver’s 

vehicle coordinator within three days following the accident. In all cases, the agency’s 

vehicle coordinator must submit the completed CMS Claim Intake Form to the CMS 

Risk Management Division no later than seven calendar days following the accident 

or the driver and State agency risk forfeiture of coverage under the State’s auto liability 

plan.  
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2024-023. FINDING (Weakness in Administration of State Vehicles) (Continued)  

 

The Illinois Administrative Code (44 Ill. Adm. Code 5040.340) states that vehicles 

may be assigned to specific individuals if authorized in writing by the head of the 

agency to which the vehicle is assigned. Agencies will be required to report to CMS 

annually and when changes occur, including the name of each employee assigned a 

vehicle, the equipment number and license plate number of the assigned vehicle, 

employee's headquarters and residence, and any additional information requested 

by CMS. 

 

The Illinois Vehicle Code (625 ILCS 5/7-601(c)) states that every State employee who 

is assigned a State-owned vehicle is required to provide a certification to their agency’s 

director annually. This certification affirms that the employee is licensed to drive the 

vehicle and has liability insurance coverage, or that they have filed a bond with the 

Secretary of State as proof of financial responsibility. 

 

The Civil Administrative Code (20 ILCS 405/405-280) states that any State-owned 

motor vehicle shall have an oil change performed according to the applicable CMS 

policy. The current CMS policy for fuel, minor maintenance/oil changes and repairs 

states that oil change intervals are 12 months or 3,000 miles, whichever comes first, 

for vehicles with model years ten years or older, and 12 months or 5,000 miles, 

whichever comes first, for vehicles with model years nine years or newer. Additionally, 

the current CMS policy for fuel, minor maintenance, oil changes and reports requires 

tire rotations on all passenger vehicles every other oil change.  

 

The Illinois Administrative Code (44 Ill. Admin. Code 5040.410) states that agencies 

shall have vehicles inspected by CMS or an authorized vendor at least once per year 

or as required by law and shall maintain vehicles in accordance with the schedules 

provided by CMS or with other schedules acceptable to CMS that provide proper care 

and maintenance of special use vehicles.  

 

This finding was first noted during the Department’s Fiscal Year 2019 – Fiscal Year 

2020 State compliance examination, four years ago. As such, Department management 

has been unsuccessful in implementing a corrective action plan to remedy these 

deficiencies.  

 

Department officials indicated the exceptions noted were due to a breakdown in 

communication between security and the Manteno Veterans Home business office, a 

continued lack of understanding of the rules surrounding the administration of State 

vehicles, and insufficient record-keeping of vehicle service.  
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2024-023. FINDING (Weakness in Administration of State Vehicles) (Continued)  

 

Failure to adequately maintain controls over the administration of State vehicles 

represents noncompliance with State vehicle requirements and could increase the 

State’s potential liability and risk of loss. (Finding Code No. 2024-023, 2022-017, 

2020-016) 

 

RECOMMENDATION  

 

We recommend the Department develop and implement procedures which create 

stronger controls over its vehicles and address maintenance and reporting 

requirements.  

 

  DEPARTMENT RESPONSE 

 

The Department agrees with the finding and has updated the policy and is waiting for 

the new Fleet Management System (FMS) fleet system to be up and running before 

implementing the new policy. Procedures are also being updated, and additional 

training will be provided to the vehicle coordinators as well as all IAV drivers and any 

staff that use fleet vehicles to assure proper use, maintenance, and reporting 

requirements are met. 
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2024-024. FINDING (Noncompliance with the Accountability for the Investment of Public 

Funds Act) 

 

The Illinois Department of Veterans Affairs (Department) failed to comply with the 

Accountability for the Investment of Public Funds Act (30 ILCS 237/10) (Act). 

 

During our testing of the Department’s investment of public funds, we noted the 

following exceptions: 

 

• The information presented for the LaSalle Veterans Home (Home) for December 

2022 was inaccurate and included November 2022 information. Management 

indicated the Home prepared a December 2022 schedule with the correct 

information; however, it was not entered into the December 2022 Investment 

report posted to the Department’s website. 

 

• Information was omitted for the LaSalle Veterans Home for April 2024. 

Management indicated the Home prepared an April 2024 schedule with the 

correct information; however, it was not entered into the April 2024 Investment 

report posted to the Department’s website. 

 

• The Anna Veterans Home Imprest Account balance reported for April 2024 was 

incorrect. The balance was reported as $118 when it should have been reported 

as $218.  

 

The Act (30 ILCS 237/10) requires the Department to make available on its website 

sufficient information concerning the investment of any public funds held by the 

Department to identify: the amount of funds held by the Department on the last day 

of the preceding month or the average daily balance for the preceding month; the total 

monthly investment income and yield for all funds invested by the Department; the 

asset allocation of the investments made by the Department; and a complete listing 

of all approved depository institutions, commercial paper issuers, and broker-dealers 

approved to do business with the Department.  

 

The Department indicated the two LaSalle Home exceptions were due to changes 

made to the reporting at the Home level that the Central Office was not aware of and 

did not account for when reporting. Department management indicated the Anna 

Home exception was due to a keying error.  

 

Failure to ensure the amount of funds held by the Department are accurate could 

result in inaccurate reporting of investment funds held outside of the State Treasury 

and represents noncompliance with the Act. (Finding Code No. 2024-024, 2022-029)  
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2024-024. FINDING (Noncompliance with the Accountability for the Investment of Public 

Funds Act) (Continued)  

 

  RECOMMENDATION 

 

We recommend the Department strengthen controls to ensure investment information 

for applicable funds is complete and accurate prior to being posted to the Department’s 

website.  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding. The policy for monthly reporting of deposits 

and investments has been modified so that after the information is provided by the 

staff responsible for the accounts to the report preparer, the compiled report will be 

sent back to staff for review prior to being posted on the agency website. 
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2024-025. FINDING (Inadequate Internal Controls Over Locally Held and Petty Cash Funds)  

 

The Illinois Department of Veterans Affairs (Department) failed to demonstrate 

adequate controls over reconciliations, documentation, and segregation of duties over 

its locally held and petty cash funds.  

 

During our testing of the Department’s locally held funds and petty cash funds, we 

noted the following:  

 

• Weaknesses were noted regarding reconciliations and reporting of locally held 

funds.  

o Four of 40 (10%) locally held funds bank reconciliations tested at the 

Chicago Veterans Home were not dated. As such, we could not determine 

whether they were timely completed.  

o Nine of 24 (38%) Reports of Receipts and Disbursements for Locally Held 

Funds (Form C-17s) for the Chicago Veterans Home did not reconcile to 

the bank statements.  

o Nine of 24 (38%) Form C-17s for the Chicago Veterans Home were not 

submitted to the Office of Comptroller (Comptroller) within 30 days of 

month end. 

o Four of 24 (17%) Form C-17s for the Anna Veterans Home were not 

submitted to the Comptroller within 30 days of month end.  

o Supporting documentation was not provided for 1 of 60 (2%) 

disbursements tested at the Chicago Veterans Home.  

 

• Inadequate segregation of duties existed in the accounting for locally held funds. 

o The same individual was responsible for receipt of funds, preparing 

deposit slips, and depositing funds for the receipt process at all (100%) 

locally held funds at the Chicago Veterans Home. 

o The same individual was responsible for approving payments and 

reconciling payments for the disbursement process for all (100%) locally 

held funds at the Chicago Veterans Home. 

 

• The Annual Petty Cash Fund Usage Report for the Central Office (Calendar Year 

2022) and Chicago Veterans Home (Calendar Year 2023) were incorrect.  

o Two of 12 (17%) months reported in the Central Office 2022 Annual Petty 

Cash Fund Usage Report were incorrect, with a variance of $106. 

o The 2023 Annual Petty Cash Fund Usage Report for the Chicago Veterans 

Home was incorrect, with a variance of $49, and resulted in an inaccurate 

recalculated turnover rate.  
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2024-025. FINDING (Inadequate Internal Controls Over Locally Held and Petty Cash Funds)  

   (Continued) 

 

• Four of 24 (17%) monthly reconciliations of the Central Office’s petty cash were 

not reviewed. In addition, all Fiscal Year 2023 monthly petty cash 

reconciliations for the Chicago Veterans Home were completed between April 

13-14, 2023, including the reconciliations for April through June 2023. 

Furthermore, beginning balances did not agree to the prior month reconciliation 

for 9 of 24 (38%) months tested.  

 

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) (Act) requires the 

Department to establish and maintain a system, or systems, of internal fiscal and 

administrative controls to help ensure the safeguarding of assets, prevent improper 

expenditures, and ensure the accuracy and reliability of accounting data. 

 

The Statewide Accounting Management System (SAMS) Manual (Procedure 

02.50.10) states that key duties and responsibilities such as authorizing, processing, 

and recording transactions or events, issuing or receiving assets, making payments, 

and reviewing or auditing transactions should be separated among individuals to 

minimize the risk of loss. It also states that no one individual should control all key 

aspects of a transaction or event.  

 

The SAMS Manual (Procedure 33.13.20) states that Form C-17’s are used to report 

locally held fund activity. The information reported on the reporting forms applies to 

monies deposited in and disbursed from local bank accounts. These forms reflect fiscal 

year-to-date receipts and disbursements per the Department’s records and contain 

accounts almost identical to the accounts used in processing the receipt and 

disbursements for Treasurer-held funds. All amounts should be reported as fiscal year-

to-date and rounded to the nearest dollar.  

 

Department management indicated the exceptions noted were due to a lack of 

sufficient resources allocated to locally held and petty cash funds, as well as 

understaffing and staff turnover.  

 

Failure to perform accurate and timely reconciliations, as well as accurately report, 

represents noncompliance with the SAMS Manual and the Act, and increases the risk 

differences will go undetected and uncorrected. Failure to maintain adequate 

segregation of duties over locally held funds and petty cash funds may allow one single 

individual to control all key aspects of a transaction which creates the opportunity for 

fraud to be committed or concealed. (Finding Code No. 2024-025, 2022-013) 
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2024-025. FINDING (Inadequate Internal Controls Over Locally Held and Petty Cash Funds)  

   (Continued) 

 

RECOMMENDATION 

 

We recommend the Department strengthen internal controls over locally held and petty 

cash funds to ensure reconciliations are performed timely and accurately. Furthermore, 

we recommend the Department develop and implement adequate segregation of duty 

policies over its processing of receipts and disbursements in locally held and petty cash 

funds.  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding and is providing additional staff training and 

additional review of reconciliations and reports. 
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2024-026. FINDING (Inadequate Controls over the Reporting of Accounts Receivable)  

 

  The Illinois Department of Veterans Affairs (Department) did not have adequate 

controls over the reporting of accounts receivable.  

 

  The Department administered nine funds that maintained accounts receivable balances 

during the examination period. During our testing of quarterly accounts receivable 

reports (reports), we tested submission to the Office of Comptroller (Comptroller) of 

the quarterly reports for all of the Department’s funds totaling 72 reports. We also 

compared control amounts to detailed receivable records for each of the nine funds’ 

year-end reports. Lastly, we tested the accuracy of year-end reports for a sample of 

three funds which equated to six reports. We noted the following exceptions:  

   

• The Department was unable to provide submission documentation for 39 of 72 

(54%) reports. Therefore, we were unable to determine the timeliness of the 

submissions to the Comptroller.  

 

• Ten of 72 (14%) reports were not submitted timely to the Comptroller. The days 

late ranged from 1 to 121 business days.  

 

• One of nine (11%) funds within the Fiscal Year 2024 report had a beginning 

balance that did not tie to the previous quarter’s ending balance. The difference 

was $286,000.  

 

• One of nine (11%) funds within the Fiscal Year 2024 report had a collections 

balance that did not tie to supporting documentation. The difference was 

$99,000.  

 

• The recalculated balance for two of six (33%) quarters tested did not agree with 

what was reported on the Fiscal Year 2023 and Fiscal Year 2024 reports. The 

Fiscal Year 2023 report was understated by $268,000, and the Fiscal Year 2024 

report was overstated by $395,000.  

 

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) (Act) requires the 

Department to establish and maintain a system, or systems, of internal fiscal and 

administrative controls to provide assurance that revenues, expenditures, and transfers 

of assets, resources, or funds applicable to operations are properly recorded and 

accounted for to permit the preparation of accounts and reliable financial and statistical 

reports and to maintain accountability over the State's resources.  
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2024-026. FINDING (Inadequate Controls over the Reporting of Accounts Receivable) 

(Continued)  

 

The Statewide Accounting Management System (SAMS) Manual (Procedure 

26.30.10) outlines the due date for submission of reports as follows:  

 

Quarter Ended  Report Due Date 

   

September 30  October 31 

December 31  January 31 

March 31  April 30 

June 30  July 31 

 

The SAMS Manual (Procedure 26.30.20) indicates the gross receivables balance for 

each major revenue source for the beginning of the quarter should be the same as the 

“Gross receivables at end of quarter” from the previous quarter.  

 

Department management indicated the exceptions were due to staff turnover and lack 

of understanding of reporting requirements along with a lack of communication 

between the Central Office and the Veterans Homes.  

 

Failure to submit, or timely submit, quarterly accounts receivable reports to the 

Comptroller leads to a lack of transparency regarding the Department’s financial 

information. Additionally, failing to accurately enter information within the reports 

represents noncompliance with the Act. (Finding Code No. 2024-026)  

 

RECOMMENDATION 

 

We recommend the Department retain adequate documentation of submission of 

reports to the Comptroller and submit reports to the Comptroller in a timely manner. 

Additionally, we recommend the Department ensure accounts receivable 

documentation is retained to support the amounts reported. Finally, we recommend the 

Department strengthen communication between the Central Office and the Homes to 

ensure accurate data is being reported.  

 

DEPARTMENT RESPONSE 

 

The Department agrees with the finding and is providing additional staff training in 

calculating and reporting receivables. The Department has also begun saving the email 

with the receivables attachment to support that the entire reports were submitted timely 

in that email. 
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2024-027. FINDING (Inadequate Controls over the Reporting of Field Service Office Activities 

and Information)  

 

  The Illinois Department of Veterans Affairs (Department) inaccurately compiled and 

reported activities and information of its field service offices staffed by Veteran 

Service Officers (VSOs). 

 

  The Department operates field service offices in counties throughout the State on 

either a full-time or itinerant basis to provide veterans with local access to information 

regarding federal and State benefits associated with their military service. VSOs are 

employed in these locations to answer questions, help with filing paperwork, address 

telephone calls, and issue hunting/fishing and camping licenses. The VSOs prepare 

daily, weekly, and monthly records of their number of veterans served in-person, 

requests handled by U.S. mail, and telephone call questions received, in addition to a 

categorized breakdown of the types of services and information provided. 

 

  We noted the following during our examination:  

 

• The Department was unable to provide sign-in records, support for the 

submission of monthly statistical reports to Division supervisors at end of the 

last workday of the month, or a sample of interview records. 

 

• The hours of operation of one of three (33%) itinerant offices did not match the 

office’s stated hours of operation as posted online.  

    

  In the previous examination, auditors noted that a portion of supervisor itineraries and 

supervisor sign-in sheets could not be provided. In addition, there was an instance of 

itineraries not matching sign-in sheets. These weaknesses were not noted during the 

current examination period.  

 

  This finding was first noted during the Department’s Fiscal Year 2017 – Fiscal Year 

2018 State compliance examination, six years ago. As such, Department management 

has been unsuccessful in implementing a corrective action plan to remedy this 

deficiency.  

 

  The Department of Veterans Affairs Act (20 ILCS 2805/3) requires the Department to 

establish such field offices as it finds necessary to enable it to perform its duties. 
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2024-027. FINDING (Inadequate Controls over the Reporting of Field Service Office Activities 

and Information) (Continued)  

 

  The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the 

Department to establish and maintain a system, or systems, or internal fiscal and 

administrative controls to provide assurance that revenues, expenditures and transfers 

of assets, resources, or funds applicable to operations are properly recorded and 

accounted for to permit the preparation of accounts and reliable financial and statistical 

reports and to maintain accountability over the State’s resources. 

 

  The State Records Act (5 ILCS 160/9) requires the Department to establish and 

maintain an active, continuing program for the economical and efficient management 

of the records of the Department. 

 

  Department management indicated these exceptions were due to employee error 

during the examination period.  

 

  Failure to accurately compile and retain data regarding services provided by VSOs at 

field offices results in inaccurate data for use by the Department upon which to base 

decisions. Failure to effectively operate field offices at their stated times creates 

confusion and may hinder veterans from using the resources of the field offices. 

(Finding Code No. 2024-027, 2022-021, 2020-020, 2018-010)  

 

  RECOMMENDATIONS 

 

  We recommend the Department strengthen controls and enforce procedures to ensure 

VSOs and their supervisors maintain accurate and complete records. Furthermore, we 

recommend the Department ensure its field offices’ actual hours of operation are 

consistent with the hours of operation posted on the Department’s website.  

 

  DEPARTMENT RESPONSE 

 

  The Department agrees with the finding and is updating procedures to most efficiently 

meet Veterans’ needs and will ensure that updated policies are implemented. 
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A.  FINDING (Failure to Provide Requested Documentation)  

  

During the prior engagement period, the Illinois Department of Veterans Affairs 

(Department) did not provide all required documentation to the auditors. Specifically, we 

noted this in the following areas: locally held funds, commodities, and accounts receivable.  

 

During the current engagement period, while we still noted instances where the Department 

did not provide certain requested documentation, the Department’s overall responsiveness 

to our requests improved from the prior year. As such, specific instances of documentation 

not being provided were reported in various other findings by relevant subject area. (Finding 

Code No. 2022-001, 2020-001)  

 

B. FINDING (Noncompliance with Statutory Reporting) 

 

During the prior engagement period, the Department failed to timely submit its annual 

reports to the Secretary of State and Governor’s Office.   

 

During the current engagement period, we noted the Department timely submitted its annual 

report to the Secretary of State and Governor’s Office. (Finding Code No. 2022-006, 2020-

006) 

 

C. FINDING (Weaknesses Noted in the Department’s Internal Audit Function) 

 

During the prior engagement period, the Department failed to exercise adequate controls 

over its internal audit function. Specifically, audit reports did not contain a stated opinion, 

the Chief of Staff was the main point of contact between the internal audit division and the 

Director, there was noncompliance with continuing professional education requirements, 

there were inaccurate annual reports, and the Department failed to conduct internal and 

external assessments.  

 

During the current engagement period, we determined the Department had implemented 

corrective action, and none of these issues were noted. (Finding Code No. 2022-007, 

2020-007) 
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D.  FINDING  (Inaccurate Agency Workforce Reports) 

 

During the prior engagement period, the Department did not file timely or accurate Agency 

Workforce Reports (report) with the Office of the Governor and the Office of the Secretary 

of State.  

 

During the current engagement period, we did not note any mathematical discrepancies or 

untimely submissions of the current year reports. However, we did note the Department 

failed to submit corrected prior year reports to the Office of the Governor and the Office of 

the Secretary of State. As such, this matter will be reported in the Independent Accountant’s 

Report of Immaterial Findings. (Finding Code No. 2022-011, 2020-011, 2018-003, 2016-

003, 2014-009, 12-20, 10-16) 

 

E. FINDING (Inaccurate Reporting of Emergency Purchases) 

 

During the prior engagement period, the Department did not properly publish emergency 

procurement information in a timely manner.  

 

During the current engagement period, adequate corrective action was implemented to 

ensure emergency purchase procurement information was timely published. (Finding Code 

No. 2022-016, 2020-015, 2018-004, 2016-004, 2014-004) 

 

F. FINDING (Inaccurate Fee Imposition Report)  

 

During the prior engagement period, the Department did not properly report fees collected 

on the Agency Fee Imposition Report for Fiscal Years 2020 and 2021.  

 

During the current engagement period, adequate corrective action was implemented to 

ensure all fees collected were reported. (Finding Code No. 2022-018, 2020-017, 2018-006, 

2016-006) 

 

G. FINDING (Weakness in Change Management) 

 

During the prior engagement period, the Department did not have an effective separation of 

duties for programmers developing or maintaining its computer systems.  

 

During the current engagement period, we noted these same exceptions, as well as others 

that related to information technology general controls. This culmination of exceptions is 

reported within Finding 2024-001. (Finding Code No. 2022-024, 2020-024) 
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H. FINDING (Noncompliance with the State Finance Act) 

 

During the prior engagement period, the Department was not in compliance with the State 

Finance Act by exceeding the General Revenue Fund transfer limit and not having a system 

in place to track aggregate amounts of medical payments.  

 

During the current engagement period, adequate corrective action was implemented to 

ensure compliance with the State Finance Act in these areas. (Finding Code No. 2022-026) 

 

I. FINDING (Weaknesses in Processing Refund Receipts) 

 

During the prior engagement period, the Department failed to exercise adequate controls 

over its processing of refund receipts. Specially, it was noted that the refund dollar amount 

could not be traced to the Department's receipt ledger for a portion of the sampled refunds 

tested.  

 

During the current engagement period, we noted the same exceptions along with new 

exceptions that included differences noted between refund receipt records and what was 

entered within the Enterprise Resource Planning System. For this reason, this combination 

of exceptions will be reported in Finding 2024-007. (Finding Code No. 2022-031)  

- 81 -



STATE OF ILLINOIS 
DEPARTMENT OF VETERANS AFFAIRS 
STATE COMPLIANCE EXAMINATION 

For the Two Years Ended June 30, 2024 
 
 

Status of Performance Audits 
 
State’s Response to the COVID-19 Outbreak at the LaSalle Veterans’ Home 
 
The Illinois Office of the Auditor General conducted a performance audit of the State’s response 
to the management of the COVID-19 outbreak at the LaSalle Veterans’ Home.  This audit was 
conducted pursuant to House Resolution Number 62.  The audit was released in May 2022 and 
contained a total of 3 recommendations.  Two were directed to the Department of Veterans’ Affairs 
(IDVA) and one was directed to the Department of Public Health (IDPH).   
 
STATUS OF PAST PERFORMANCE AUDIT RECOMMENDATIONS 
As of June 30, 2024 
   Status 

Audit 
Rec. 
No. Recommendation Description Implemented 

Partially 
Implemented 

Not 
Implemented 

LaSalle Veterans’ 
Home 
 
 

1 
 
3 

COVID-19 Testing 
 
Veterans’ Affairs Management 

X 
 

X 
 

  

Source: Summary of current and past performance audit follow-ups. 

 
Recommendation 1 – COVID-19 Testing 
 
The Department of Veterans’ Affairs should ensure each of its Veterans’ Homes have policies 
and procedures in place that mandate timely testing of its residents and employees during 
COVID-19 outbreaks, and should ensure that residents and employees are tested according to 
policy. 

 
Current status: Implemented 
 
The prior audit found that the time it took to receive staff COVID-19 testing results from the IDPH 
lab was lengthened by the collection method used by the LaSalle Home.  The Home tested staff 
over a three day period.  As a result, new tests of staff collected on November 3rd, 4th, and 5th 
were not delivered to the IDPH lab until Thursday, November 5th, even though the first two staff 
members from the outbreak were found to be positive by Sunday, November 1st.  The IDPH lab 
published the majority of the test results on either Friday or Saturday.  Therefore, the delay in 
getting testing results was primarily due to the collection method used by the LaSalle Home.  
Additionally, the testing method, collecting tests over three days, was not in compliance with the 
facility’s policy, which allowed for testing over two days.   
 
There were a total 193 staff who were tested either on November 3rd, 4th, or 5th.  In total, 45 of 
the 193 staff tested were positive.  Results of positive tests were published beginning on November 
6th.  For the 45 positives, 16 were published on the 6th, 28 were published on the 7th, and 1 was 
published on the 8th.   
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If these staff members were asymptomatic, they likely worked during that time period. It is also 
likely the multi-day testing method used contributed to the length of the outbreak because 
asymptomatic positive staff continued to work during that time, potentially exposing co-workers 
and residents. 
 
Resident testing was more straightforward.  Resident tests were usually collected on a single day 
and then sent to the IDPH lab.  No employees or residents tested positive during testing the week 
prior, so residents were not tested during the week of October 25-31, 2020.  By November 1st, 
however, two residents had tested positive.  Residents were tested on November 2nd, at the 
beginning of the outbreak, and results were received November 4th and 5th, which was an average 
of 2.5 days to receive the results from the IDPH lab. 
 
During the current audit, the Department stated that it works closely with partners at the Illinois 
Department of Public Health (IDPH) and the United States Department of Veterans Affairs 
(USDVA) to set policies and procedures for infectious disease prevention and response. All five 
of the IDVA Veterans’ Homes function with the same set of COVID-19 policies which have been 
published on a department-wide basis. These policies are routinely updated as changes come from 
the United States Centers for Disease Control (CDC), USDVA and IDPH.  All COVID-19 testing 
is done according to those policies.   
 
IDVA provided auditors with a copy of the current COVID-19 Testing Plan.  The Plan contains 
detailed policies for testing during outbreaks as well as non-outbreaks.  It also discusses retesting, 
selection of test methods, sample collection, processing, and result reporting.  According to IDVA, 
there have been no formal auditing or reviews of compliance with testing procedures.  However, 
an IDVA representative noted that they have paid close attention to testing during outbreaks and 
confirms that all policies are being met. 

 
Recommendation 3 – Veterans’ Affairs Management 
 
The Department of Veterans’ Affairs should ensure that: 

 the IDVA Director work with the Department of Public Health and the Governor’s office 
during COVID-19 outbreaks to advocate for the health, safety, and welfare of the 
veterans who reside in the Homes under IDVA’s care; and  

 the Senior Home Administrator position is filled and the duties of the position include 
monitoring and providing guidance to the Veterans’ Homes during COVID-19 
outbreaks. 
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Current status: Implemented 
 

In the prior audit, based on our review of emails during the span of the outbreak, auditors found 
there was very little if any communication from the IDVA Director to anyone related to the 
outbreak.  There was no evidence provided that showed the Director had any communications or 
involvement related to the LaSalle outbreak.   
 
This included communication with the Administrator of the LaSalle Home, the IDVA Chief of 
Staff, officials from IDPH, or the Governor’s office, including the First Assistant Deputy Governor 
or Deputy Governor who oversees the Health and Human Service agencies in Illinois.  There was 
no documentation to support the Director was monitoring the situation or advocating for the health, 
safety, and welfare of the veterans who reside in the Homes under her care with IDPH and the 
Governor’s office.   
 
Neither the Director nor any other IDVA official requested assistance from IDPH or the 
Governor’s office early in the outbreak, which may have prompted assistance, thus slowing the 
spread of COVID-19. 
 
Almost all communication from IDVA with the LaSalle Home, the Governor’s office, and IDPH 
was from the IDVA Chief of Staff.  Auditors found evidence that the Chief of Staff provided 
continued communication to the Governor’s office, the Illinois Emergency Management Agency, 
the U.S. Department of Veterans Affairs, and IDPH officials related to the increasing cases at the 
LaSalle Home.  Auditors also identified continued communication between the LaSalle Home 
Administrator and the U.S. Department of Veterans Affairs. 
 
As noted above, the majority of all external communication related to the outbreak was originated 
by the Chief of Staff at IDVA.  What were referred to as “IDVA Home Reports” were sent by the 
IDVA Chief of Staff to the IDPH State Medical Officer and to the First Assistant Deputy Governor 
on November 2nd, 3rd, 4th, 5th, 6th, 9th, 10th, 12th, and 13th (see Appendix C).  The Chief of 
Staff also sent emails to IDPH requesting a site visit and for information on rapid tests on 
November 9th, and requested information on the monoclonal antibody treatments on November 
11th.  Auditors identified very little communication with questions on operations or offering help 
or suggestions on how to slow the spread of the virus by officials from either the Governor’s office 
or from IDPH. 
 
During the outbreak, IDVA had not filled the Senior Home Administrator position.  According to 
IDVA officials, the position was filled in November 2021, after being vacant for several years.  
The Senior Home Administrator position requires a nursing home license.  According to 
documentation reviewed by auditors, including findings by the DHS OIG, the IDVA Chief of Staff 
made all decisions related to the outbreak at the LaSalle Veterans’ Home.  As such, the Chief of 
Staff was making all decisions related to the outbreak that may have been out of the area of his 
expertise. 
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However, our review of emails and documentation showed that the Chief of Staff was timely and 
attentive to all questions related to the outbreak at LaSalle.  He also kept officials at IDPH informed 
of the severity of the outbreak.  The Chief of Staff also requested help from IDPH, requested 
additional rapid tests from IDPH, and asked IDPH about the availability of antibody treatments. 
None of these were offered by IDPH prior to the Chief of Staff making the requests.  If IDVA had 
a Senior Home Administrator, these requests possibly could have been made sooner and the 
decisions made by the LaSalle Home could have been monitored by a licensed administrator. 

During the current audit, the Department stated that the IDVA Director receives a daily report of 
active COVID-19 infections in each home and actively communicates with both IDPH and the 
Governor’s office. Additionally, the Director meets with all the home administrators on Mondays 
and Fridays of each week. He also maintains regular calls with the Agency’s Senior Home 
Administrator (SHA), who was the former Administrator at the Anna Veterans Home and started 
as SHA in November 2021.  The Director and SHA personally visit the homes on a routine basis 
and, in the event of an outbreak, send in the agency Senior Infection Preventionist.  There are also 
regular calls between IDVA and IDPH.  In the event of an outbreak, IDPH deploys an infection 
prevention specialist to the homes for consultation and assistance.  

Finally, the Senior Home Administrator is in daily contact with the homes and routinely monitors 
COVID-19 outbreaks and issues. As noted, IDVA created and filled a position for statewide 
Infection Control Nurse. This position supports each home’s infection control staff on all 
infectious disease programs and outbreaks. 

IDVA provided auditors with various documents that support it implemented this 
recommendation.  Examples of daily reports received by the Director were provided.  IDVA also 
provided a report that showed the Senior Preventionist’s visits to the Homes.  The Senior Home 
Administrator position was filled on November 16, 2021.  According to IDVA, the Senior Home 
Administrator has responsibility to monitor and provide guidance to the Veterans’ Homes during 
COVID-19 outbreaks.  Policies were provided that show responsibilities by the Senior Home 
Administrator. 
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