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FINDINGS THIS AUDIT: 6 AGING SCHEDULE OF REPEATED FINDINGS
New Repeat Total Repeated Since | Category 1 | Category 2 | Category 3

Category 1: 1 0 1 2017 19-4
Category 2: 4 1 5
Category 3: _0 0 0

TOTAL 5 1 6
FINDINGS LAST AUDIT: 8

SYNOPSIS

* (19-01) The Agency did not exercise adequate control over its reconciliations.

* (19-04) The Agency did not maintain adequate controls over its computing environment.

Category 1: Findings that are material weaknesses in internal control and/or a qualification on compliance with State laws and
regulations (material noncompliance).

Category 2:  Findings that are significant deficiencies in internal control and noncompliance with State laws and regulations.

Category 3: Findings that have no internal control issues but are in noncompliance with State laws and regulations.
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ILLINOIS EMERGENCY MANAGEMENT AGENCY

COMPLIANCE EXAMINATION

For the Two Years Ended June 30, 2019

EXPENDITURE STATISTICS | 2019 | 2018 | 2017
Total EXpenditures..........occovveiieinneneeiseescees $ 131,380,054 $ 111,049,643 $ 144,213,568
OPERATIONS TOTAL...cotiiiieiieiiieieeeeeseen, $ 41315381 $ 37,079,751 $ 35,428,199
% of Total EXPenditures............coovvevveineninicniennen, 31.4% 33.3% 24.6%
Personal SErViCeS.........ccovvviirineieicee e 17,795,829 15,922,466 16,460,905
Other Payroll Costs (FICA, Retirement)............... 12,389,607 11,137,220 11,347,192
All Other Operating Expenditures.............c.ccce.... 11,129,945 10,020,065 7,620,102
AWARDS AND GRANTS.......coiiiiereeeeieis $ 89,186,654 $ 73,904,562 $ 108,729,023
% of Total EXPenditures............ccovverveininncncniennn 67.9% 66.6% 75.4%
REFUNDS.......ooiiiieeee e $ 105,632 $ 65,330 $ 56,346
% of Total EXPenditures............ccovvererivnineniennn, 0.1% 0.1% 0.0%
PERMANENT IMPROVEMENTS........cccccoovvninnnn. $ 772,387 $ - $ -
% of Total EXPenditures............ccovrereinininenienenn 0.6% 0.0% 0.0%
Total RECEIPTES.....cviiiiiiee e $ 118,283,363 $ 125,041,402 $ 138,017,621
Average Number of Employees............c.cccccvvnnne. 153 148 156

AGENCY DIRECTOR

During Examination Period: James K. Joseph (7/1/17 - 11/12/17), Joseph Klinger (Acting) (11/13/17 - 12/31/17),
Jennifer Ricker (Interim) (1/1/18 - 3/4/18), William Robertson (Acting) (3/5/18 - 1/20/19),
Alicia Tate-Nadeau (Acting) (1/21/19 - 2/17/20), Alicia Tate-Nadeau (2/18/20 - Present)

Currently: Alicia Tate-Nadeau




Reconciliations to SB04 reports not
performed

Reconciliations to SBO1 reports not
performed

Reconciliations to SC14 reports not
performed

Reconciliations to SC15 reports not
performed

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

INADEQUATE CONTROLS OVER
RECONCILIATIONS

The Illinois Emergency Management Agency (Agency) did not
exercise adequate control over its reconciliations.

During our review of the Agency’s monthly reconciliations, we
noted the following:

82 of 288 (28%) reconciliations of the Agency’s internal
records to the Office of the State Comptroller’s
(Comptroller) Monthly Revenue Status (SB04) reports
were not performed timely. The reconciliations were
performed between 2 and 279 days late.

Six of 288 (2%) reconciliations of the Agency’s internal
records to the Comptroller’s SB04 reports were not
performed.

For 23 of 288 (8%) reconciliations of the Agency’s
internal records to the Comptroller’s SB04 reports, we
could not determine whether the Agency completed the
reconciliations within 60 days of the month end, due to
lack of adequate supporting documentation to indicate the
dates of proper completion.

100 of 168 (60%) reconciliations of the Agency’s internal
expenditure records to the Comptroller’s Monthly
Appropriation Status (SB01) reports were not performed
timely. The reconciliations were performed between 1
and 295 days late.

30 of 168 (18%) reconciliations of the Agency’s internal
expenditure records to the Comptroller’s SBO1 reports
were not performed.

30 of 30 (100%) monthly reconciliations of the Agency’s
internal records to the Comptroller’s Agency Contract
(SC14) reports were not performed.

30 of 30 (100%) monthly reconciliations of the Agency’s
internal records to the Comptroller’s Obligation Activity
(SC15) reports were not performed. (Finding 1, pages
12-13)

We recommended the Agency strengthen its controls and
procedures to ensure its accounting records are properly and
timely reconciled to Comptroller records.



Agency accepted our
recommendation

Patch management procedures not
established

Policies and procedures regarding
disposal of confidential information
not established

Agency partially accepted our
recommendation

The Agency accepted our recommendation and stated it has
implemented policies and procedures that ensure the timely
and accurate reconciliation of Agency accounting records to
those of the Comptroller.

COMPUTER SYSTEM WEAKNESSES

The Agency did not maintain adequate controls over its
computing environment.

The Agency had established computer systems and maintained
data in order to meet its mission and mandate. The Agency
processed and maintained critical, confidential and sensitive
data. During testing, we noted:

e Patch management procedures for ensuring vendor
released patches, service patches, fixes, and updates are
current had not been established.

e Although the Agency had policies requiring password
complexity and strong password requirements, they
were not enabled.

e Policies and procedures for the proper disposal of
confidential information had not been established.

In addition, we noted programmers had access to the
production environment.

It should be noted the auditors provided the results of their
testing to the Agency on September 30, 2020, and the Agency
accepted those results on October 28, 2020. The Agency
subsequently presented, and the auditors accepted and tested,
additional information related to computer security on
February 10, 2021. The results of testing the additional
information are noted above. (Finding 4, pages 19-21)

We recommended the Agency establish procedures which
address patch management and the proper disposal of
confidential information. In addition, we recommended the
Agency enable password complexity requirements and strong
password requirements. Furthermore, we recommended
restricting programmer access to the production environment and
if the Agency determines access is necessary, the Agency should
establish and enforce compensating controls to ensure
appropriate oversight.

The Agency disagreed with our recommendation regarding the
lack of patch management procedures, password requirements
not being enabled, and the lack of policies and procedures for the
proper disposal of confidential information. The Agency stated it
has created a specific patch management policy to supplement
the change management policy and other Agency policies related



Accountants commented computer
system weaknesses existed during
examination period

to change and configuration management. The Agency also
stated it has been enforcing a complex password policy since
2019. Further, the Agency stated it has also implemented two-
factor authentication to further strengthen access controls.
Additionally, the Agency stated it has adequate controls for the
proper storage and disposal of confidential information. The
Agency stated a series of documents to support the policies and
procedures for the secure storage and disposal of confidential
information was provided to the audit staff throughout the audit
engagement, including a data wiping policy for electronic storage
devices that was established in 2015. The Agency accepted our
recommendation regarding restricting programmer access to the
production environment. The Agency stated it will review
programmer access to the production environment and determine
whether additional controls can be enabled to limit programmer
access and provide assurance that all changes are documented,
reviewed, and approved prior to implementation of the change.

In our accountant’s comment, we noted policies and
procedures to require strong, complex passwords were not
enforced during the examination period. In fact, the Agency
did not begin enforcement until October 23, 2019. We also
noted the policies and procedures for the secure storage and
disposal of confidential information did not address all
required elements. Lastly, we noted that in a correspondence
from the Agency on September 30, 2020, it was stated the
Agency was in the process of working on the patch
management procedures and would formalize the procedures
on March 4, 2021.

OTHER FINDINGS

The remaining findings pertain to inadequate controls over
receipts and accounts receivable, inadequate controls over
voucher processing, inadequate controls over personal
services, and inadequate controls over motor vehicles. We
will review the Agency’s progress towards the implementation
of our recommendations in our next compliance examination.

ACCOUNTANT’S OPINION

The accountants conducted a compliance examination of the
Agency for the two years ended June 30, 2019, as required by
the Illinois State Auditing Act. The accountants qualified
their report on State compliance for Finding 2019-001.
Except for the noncompliance described in this finding, the
accountants stated the Agency complied, in all material
respects, with the requirements described in the report.



This compliance examination was conducted by the Office of
the Auditor General’s staff.

SIGNED ORIGINAL ON FILE

JANE CLARK
Division Director

This report is transmitted in accordance with Section 3-14 of
the Illinois State Auditing Act.

SIGNED ORIGINAL ON FILE

FRANK J. MAUTINO
Auditor General
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