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FINDINGS THIS AUDIT: 10 AGING SCHEDULE OF REPEATED FINDINGS
New Repeat Total Repeated Since | Category 1 | Category 2 | Category 3
Category 1: 3 1 4 2019 21-02 21-01
Category 2: 4 2 6 2017 21-07
Category 3: _0 0 0
TOTAL 7 3 10
FINDINGS LAST AUDIT: 6

SYNOPSIS
» (21-03) The Agency did not exercise adequate controls over State property to ensure completeness of
property records and accurate and timely reporting to the Office of Comptroller
(Comptroller).

» (21-07) The Agency did not maintain adequate controls over its computing environment.

» (21-08) The Agency had not implemented adequate internal controls related to cybersecurity
programs, practices, and control of confidential information.

Category 1:  Findings that are material weaknesses in internal control and/or a qualification on
compliance with State laws and regulations (material noncompliance).

Category 2:  Findings that are significant deficiencies in internal control and noncompliance with State
laws and regulations.

Category 3:  Findings that have no internal control issues but are in noncompliance with State laws and
regulations.
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ILLINOIS EMERGENCY MANAGEMENT AGENCY

STATE COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2021

EXPENDITURE STATISTICS (in thousands) | 2021 | 2020 | 2019
Total EXpenditures...........ccocovvveveveciveiecceececeeeees $ 1,092,701 578,922 131,380
OPERATIONS TOTAL. ..ottt $ 491,048 559,109 117,330
% of Total EXpenditures..........cccooeveneneneneecnenenn. 44.9% 96.6% 89.3%
Personal SErviCeS.......ocoeivveiiii e 10,262 10,192 9,298
Other Payroll Costs (FICA, Retirement)................ 8,771 8,170 7,576
All Other Operating Expenditures............cc.ccooeuee. 472,015 540,747 100,456
AWARDS AND GRANTS.......ccoireieeree e, $ 601,633 19,801 14,043
% of Total EXpenditures.........cccovvvvvevvvneriereseneeseenns 55.1% 3.4% 10.7%
REFUNDS.......oiiitretee et $ 20 12 7
% of Total EXpenditures...........cooeovvvernciencinnneiennns 0.0% 0.0% 0.0%
Total RECEIPLS.....eveiririe e $ 1,109,780 3,648,598 118,284
Average Number of Employees............cccccovcvrennen. 179 159 153

AGENCY DIRECTOR

Currently: Ms. Alicia Tate-Nadeau

During Examination Period: Ms. Alicia Tate-Nadeau, Acting (7/1/19 - 2/17/20), Ms. Alicia Tate-Nadeu (effective 2/18/20)




Form C-15’s filed late

Inadequate support maintained for
Form C-15 reporting

Surplus items incorrectly reported
as deletions

Property records not adjusted timely

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

PROPERTY CONTROL WEAKNESSES

The Agency did not exercise adequate controls over State
property to ensure completeness of property records and
accurate and timely reporting to the Office of Comptroller
(Comptroller).

During our testing of all Fiscal Year 2020 and 2021 quarterly

Agency Reports of State Property (Form C-15), we noted the
following:

Late Filing

e For Fiscal Year 2020, the second and fourth quarter Form
C-15s were filed 11 and 28 days late, respectively.

Inadequate Support

e For Fiscal Year 2020, the Agency duplicated a leased
equipment deletion for $79,704. The transaction was
recorded on both the third and fourth quarter Form C-15,
and the beginning balance on the fourth quarter Fiscal C-
15 was overstated, as the balance included the leased
equipment.

e For Fiscal Year 2021, we were unable to agree the total
ending balance reported on the third and fourth quarter
Form C-15 to the Agency’s property control records.

e For Fiscal Year 2021, we were unable to agree the asset
additions reported on the first and second quarter Form C-
15 to the Agency’s property control records.

e For Fiscal Year 2021, we were unable to agree the asset
deletions reported on the first and second quarter Form C-
15 to the Agency’s property control records.

Incorrect Classification

e For Fiscal Year 2021, surplus items, totaling $177,673,
were incorrectly reported as deletions, rather than
transfers, on the third quarter Form C-15.

Timely Adjustment

e Assets purchases made in December 2020, totaling
$9,810,000, were not added to the Agency’s property
records, and the items were not reported on Form C-15
until August 13, 2021.



Equipment expenditures unable to
be reconciled

Agency partially agreed to finding

Accountant’s comment noted
reconciliation is not impossible

e For 19 of 240 (8%) items tested, totaling $393,330, the
asset records were not updated within 90 days of an asset
change.

Expenditure Reconciliation

e We were unable to reconcile the Comptroller’s record of
equipment expenditures to the equipment purchases
entered in the Agency’s property records due to
inadequate property records. (Finding 3, pages 15-18)

We recommended the Agency strengthen its internal controls
over State property to ensure property records are complete,
reconciled, and updated timely to facilitate accurate and timely
reporting to the Comptroller.

The Agency partially agreed to the finding and stated items
purchased as equipment under the Comptroller’s records are not
necessarily reportable as equipment on the C-15 report so a
reconciliation to the Comptroller’s equipment records is not
possible. The Agency further stated there were some errors that
were in the C-15 and the agency has implemented updated
training and procedures to ensure assets are recorded

correctly. The Agency also stated the C-15 reports recognize
that errors or omissions can occur and provides fields for the
agency to adjust these reports and provide explanations for the
adjustments.

The Agency additionally stated some items that were loaned to
the State for the agency’s COVID response were initially
believed to be donations and recorded as assets and corrected at
a later date. The Agency also stated warehouses purchased for
the State’s COVID response were thought to be recorded under
CMS records, however it was later determined they should be
recorded on the Agency’s books. Lastly, the Agency stated the
Agency promptly added those to its records once it was
discovered they were not part of CMS’s books.

In an accountant’s comment, we noted that as is necessary during
the performance of any reconciliation, certain transactions need
to be identified and notated as a reconciling items for a specific
reason, such as the timing of the transaction or if the transaction
was below the Agency’s capitalization thresholds. This is not
impossible, as this procedure is routinely performed by
accountants worldwide to verify the completeness and accuracy
of an entity’s capital asset balances by reconciling purchases of
property, plant, and equipment to capital asset additions. As such,
we continue to recommend the Agency strengthen its internal
controls over property by performing a full reconciliation
between the Agency’s expenditures recorded by the Comptroller
to the Agency’s reported additions on its Form C-15s.



Inadequate controls over computer
system access

Agency disagreed with finding

Accountant’s commented noted lack
of documentation regarding
monitoring activities

COMPUTER SYSTEM WEAKNESSES

The Agency did not maintain adequate controls over its
computing environment.

The Agency had established computer systems and maintained
data in order to meet its mission and mandate. The Agency
processed and maintained critical, confidential, and sensitive
data.

During testing, we noted:
e Programmers had access to the production environment;
e Password requirements were not always appropriate;
e Unauthorized individuals had access to the Agency’s data
center; and,
e The Agency did not regularly review or monitor users with
remote access. (Finding 7, pages 25-26)

We recommended the Agency:
e Implement controls to restrict programmer access to the
production environment;
e Ensure password requirements are appropriate;
e Ensure only authorized individuals have access to the
Agency’s data center; and,
e Review and monitor users remote access.

The Agency disagreed with the finding and stated it has
established an adequate system of internal control that provide
reasonable, but not absolute, assurance that agency computer
resources are appropriately secured from unauthorized access
and protect the security, processing integrity, availability and
confidentiality of its systems and data. The Agency also stated
monitoring activities provide additional assurance that the
design of the controls is effective and working as management
intended.

In an accountant’s comment, we stated it is very concerning the
Agency believes the security weaknesses identified in the
finding lend themselves to adequate internal controls,
specifically in today’s environment. Additionally, the Agency
did not provide documentation regarding the monitoring
activities noted in their response. Therefore, we cannot
determine if the monitoring activities provided additional
assurance over the internal controls.

WEAKNESSES IN CYBERSECURITY PROGRAMS AND
PRACTICES

The Agency had not implemented adequate internal controls
related to cybersecurity programs, practices, and control of
confidential information.



Weaknesses noted in the agency’s
cybersecurity programs, practices,
and control of confidential
information

To assist the Agency in meeting its mission of providing
emergency management assistance, the Agency utilizes several
Information Technology (IT) applications which contain
confidential and personal information.

The Illinois State Auditing Act (30 ILCS 5/3-2.4) requires the
Auditor General to review State agencies and their cybersecurity
programs and practices. During our examination of the
cybersecurity program, practices, and control of confidential
information, we noted the Agency had not:

Updated a security policy to depict the actual practices;
Developed a project management framework to ensure
new applications were adequately developed and
implemented in accordance with management’s
expectations;

Developed a risk management methodology, conducted a
comprehensive risk assessment, and implemented risk
reducing internal controls;

Established a comprehensive data classification
methodology for classifying its data in accordance to risk
and how data was protected. We noted the methodology
did not address how each classification of data would be
secured;

Obtained and reviewed vulnerability scan reports; and
documented their reviews, including corrective action
plans taken for any vulnerabilities or appropriate reasons
for not acting;

Established a comprehensive cybersecurity plan that
described the Agency’s security programs;

Documented cybersecurity roles and responsibilities; and
Established comprehensive policies or procedures for
reporting security violations, monitoring security events,
timely follow-up and corrective actions taken to address
identified security events. (Finding 8, pages 27-30)

We recommended the Agency:

Ensure all policies reflect actual practices.

Develop a project management framework to ensure new
applications are adequately developed and implemented in
accordance with management’s expectations.

Develop a risk management methodology, conduct a
comprehensive risk assessment, and implement risk
reducing internal controls.

Develop a comprehensive data classification methodology,
which should outline the security controls for each
classification.

Develop procedures for reviewing the vulnerability scan
reports and documenting their reviews of the vulnerability
scan reports, including any corrective action plans taken to
address the vulnerabilities or appropriate reasons for not
acting.
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Agency disagreed with finding

Accountants comment noted
cybersecurity is a shared
responsibility between the Agency
and DolT

e Develop a comprehensive cybersecurity plan.

e Document all cybersecurity roles and responsibilities.

e Establish comprehensive policies or procedures for
reporting security violations, monitoring security events,
as well as procedures for ensuring timely follow-up and
corrective actions taken to address identified security
events.

The Agency disagreed with the finding and stated it continues to
work with the Department of Innovation and Technology
(DolT) to establish standardized statewide policies and
procedures to which all agencies under the Governor’s Office
must adhere. The Agency also stated responsive documentation
was provided to the auditors during the performance of this
review.

In an accountant’s comment, we Stated Cybersecurity is not just
the responsibility of DolT, but a shared responsibility between
DolT and the Agency. The Agency, not DolT, is responsible for
the security controls over their applications and data. Such facts
are specifically addressed in the various DolT policies and
procedures documented on DolT’s website.

We also stated Section 4.01 of the Intergovernmental
Agreement the Agency entered into with DolT, states, the
“Client Agency is responsible for developing and prioritizing its
IT or IT-related needs in consultation with its designated agency
Chief Information Officer (CIO) or Group CIO.” Furthermore,
Section 5 of the Intergovernmental Agreement states Dol T will
provide ‘certain infrastructure IT or IT related services” and
“the Client Agency shall work with Dol T and provide support to
achieve security and consistent operations” in protecting the
security, processing, integrity, availability and confidentiality of
the Agency’s applications and data.

OTHER FINDINGS
The remaining findings are reportedly being given attention by
Agency personnel. We will review the Agency’s progress

towards the implementation of our recommendations in our next
examination.
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ACCOUNTANT’S OPINION

The accountants conducted a State compliance examination of
the Agency for the two years ended June 30, 2021, as required
by the Illinois State Auditing Act. The accountants qualified
their report on State compliance for Findings 2021-002, 2021-
003, 2021-005, and 2021-009. Except for the noncompliance
described in these findings, the accountants stated the Agency
complied, in all material respects, with the requirements
described in the report.

This State compliance examination was conducted by Kerber,
Eck & Braeckel LLP.

SIGNED ORIGINAL ON FILE

JANE CLARK
Division Director

This report is transmitted in accordance with Section 3-14 of the
Illinois State Auditing Act.

SIGNED ORIGINAL ON FILE

FRANK J. MAUTINO
Auditor General
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