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FINDINGS THIS AUDIT: 8 AGING SCHEDULE OF REPEATED FINDINGS
New Repeat Total Repeated Since | Category 1 | Category 2 | Category 3

Category 1: 1 0 1 2017 2,3
Category 2: 5 2 7
Category 3: _0 0 0

TOTAL 6 2 8
FINDINGS LAST AUDIT: 4

SYNOPSIS

* (19-01) The Board did not implement adequate internal controls related to cybersecurity programs
and practices.

* (19-02) The Board did not comply with certain requirements of the Election Code (10 ILCS 5).

* (19-03) The Board could not demonstrate compliance with all restrictions of the Raffles and Poker
Runs Act (230 ILCS 15) when granting raffle licenses.

Category 1: Findings that are material weaknesses in internal control and/or a qualification on compliance with State laws and
regulations (material noncompliance).

Category 2: Findings that are significant deficiencies in internal control and noncompliance with State laws and regulations.

Category 3:  Findings that have no internal control issues but are in noncompliance with State laws and regulations.

{Expenditures and Activity Measures are summarized on next page.}
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STATE BOARD OF ELECTIONS
COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2019

EXPENDITURE STATISTICS | 2019 | 2018 | 2017
Total EXPENAITUIES.....c.cveveeiiietceeee e $21,074,504 $15,320,787  $10,009,241
OPERATIONS TOTAL. ..ottt $ 9,394,628 $ 8,908,205 $ 5,802,939
% Of Total EXPENUITUIES.......ccveieiveciece e 44.6% 58.1% 58.0%
PEISONAI SEIVICES. . .eiiiieeriie ettt r et e e et e e s et e e s enares 4,783,386 4,318,852 4,130,280
Other Payroll Costs (FICA, Retirement)...........cccccevcvvivecieienveeninnnen, 353,369 320,744 460,322
All Other Operating EXpenditures...........cccooveveveiveieseevecce e 4,257,873 4,268,610 1,212,337
AWARDS AND GRANTS ..ottt $11,679,876 $ 6,412,582 $ 4,206,302
% Of Total EXPENdItUrES........c.ccveiiiie e 55.4% 41.9% 20.0%
TOtAl RECEIPES. ..cveveievceieieeeee ettt $ 1,338,458 $13,518,420 $ 914,056
Average Number of Employees (Not Examined)............c.ccccccoennnes 73 67 68

EXECUTIVE DIRECTOR

During Examination Period: Steven Sandvoss
Currently: Steven Sandvoss




Failure to assess and establish an
adequate cybersecurity program to
assess risk of confidential
information being susceptible to
attack

Board partially agreed with finding

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

WEAKNESSES IN CYBERSECURITY PROGRAMS
AND PRACTICES

The State Board of Elections (Board) had not implemented
adequate internal controls related to cybersecurity programs
and practices.

The Illinois State Auditing Act (30 ILCS 5/3-2.4) requires the
Auditor General to review State agencies and their
cybersecurity programs and practices. During our examination
of the Board’s cybersecurity program, practices, and control of
confidential information, we noted the Board:

e Had not classified its data to identify and ensure
adequate protection of information (i.e. confidential or
personal information) most susceptible to attack.

e Had not evaluated and implemented appropriate
controls to reduce the risk of attack.

e Had not ensured all staff members completed
cybersecurity training upon employment and annually
thereafter.

e Had not developed a formal, comprehensive,
adequate, and communicated Security program
(policies, procedures, and processes) to manage and
monitor the regulatory, legal, environmental and
operational requirements. Although the Board’s
Policy Manual included minimum requirements for
acceptable usage of information technology, the
Policy Manual did not address access provisioning
requirements, security awareness and training, and
data maintenance and destruction. (Finding 1, pages 9-
10)

We recommended the Board perform an assessment to
identify and classify data to ensure adequate protection of
confidential or personal information most susceptible to
attack, evaluate identified risks and implement appropriate
controls to reduce the risk, ensure all staff members annually
complete cybersecurity training as outlined in the Data
Security on State Computers Act, and establish and
communicate the Board’s security program (formal and
comprehensive policies, procedures and processes) to manage
and monitor the regulatory, legal, environmental and
operational requirements.

Board officials partially agreed with the finding. The Board
stated it will analyze and classify its data and create and
implement a comprehensive security program. However, the
Board stated it believes it has evaluated and implemented
several technical security controls that have significantly
increased the Board’s security posture and reduced the threat



Failure to establish monitoring of
business registrations and assessing
civil penalties.

Untimely updating of database or
not maintaining support of when it
was updated

Board partially agreed with finding

attack surface. Regarding cybersecurity training, the Board
believes it is in compliance with statutory requirements
requiring annual cybersecurity training by staff.

NONCOMPLIANCE WITH ELECTION CODE

The Board did not comply with certain requirements of the
Election Code (10 ILCS 5) (Code) during the examination
period.

As of the end of fieldwork, we noted the Board had not
established monitoring mechanisms to determine whether
business entities were updating their registrations as needed
and, therefore, is not assessing the requisite civil penalty.
Section 9-35(e) of the Code states the Board shall impose a
civil penalty of $1,000 per business day for failure to update a
registration by a business entity as required by Section 20-160
of the Illinois Procurement Code (30 ILCS 500).

Further, we noted 1 of 9 (11%) Board actions tested were
entered on the Board’s online database 617 days beyond the 5
business days after action was taken or the penalty was
imposed on the complaint. In addition, 3 of the 9 (33%) had
no documentation supporting the date the Board’s online
database was updated after action/penalty was imposed.
Section 9-23.5 of the Code requires the Board to update its
online database of all complaints filed with the Board within
five business days after action is taken or a penalty imposed
on a complaint. (Finding 2, pages 11-12)

We recommended the Board comply with the requirements of
the Election Code. If the requirements of the Code require
monitoring or enforcement resources beyond the present
capabilities of the Board, we recommended the Board seek
assistance from outside parties to perform these duties as
presently prescribed in the Election Code. Otherwise, we
suggested the Board seek legislative remedies from the
requirements. In addition, we recommended the Board update
the capabilities of its online database to ensure its actions and
penalties are entered into its online database within five
business days after action is taken or a penalty is imposed on a
complaint.

Board officials partially agreed with the finding as it related to
Section 9-35(e). The Board agreed it is not enforcing this
section, but disagreed that it has the ability to do so. The
Board will continue to pursue a legislative remedy to this
requirement. Further, Board officials disagreed with the
finding as it related to Section 9-23.5. Following the prior
engagement period, the Board implemented new procedures
and protocols to ensure the database was updated in a timely
fashion. However, it did not apply these changes retroactively,
so one of the complaints tested occurred prior to the changes



Failure to demonstrate compliance
with Act

Auditors could not determine if
ineligible licenses were granted

and was not updated. In addition, the Board maintains that the
database is being updated timely and in accordance with
Section 9-23.5. However, the current system lacks the means
to provide documentation verifying existing records are
subsequently updated. The time stamp for records in the
database only reflect the date the original entry was made, not
the updates. The Board will determine if a change to the
system is feasible or practical to address future requests from
auditors.

NONCOMPLIANCE WITH RAFFLES AND POKER
RUNS ACT

The Board could not demonstrate compliance with all
restrictions of the Raffles and Poker Runs Act (Act) when
granting raffle licenses.

The Act (230 ILCS 15/8.1(c)) restricts the raffle licenses
issued by the Board and states the following are ineligible
entities for licenses:

i. Any political committee which has an officer who has
been convicted of a felony;

ii. Any political committee which has an officer who is
or has been a professional gambler or gambling promoter;

iii. Any political committee which has an officer who is
not of good moral character;

iv. Any political committee which has an officer who is
also an officer of a firm or corporation in which a person
defined in (i), (ii), (iii) has a proprietary, equitable, or
credit interest, or in which such a person is active or
employed;

v. Any political committee in which a person defined in
(i), (i) or (iii) is an officer, director, or employee,
whether compensated or not;

vi. Any political committee in which a person defined in
(i), (ii) or (iii) is to participate in the management or
operation of a raffle as defined in this Section.

We tested 40 raffle applications received from political action
committees and acted upon by the Board during the
examination period. We were not able to determine whether
or not the Board issued raffle licenses during the examination
period to entities ineligible for licenses based upon the criteria
prescribed in the Act because the Board had not established a
monitoring mechanism to vet this information, therefore, no
information was available to review. (Finding 3, pages 13-14)



Board partially agreed with the
auditors

We recommended the Board establish, implement, and
document procedures for tracking and monitoring raffle
licenses to ensure compliance under the Raffles and Poker
Runs Act. If those specific requirements of the Act require
monitoring or enforcement resources beyond the present
capabilities of the Board, we recommended the Board seek
assistance from outside parties to perform these duties as
presently prescribed in the Act. Otherwise, we recommended
the Board seek legislative remedies from the requirement.

Board officials partially agreed with the finding, in that they
are not enforcing the listed provisions, but disagrees as they do
not believe it is possible to effectively enforce the section of
the Act. Board officials stated they will continue to pursue a
legislative remedy to this requirement.

OTHER FINDINGS

The remaining findings pertain to weaknesses in controls over
State property, failure to enter into agreement with other state
agencies for the transmission of registration member data, a
lack of formal change management process, inadequate
disaster recovery planning, and a lack of system development
documentation. We will review the Board’s progress towards
the implementation of our recommendations in our next
compliance examination.

ACCOUNTANT’S OPINION

The accountants conducted a compliance examination of the
Board for the two years ended June 30, 2019, as required by
the Illinois State Auditing Act. The accountants qualified
their report on State compliance for Finding 2019-001.
Except for the noncompliance described in this finding, the
accountants stated the Board complied, in all material
respects, with the requirements described in the report.

The compliance examination was conducted by Sikich LLP.

SIGNED ORIGINAL ON FILE

JANE CLARK
Division Director

This report is transmitted in accordance with Section 3-14 of
the Illinois State Auditing Act.

SIGNED ORIGINAL ON FILE

FRANK J. MAUTINO
Auditor General
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