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FINDINGS THIS AUDIT: 2 AGING SCHEDULE OF REPEATED FINDINGS
New Repeat Total Repeated Since | Category 1 | Category 2 | Category 3

Category 1: 0 1 1 2012 14-1 14-2 0
Category 2: 0 1 1
Category3: 0 0 0

TOTAL 0 2 2
FINDINGS LAST AUDIT: 2

SYNOPSIS OF FINDINGS

e (14-1)  The lllinois Department of the Lottery’s (Department) year-end financial reporting in

accordance with generally accepted accounting principles to the Illinois Office of the
Comptroller contained errors in certain accounts.

* (14-2)  The Department has not implemented a sufficient level of controls over its computing
environment to ensure the controls provided adequate protection.

Category 1: Findings that are material weaknesses in internal control and/or a qualification on compliance with State laws and
regulations (material noncompliance).

Category 2: Findings that are significant deficiencies in internal control and noncompliance with State laws and regulations.

Category 3: Findings that have no internal control issues but are in noncompliance with State laws and regulations.

{Financial information is summarized on next page.}
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DEPARTMENT OF THE LOTTERY
FINANCIAL AUDIT
For the Year Ended June 30, 2014

STATEMENT OF NET POSITION (DFICIT) (amounts in thousands) | June 30, 2014 | June 30, 2013
ASSETS:
Cash qUILY IN STAtE TIEASUNY......cceiveieiiieesesie ettt ettt sttt sa e e seetesbesbesrenes $ 108,497  $ 117,608
Cash and cash equivalents 17,945 18,279
Accounts receivable, net of allowance of $13,839 and $11,367, respectively..........c...ccocueunn.e. 26,858 24,910
Investments (CUrrent and NONCUITENL).........cerieeireeeriereseeteseee st see e saene s s e s e e e sens 296,683 313,267
Private management contract receivable, net of provision of $0 and $21,776, respectively...... 37,129 40,000
OtNEE TECERIVADIES. ...ttt ettt et e et e et e e st e e st e st e e sta e e sbeesabeeebessaneesaaesreesrens 12,697 13,710
Capital assets being depreciated, NEL...........ccov e 151 238
TOUAI ASSEES. c..vvveveterisitstete ettt ettt ettt bt et et et b bR e e e bbb s et et nen 499,960 528,012
LIABILITIES AND NET POSITION (DEFICIT):
PriZES PAYADIE. ....ccviiiiecce e ettt nn 168,026 150,698
Accounts payable and accrued liabilities 37,533 52,454
Due to other GOVernment- FEAEIAL............oiriiiiiiie e 184 109
Due t0 Other StAte fUNS........ceiviieicice e reare s 6,930 44,449
UNEAIMNEA FEVENUE. ... .c.veveitieteiteitestete et e e eteste st e ste st esseseeseetesbesbe s et e s e estetesbesbesse b essenseteebeabestenseean 1,650 4,769
Provision for private management contract diSPULE...........covveieieiiiiireneieeee e 21,776 -
Other Habilites........c.ooiiiiicee e 1,259 1,193
Long-term annuity prizes payable (current and noncurrent) 266,829 273,083
Other NONCUITeNt [IADTITIES.......c.viiiiece e 929 882
TOtAl LIGDITITIES ..o.viveieicce ettt re et st saenen 505,116 527,637
Total Net POSItIoN (DEFICI).......ccccviririieieeiiieie ettt ae et $ (5,156) $ 375
STATEMENT OF REVENUES, EXPENSES, AND CHANGES IN
NET POSITION (DEFICIT) (amounts in thousands) FY 2014 FY 2013
OPERATING REVENUE:
Charges fOr Sales AN SEIVICES. .........civiuririeeririeisie ettt e ae e seeneneas $ 2,802,310 $ 2,832,576
Private management CONract fEE............cocoviviiiiiiiiiiiii s 35,713 61,776
L 13 PSR 4,484 8,006
Total OPErating REVENUES.......cviiiiieiteriiieiei e ste sttt e et steeese e sbestessesbeseensasessenees 2,842,507 2,902,358
OPERATING EXPENSES:
COSt OF SAIES AN SEIVICES. ....veeieei ettt ettt ettt st et e s e e sa e e st e e st e s ssteesaessbeesreessteesabaeres 159,124 163,966
PriZES QN0 ClAIMS. ... eiiieii ettt ettt e et e e st e e et e s s aaeesaee st e e stesesaeesabesbessrnnesreesns 1,749,177 1,743,686
General and adminiStratiVe...........ccovveeeeiee e 156,486 153,731
Allowance for (recovery of) private management contract fee - 21,776
DEPIECIALION. ...vevveiieeiecie e s 73 99
Total Operating Expenses 2,064,860 2,083,258
(@] oT=T =L a0 TN 1ol ] 03 RSP RRSPSN 777,647 819,100
NONOPERATING REVENUES (EXPENSES):
7,406 (9,354)
(13,124) (14,347)
(20) -
(5,738) (23,701)
Changes in Net Position Before TransTers.........cccvcerreiiriineieisesee e 771,909 795,399
Transfers t0 Other State fUNGS...........oiiie e (777,440) (819,390)
Change in Net Position ........c..ccccevvenene (5,531) (23,991)
Net Position at beginning of year 375 24,366
Net Position (Deficit) at end Of YEAI.........ccccviirirricciii e s $ (5,156) $ 375

DIRECTOR

During Engagement Period: Michael Jones
Currently: Michael Jones




Inaccuracies in calculating estimate
of Prizes payable resulted in an
overstatement of $7.314 million

Error in Accounts receivable
resulted in an overstatement of
$4.901 million

Error in reporting Accounts

Payable resulted in Current annuity

prizes payable and Long-term
annuity prizes payable being
overstated by $244 thousand and
$4.494 million

FINDINGS. CONCLUSIONS, AND
RECOMMENDATIONS

NEED TO IMPROVE FINANCIAL REPORTING

The State of Illinois Department of the Lottery’s (Department
or Lottery) year-end financial reporting in accordance with
generally accepted accounting principles (GAAP) to the
Ilinois Office of the Comptroller contained errors in certain
accounts.

During the audit of the June 30, 2014 Department financial
statements, auditors noted errors in the Department’s GAAP
Reporting forms submitted to the Office of the Comptroller
and Department financial statements and deficiencies in
internal controls over financial reporting. Some of the specific
issues noted by the auditors are as follows:

e  Manual errors and inaccuracies in the calculation of the
estimate of the Prizes payable liability for Instant games
were identified. The inaccuracies resulted in Prize
expense and the associated liability being overstated by
$7.314 million. These inaccuracies were discussed with
Department management at which time they made an
adjusting entry to their accounting records.

e Anunreconciled difference was identified in the
Department’s Accounts receivable. Upon further
research, Department management determined that this
difference was the result of an error. The error resulted in
Accounts receivable being overstated by $4.901 million.
This inaccuracy was discussed with Department
management at which time they made an adjusting entry
to Ticket expense for $1.220 million and Other income
for $3.681 million.

e  Auditors identified that the Department recorded an
annuity in error. The error resulted in Current annuity
prizes payable and Long-term annuity prizes payable
being overstated by $244 thousand and $4.494 million,
respectively, and Investment income and Interest expense
being overstated and understated by $4.798 million and
$60 thousand, respectively. This error was discussed
with Department management at which time they made
an adjusting entry to their accounting records.

The errors and inaccuracies noted, if not detected and
corrected, could materially misstate the Lottery’s financial
statements and negatively impact the Statewide financial
statements. Accurate preparation of the Lottery’s financial
information for GAAP reporting purposes is important due to
the impact Lottery adjustments have on the Statewide
financial statements. (Finding 1, pages 28-30) This finding
has been repeated since 2012.



Lottery agrees with auditors

Control deficiencies were noted in
the Department’s computing
environment

Four areas noted with weaknesses

Lottery agrees with auditors

We recommended the Lottery implement procedures to ensure
GAAP Reporting Packages and financial statements are
prepared in an accurate and complete manner.

Lottery Management agreed and indicated they will continue
to review current procedures to ensure they are up-to-date and
implement any additional procedures, as necessary, to ensure
GAAP financial reporting and the financial statements are
prepared completely, accurately and timely with appropriate
supporting documentation. The Lottery will also ensure
sufficient staff resources are allocated to this process. (For the
previous Department response, see Digest Footnote #1)

WEAKNESSES IN THE GENERAL INFORMATION
TECHNOLOGY CONTROL ENVIRONMENT OVER
KEY SYSTEMS

During testing, auditors noted a number of control deficiencies
related to the various computer systems utilized by the
Department. Several of the Department’s computer systems
generate reports that are used to process, accumulate and
analyze financial information. Although the Department made
certain changes since the prior audit, weaknesses were
identified in the following areas:

Access Reviews

Access Termination

Monitoring of Service Providers
Information Technology Policy

The areas noted with control deficiencies have specific controls
that are considered to be key controls which should be in place
and functioning in the Department’s computing control
environment to prevent or detect unauthorized access or
changes to the Department’s systems. (Finding 2, pages 31-
32) This finding has been repeated since 2012.

We recommended the Department implement controls over its
computing environment and ensure the controls provide
sufficient protection.

The Lottery Management agreed with the recommendations
and indicated they will continue to make improvements in
controls to ensure sufficient protection in its IT environment
and further reduce the number of or totally eliminate
weaknesses. (For the previous Department response, see
Digest Footnote #2)



PRIVATE MANAGEMENT AGREEMENT

The State (acting through the Department) entered into a 10-
year private management agreement (PMA) with Northstar
Lottery Group, LLC (Northstar) effective January 18, 2011,
for the purpose of providing all equipment, services, and
functions necessary to operate the Lottery for the State, except
for those specifically retained by the State as defined within

Private management agreement the PMA. Under the terms of the agreement, effective July 1,
2011, the compensation to be paid under the PMA is
comprised of the reimbursement of operating expenses and
incentive compensation payments. Incentive compensation is
subject to annual adjustments in accordance with the
agreement.

The Office of the Governor, the Department, Northstar and its
member entities executed a Termination Agreement on
December 9, 2014 and delivered a Termination Notice to

Termination Agreement Northstar on December 10, 2014, exercising the State’s right
disapproved by the Attorney to terminate the PMA for convenience. Subsequently, the
General Termination Agreement was disapproved by the State of

Illinois Attorney General. (pages 19-21)

AUDITOR’S OPINION

Auditors stated the financial statements of the Department of
the Lottery as of June 30, 2014, and for the year then ended,
are fairly stated in all material respects.

o

WILLIAM G. O LAND
. Auditor General

WGH:RPU

SPECIAL ASSISTANT AUDITORS

Our Special Assistant Auditors for this audit were KPMG
LLP.

DIGEST FOOTNOTES




#1 NEED TO IMPROVE FINANCIAL REPORTING - Previous
Department Response

2013: Lottery agrees and will continue to review current procedures to
ensure they are up-to-date and implement any additional procedures, as
necessary, to ensure GAAP financial reporting and the financial statements
are prepared completely, accurately and timely with appropriate supporting
documentation. The Lottery will also ensure sufficient staff resources are
allocated to this process.

#2 WEAKNESSES IN THE GENERAL INFORMATION
TECHNOLOGY CONTROL ENVIRONMENT OVER KEY

SYSTEMS- Previous Department Response

2013: Lottery agrees with the recommendations the auditors have put forth.

e Access Reviews — The Department continues to perform periodic
access reviews of key systems. We have also begun to ensure
proper related documentation is kept to track the reviews.

e Access Provisioning and Termination — The Department had one
instance of lack of documentation for access provisioning and
strives to have zero instances in the future. Access rights
termination time frames have improved due to a tighter control
over our user de-provisioning practice.

e  System Change Control — The system in question as designed does
not have a formal change logging capability nor can it produce a
system generated list of changes. The Department instituted a
manual process of tracking, managing and approving system
changes for this system in late FY13 and has begun to fully
implement the process that includes maintaining all test data
produced to support approved changes. The process also serves as
a compensating control to mitigate the risk associated with the
Department’s inability to segregate development activities and
production migration activities by leveraging the Department’s
ability to control access to the production environment of the
system. The system manager cannot make any system changes
without getting access from the Department.

e  Draw Room Security — The Department has relocated and
instituted procedures to fully secure its draw room in early fiscal
year 14.

e  Monitoring of Service Providers — The Department will improve
its process of review of the Service Organization Control reports
of its service providers to determine the impact to its environment.

Vi
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