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MANAGEMENT ASSERTION LETTER

July 9, 2024

Roth & Company, LLP
540 West Madison Street, Suite 2450
Chicago, Illinois 60661

Ladies and Gentlemen:

We are responsible for the identification of, and compliance with, all aspects of laws, regulations,
contracts, or grant agreements that could have a material effect on the operations of the State of
[llinois, Department of Public Health (Department). We are responsible for and we have established
and maintained an effective system of internal controls over compliance requirements. We have
performed an evaluation of the Department’s compliance with the following specified requirements
during the two-year period ended June 30, 2023. Based on this evaluation, we assert that during the
years ended June 30, 2022 and June 30, 2023, the Department has materially complied with the
specified requirements listed below.

A. The Department has obligated, expended, received, and used public funds of the State in
accordance with the purpose for which such funds have been appropriated or otherwise
authorized by law.

B. Other than what has been previously disclosed and reported in the Schedule of Findings, the
Department has obligated, expended, received, and used public funds of the State in
accordance with any limitations, restrictions, conditions, or mandatory directions imposed
by law upon such obligation, expenditure, receipt, or use.

C. Other than what has been previously disclosed and reported in the Schedule of Findings, the
Department has complied, in all material respects, with applicable laws and regulations,
including the State uniform accounting system, in its financial and fiscal operations.

D. Other than what has been previously disclosed and reported in the Schedule of Findings,
State revenues and receipts collected by the Department are in accordance with applicable
laws and regulations and the accounting and recordkeeping of such revenues and receipts is
fair, accurate, and in accordance with law.

E. Money or negotiable securities or similar assets handled by the Department on behalf of the
State or held in trust by the Department have been properly and legally administered, and
the accounting and recordkeeping relating thereto is proper, accurate and in accordance with
law.

PROTECTING HEALT%—], IMPROVING LIVES
Nationally Accredited by PHAB



Yours truly,

State of Illinois, Department of Public Health

SIGNED ORIGINAL ON FILE

Sameer VVohra, MD, JD, MA
Director

SIGNED ORIGINAL ON FILE

Nicole Hilderbrand
Chief Fiscal Officer

SIGNED ORIGINAL ON FILE

Rukhaya Alikhan
Chief Legal Counsel
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SUMMARY

STATE OF ILLINOIS

DEPARTMENT OF PUBLIC HEALTH

STATE COMPLIANCE EXAMINATION

For the Two Years Ended June 30, 2023

STATE COMPLIANCE REPORT

The State compliance testing performed during this examination was conducted in accordance with
attestation standards established by the American Institute of Certified Public Accountants; the
standards applicable to attestation engagements contained in Government Auditing Standards issued
by the Comptroller General of the United States; the Illinois State Auditing Act (Act); and the Audit

Guide.

ACCOUNTANT’S REPORT

The Independent Accountant’s Report on State Compliance and on Internal Control Over
Compliance does not contain scope limitations or disclaimers, but does contain a modified opinion
on compliance and identifies material weaknesses over internal control over compliance.

Current Report Prior Report

SUMMARY OF FINDINGS
Number of
Findings 39
Repeated Findings 27
Prior Recommendations Implemented or Not Repeated 4
SCHEDULE OF FINDINGS
Last/First
Item No.  Page Reported Description
Current Findings
2023-001 15 2021/2007  Inadequate Controls over the
Administration of State Vehicles
2023-002 20 2021/2013  Property Control Weaknesses
2023-003 22 2021/2017  Noncompliance with the MC/DD
Act
2023-004 26 2021/2013  Lack of Controls over Contracts

31
21
5
Finding Type
Material Weakness and

Material Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Material Weakness and
Material Noncompliance



STATE OF ILLINOIS

DEPARTMENT OF PUBLIC HEALTH
STATE COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2023

SCHEDULE OF FINDINGS (Continued)

Item No. Page Last/First

Reported
2023-005 32 2021/2007
2023-006 34 2021/2011
2023-007 36 2021/2013
2023-008 38 2021/2007
2023-009 40 2021/2003
2023-010 43 2021/2015
2023-011 45 2021/2017
2023-012 46 2021/2015
2023-013 48 2021/2015
2023-014 50 2021/2013
2023-015 52 2021/2011

Description

Current Findings (Continued)

Inadequate Administration and
Monitoring of Awards and Grants
Programs

Inadequate Controls over Approval
and Reporting of Overtime

Failure to Employ an Adequate
Number of Surveyors

Employee Performance Evaluations
Not Conducted Timely

Failure to Submit and Accurately
File Required Reports

Noncompliance with Distressed
Facilities Provisions of the Nursing
Home Care Act

Lack of Controls over Monthly
Reconciliations

Failure to Establish Policies and
Procedures on Alzheimer’s
Disease and Related Disorders

Inadequate Controls over Employee
Time Reporting

Inadequate Internal Controls over
Commodities

Statutory Committee and Board
Requirements

Finding Type

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance
Significant Deficiency and
Noncompliance
Significant Deficiency and
Noncompliance
Significant Deficiency and

Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance



STATE OF ILLINOIS

DEPARTMENT OF PUBLIC HEALTH
STATE COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2023

SCHEDULE OF FINDINGS (Continued)

Item No. Page  Last/First
Reported
2023-016 54 2021/2017
2023-017 56 2021/2017
2023-018 60 2021/2017
2023-019 62 2021/2019
2023-020 64 2021/2021
2023-021 65 2021/2021
2023-022 68 2021/2021
2023-023 70 2021/2021
2023-024 72 2021/2021
2023-025 74 2021/2015
2023-026 76 2021/2021

Description

Current Findings (Continued)

Noncompliance with the Breast
Cancer Patient Education Program

Voucher Processing Internal Controls
Not Operating Effectively

Formal Department Rules Not
Adopted

Inadequate Controls over Accounts
Receivable

Noncompliance with the Alzheimer’s
Disease Assistance Act

Weaknesses in Cybersecurity
Programs and Practices

Noncompliance with the Emergency
Medical Services Systems Act

Noncompliance with the Equity in
Long-term Care Quality Act

Noncompliance with the Tobacco
Products Compliance Act

Weaknesses with Payment Card
Industry Data Security Standards

Lack of Adequate Controls over
Review of Internal Controls over
Service Providers

Finding Type

Significant Deficiency and
Noncompliance

Material Weakness and
Material Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Material Weakness and
Material Noncompliance



STATE OF ILLINOIS

DEPARTMENT OF PUBLIC HEALTH
STATE COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2023

SCHEDULE OF FINDINGS (Continued)

Item No. Page Last/First
Reported
2023-027 79 2021/2021
2023-028 82 New
2023-029 84 New
2023-030 86 New
2023-031 89 New
2023-032 93 New
2023-033 94 New
2023-034 96 New
2023-035 97 New
2023-036 99 New

Description

Current Findings (Continued)

Inadequate Controls over Personnel
Files

Failure to Designate a Staff to Handle
Men’s Health Issues and Create
Men’s Health Division

Noncompliance with the Tattoo and
Body Piercing Establishment
Registration Act

Receipt Processing Internal Controls
Not Operating Effectively

Trainings Not Completed Within the
Required Timeframe

Noncompliance with the Tanning
Facility Permit Act

Noncompliance with the Abused and
Neglected Long Term Care Facility
Residents Reporting Act

Failure to Conduct Firearms
Restraining Orders Awareness
Program

Noncompliance with the Underlying
Causes of Crime and Violence Study
Act

Failure to Establish or Approve a
Certified Nursing Assistant Intern
Program

Finding Type

Material Weakness and
Material Noncompliance

Significant Deficiency and

Noncompliance

Significant Deficiency and
Noncompliance

Material Weakness and
Material Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and

Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance

Significant Deficiency and
Noncompliance



STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
STATE COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2023

SCHEDULE OF FINDINGS (Continued)

Item No. Page  Last/First Description
Reported
Current Findings (Continued)
2023-037 100 New Inadequate Internal Controls over
Census Data
2023-038 103 New Noncompliance with the Salvage
Warehouse and Salvage Warehouse
Store Act
2023-039 105 New Failure to Request Funding to
Implement Programs Mandated by
State Laws
Prior Findings Not Repeated
A 109  2021/2013  Failure to Complete Internal Audits
B 109  2021/2021 Noncompliance with the Civil
Administrative Code of Illinois
Pertaining to Maternal Care
C 109  2021/2021 Noncompliance with the Illinois
Controlled Substances Act
D 109  2021/2021 Noncompliance with the Cannabis

Regulation and Tax Act

Finding Type

Significant Deficiency and
Noncompliance

Significant Deficiency and

Noncompliance

Significant Deficiency and
Noncompliance



STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
STATE COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2023

EXIT CONFERENCE

The findings and recommendations appearing in this report were discussed with Department
personnel at an exit conference on July 1, 2024.

Attendin

g were:

Department of Public Health

Mr.
Ms.
Ms.
Ms.
Ms.
Ms.
Ms.
Ms.
Ms.
Ms.
Ms.
Ms.
Ms.

Sameer Vohra, MD, JD, MA, Director

Laura Vaught, Chief of Staff

Shannon Lightner, Chief Operating Officer

Allison Nickrent, Chief Governmental Affairs

Sylvia Riperton-Lewis, Deputy Director Performance Management
Samantha Helton, Deputy Director Human Resources

Rachel Pavey, Deputy Director Information Technology

Andrea Dos Santos, Deputy Director Preparedness & Response
Jennifer Epstein, Deputy Director Policy, Planning & Statistics
Lisa Masinter, Deputy Director Women’s Health & Family Services
Gerrin Cheek Butler, Deputy Director Health Protection

Melissa Stalets, Deputy Director Health Promotion

Griselle Torres, Deputy Director Disease Control

Ms. Barbara Gold, Assistant Deputy Director, Office of Health Care Regulation

Ms. Karen Senger, Division Chief Health Care Facilities & Programs, Office of Health Care
Regulation

Mr. George Logan, Division Chief Administrative Rules & Procedures, Office of Health Care
Regulation

Ms. Erin Davis, Assistant General Counsel

Mr
Ms
Ms
Ms
Ms
Ms
Mr

. David Price, Internal Audit

. Sarah Rynders, Internal Audit

. Erica Meredith, Assistant Deputy Director of Finance and Administration
. Janice Philips, Assistant Director

. Ericka Williams, Assistant Deputy Director Human Resources

. Heather Whetsell, Deputy Chief of Staff

. Godyson Orji, Assistant Deputy Director Policy, Planning, and Statistics



STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
STATE COMPLIANCE EXAMINATION
For the Two Years Ended June 30, 2023

EXIT CONFERENCE (Continued)

Office of the Auditor General
Ms. Stacie Sherman, Senior Audit Manager
Ms. Sara Metzger, Assistant Director

Roth & Company, LLP — Special Assistant Auditors
Ms. Elda Arriola, Partner

Mr. Lou Jonathan Cabrera, Manager

Ms. Karren Jill Abito, Supervisor

Mr. John Karlo Reazo, Senior

The responses to the recommendations for Findings 2023-001 through 2023-030, 2023-032, and
2023-034 through 2023-039 were provided by Mr. David Price, Internal Audit, in a correspondence
dated July 3, 2024. The responses to the recommendations for Findings 2023-031 and 2023-033
were provided by Mr. David Price in a correspondence dated July 9, 2024.
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Roth&Co

INDEPENDENT ACCOUNTANT’S REPORT

ON STATE COMPLIANCE AND ON INTERNAL CONTROL OVER COMPLIANCE

Honorable Frank J. Mautino
Auditor General
State of Illinois

Report on State Compliance

As Special Assistant Auditors for the Auditor General, we have examined compliance by the State of
[llinois, Department of Public Health (Department) with the specified requirements listed below, as
more fully described in the Audit Guide for Financial Audits and Compliance Attestation
Engagements of Illinois State Agencies (Audit Guide) as adopted by the Auditor General, during the
two years ended June 30, 2023. Management of the Department is responsible for compliance with
the specified requirements. Our responsibility is to express an opinion on the Department’s
compliance with the specified requirements based on our examination.

The specified requirements are:

A.

Illinois

The Department has obligated, expended, received, and used public funds of the State in
accordance with the purpose for which such funds have been appropriated or otherwise
authorized by law.

The Department has obligated, expended, received, and used public funds of the State in
accordance with any limitations, restrictions, conditions, or mandatory directions imposed by
law upon such obligation, expenditure, receipt, or use.

The Department has complied, in all material respects, with applicable laws and regulations,
including the State uniform accounting system, in its financial and fiscal operations.

State revenues and receipts collected by the Department are in accordance with applicable
laws and regulations and the accounting and recordkeeping of such revenues and receipts is
fair, accurate, and in accordance with law.

Money or negotiable securities or similar assets handled by the Department on behalf of the
State or held in trust by the Department have been properly and legally administered and the
accounting and recordkeeping relating thereto is proper, accurate, and in accordance with
law.

info@rothcocpa.com

540 W. Madison Street www.rothcocpa.com

Suite 2450

Chicago, IL 60661

P (312) 876-1900

F(312)876-1191 11



Our examination was conducted in accordance with attestation standards established by the
American Institute of Certified Public Accountants, the standards applicable to attestation
engagements contained in Government Auditing Standards issued by the Comptroller General of the
United States, the Illinois State Auditing Act (Act), and the Audit Guide. Those standards, the Act,
and the Audit Guide require that we plan and perform the examination to obtain reasonable assurance
about whether the Department complied with the specified requirements in all material respects. An
examination involves performing procedures to obtain evidence about whether the Department
complied with the specified requirements. The nature, timing, and extent of the procedures selected
depend on our judgement, including an assessment of the risks of material noncompliance with the
specified requirements, whether due to fraud or error. We believe that the evidence we obtained is
sufficient and appropriate to provide a reasonable basis for our modified opinion.

We are required to be independent and to meet our other ethical responsibilities in accordance with
relevant ethical requirements relating to the engagement.

Our examination does not provide a legal determination on the Department’s compliance with the
specified requirements.

Our examination disclosed material noncompliance with the following specified requirements
applicable to the Department during the two years ended June 30, 2023. As described in the
accompanying Schedule of Findings as items 2023-001; 2023-004; and 2023-017, the Department
had not obligated, expended, received, and used public funds of the State in accordance with any
limitations, restrictions, conditions, or mandatory directions imposed by law upon such obligation,
expenditure, receipt, or use. As described in the accompanying Schedule of Findings as items 2023-
001;2023-004; 2023-017; 2023-026; 2023-027; and 2023-030, the Department had not complied, in
all material respects, with applicable laws and regulations, including the State uniform accounting
system, in its financial and fiscal operations. As described in the accompanying Schedule of
Findings as item 2023-030, the Department had not ensured the State revenues and receipts collected
by the Department were in accordance with applicable laws and regulations and the accounting and
recordkeeping of such revenues and receipts was fair, accurate, and in accordance with law.

In our opinion, except for the material noncompliance with the specified requirements described in
the preceding paragraph, the Department complied with the specified requirements during the two
years ended June 30, 2023, in all material respects. However, the results of our procedures disclosed
instances of noncompliance with the specified requirements, which are required to be reported in
accordance with criteria established by the Audit Guide and are described in the accompanying
Schedule of Findings as items 2023-002; 2023-003; 2023-005 through 2023-016; 2023-018 through
2023-025; 2023-028; 2023-029; and 2023-031 through 2023-039.

The Department’s responses to the compliance findings identified in our examination are described
in the accompanying Schedule of Findings. The Department’s responses were not subjected to the

procedures applied in the examination and, accordingly, we express no opinion on the responses.

The purpose of this report is solely to describe the scope of our testing and the results of that testing

12



in accordance with the requirements of the Audit Guide. Accordingly, this report is not suitable for
any other purpose.

Report on Internal Control Over Compliance

Management of the Department is responsible for establishing and maintaining effective internal
control over compliance with the specified requirements (internal control). In planning and
performing our examination, we considered the Department’s internal control to determine the
examination procedures that are appropriate in the circumstances for the purpose of expressing our
opinion on the Department’s compliance with the specified requirements and to test and report on
the Department’s internal control in accordance with the Audit Guide, but not for the purpose of
expressing an opinion on the effectiveness of the Department’s internal control. Accordingly, we do
not express an opinion on the effectiveness of the Department’s internal control.

Our consideration of internal control was for the limited purpose described in the preceding
paragraph and was not designed to identify all deficiencies in internal control that might be material
weaknesses or significant deficiencies and therefore, material weaknesses or significant deficiencies
may exist that have not been identified. However, as described in the accompanying Schedule of
Findings, we did identify certain deficiencies in internal control that we consider to be material
weaknesses and significant deficiencies.

A deficiency in internal control exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent,
or detect and correct, noncompliance with the specified requirements on a timely basis. A material
weakness in internal control is a deficiency, or a combination of deficiencies, in internal control,
such that there is a reasonable possibility that a material noncompliance with the specified
requirements will not be prevented, or detected and corrected, on a timely basis. We consider the
deficiencies described in the accompanying Schedule of Findings as items 2023-001; 2023-004;
2023-017; 2023-026; 2023-027; and 2023-030 to be material weaknesses.

A significant deficiency in internal control is a deficiency, or a combination of deficiencies, in
internal control that is less severe than a material weakness, yet important enough to merit attention
by those charged with governance. We consider the deficiencies described in the accompanying
Schedule of Findings as items 2023-002; 2023-003; 2023-005 through 2023-016; 2023-018 through
2023-025; 2023-028; 2023-029; and 2023-031 through 2023-039 to be significant deficiencies.

As required by the Audit Guide, immaterial findings excluded from this report have been reported in
a separate letter.

The Department’s responses to the internal control findings identified in our examination are
described in the accompanying Schedule of Findings. The Department’s responses were not
subjected to the procedures applied in the examination and, accordingly, we express no opinion on
the responses.

13



The purpose of this report is solely to describe the scope of our testing of internal control and the
results of that testing based on the requirements of the Audit Guide. Accordingly, this report is not
suitable for any other purpose.

SIGNED ORIGINAL ON FILE

Chicago, Illinois
July 9, 2024
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2023-001.

STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH

SCHEDULE OF FINDINGS — CURRENT FINDINGS

For the Two Years Ended June 30, 2023

FINDING (Inadequate Controls over the Administration of State Vehicles)

The Illinois Department of Public Health (Department) did not exercise adequate
internal controls over State vehicles.

The Department’s fleet consisted of 109 vehicles at June 30, 2022 and 98 at June 30,
2023. Of'those vehicles, 36 were personally assigned to employees during Fiscal Year
2022 and 41 in Fiscal Year 2023.

During testing, we noted the following:

The Department was not able to provide the vehicle mileage log reports for three
of 98 (3%) vehicles tested, as such, we were not able to determine whether these
vehicles were efficiently utilized for the specific operational needs of the
Department, properly maintained, and the mileage properly reported.

The Department Vehicle Policy (Vehicle Policy) requires any employee who
drives a State vehicle whether personally assigned or pooled to record the
mileage of daily use. The Vehicle Policy also requires all mileage be recorded
on a monthly mileage report and submitted to the Department’s Vehicle
Coordinator by the 10" day from the conclusion of the previous month. The
State Records Act (5 ILCS 160/8) requires the head of each agency to preserve
records containing adequate and proper documentation of the organization,
functions, policies, decisions, procedures, and essential transactions of the
agency designed to furnish information to protect the legal and financial rights
of the State and of persons directly affected by the agency's activities.

The Department did not ensure its vehicles were properly maintained during the
engagement period. The auditors reviewed the maintenance records for 22
vehicles and noted the following:

o Nine (41%) vehicles tested received oil changes 128 to 4,679 miles past the
allowed oil change interval. Additionally, two (9%) vehicles tested did not
receive oil changes during the engagement period.

o Four (18%) vehicles tested did not receive a tire rotation, as required.
Additionally, one (5%) vehicle had tire rotation past the allowed interval
and another vehicle (5%) had inadequate documentation, therefore, we
were not able to determine whether this vehicle had tire rotation within the
allowed interval.

o Four (18%) vehicles tested did not undergo an annual inspection during the
engagement period.

15



2023-001.

STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2023

FINDING (Inadequate Controls over the Administration of State Vehicles) -

Continued

o One (5%) vehicle was not found on the location indicated in the
Department’s property listing during the physical inspection of vehicles. In
addition, the Department was not able to provide sufficient supporting
documentation on the disposal and transfer of two (9%) vehicles.

o The Department was not able to provide the maintenance records for three
(14%) vehicles tested, as such, we were not able to determine whether these
vehicles were properly maintained.

The Illinois Administrative Code (Code) (44 Ill. Adm. Code 5040.410(a))
requires agencies to have vehicles inspected at least once per year and to
maintain vehicles in accordance with the Department of Central Management
Services (DCMS) schedules for proper care and maintenance of vehicles. In
addition, the Code (44 Ill. Adm. Code 5040.400) requires all State-owned or
leased vehicles to undergo regular service and/or repair to maintain the vehicles
in road worthy, safe, operating condition and appropriate cosmetic condition.
The State Records Act (5 ILCS 160/8) requires the head of each agency to
preserve records containing adequate and proper documentation of the
organization, functions, policies, decisions, procedures, and essential
transactions of the agency designed to furnish information to protect the legal
and financial rights of the State and of persons directly affected by the agency's
activities.

The Department did not exercise adequate control over the personal use of State
vehicles. We noted the following:

o Seventy-two (100%) monthly vehicle logs and vehicle use certification
forms tested were not reviewed and reconciled for the determination of the
fringe benefit value submitted for tax purposes. The Department only used
the commuting days reflected in the certification forms to report fringe
benefits. In addition, five of 72 (7%) monthly vehicle logs and vehicle use
certification forms tested differed as to the number of commuting days the
State vehicle was used, resulting in the overstatement of reported fringe
benefit payments for tax purposes totaling $45 in Fiscal Year 2022 and
understatement of $15 in Fiscal Year 2023.

o Thirty-seven of 72 (51%) vehicle use certification forms tested were not
submitted to the Payroll Division on the 10th of the month following the
usage. The vehicle use certification forms were submitted from four to 300
days late. Additionally, 13 of 72 (18%) vehicle use certification forms

16



2023-001.

STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2023

FINDING (Inadequate Controls over the Administration of State Vehicles) -

Continued

tested were not stamped with a receipt date, therefore, timeliness of
submission of the forms cannot be determined. Further, one of 72 (1%)
vehicle use certification forms tested was not submitted to the Payroll
Division.

o Two of 72 (3%) vehicle use certification forms tested did not agree with
the payroll voucher, resulting in an understatement totaling $39 in Fiscal
Year 2022.

o The Department was not able to provide 17 of 72 (24%) monthly vehicle
logs tested, as such, we were not able to determine whether the number of
commuting days and fringe benefit payments were properly reported.

The Internal Revenue Services’ Employer’s Tax Guide to Fringe Benefits
(Publication 15-B) and Section IV of the Department’s Vehicle Policy states
that any commute that an individual makes with an assigned vehicle is
considered a fringe benefit and is to be valued at $1.50 per one-way commute,
or $3 per day. Fringe benefits are to be included in the employee’s wages for
tax purposes.

Section IV of the Department’s Vehicle Policy requires employees to record all
days the State vehicle is driven for commuting purposes and report it to the
agency Payroll Division on the 10th of the month following the usage. No
employee should be assigned to a State vehicle solely for the purpose of
commuting.

The Department did not exercise adequate control over the required annual
certifications of licensure and automobile liability coverage form (certification
form). We noted the following:

o Five of 34 (15%) employees tested did not submit the certification forms
during the engagement period.

o One of 34 (3%) employees tested submitted the certification form 124 days
late.

The Illinois Vehicle Code (625 ILCS 5/7-601(c)) requires every employee of a
State agency who is assigned a specific State-owned or leased vehicle on an
ongoing basis to provide annual certification to the chief executive officer of the
agency affirming that the employee is duly licensed to drive and that the

17



2023-001.

STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2023

FINDING (Inadequate Controls over the Administration of State Vehicles) -
Continued

employee has liability insurance coverage extending to the employee when the
assigned vehicle is used for other than official State business. The certification
is required to be provided during the period July 1 through July 31 of each
calendar year or within 30 days of any new vehicle assignment of a vehicle,
whichever is later. Additionally, employees using private vehicles on State
business must have insurance coverage in an amount not less than that
required by the Illinois Vehicle Code (625 ILCS 5/10-101(b)).

e The Department did not timely and properly report vehicle assignments to
DCMS. We noted the following:

o The Department submitted the Fiscal Year 2022 Individually Assigned
Vehicle (IAV) Report five days late.

o The Department was not able to provide three of five (60%) vehicle
assignment authorization forms tested.

o One of 34 (3%) employees tested submitted the vehicle assignment
authorization form 124 days late.

The Code (44 111. Adm. Code 5040.340) states that vehicles may be assigned to
specific individuals if authorized in writing by the head of the agency to which
the vehicle is assigned and requires agencies to report to DCMS annually and
when changes occur, the name of each employee assigned a vehicle, the
equipment number and license plate number of the assigned vehicle, and the
employee’s headquarters and residence.

This finding was first reported during the period ended June 30, 2007. In
subsequent years, the Department has been unsuccessful in implementing
appropriate corrective action or procedures.

Department management stated, as they did during the prior engagement period,
the deficiencies were due to staff turnover, competing priorities, and a lack of
policies and procedures.

Failure to maintain daily mileage logs for the usage of State vehicles could impose
challenges for the Department management in monitoring the efficient and
effective utilization of these State properties. Regular maintenance on State
vehicles ensures the safety and efficiency of State vehicles, including better fuel
economy and fewer expenditures related to the repair or replacement of vehicles,

18



STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2023

2023-001. FINDING (Inadequate Controls over the Administration of State Vehicles) -
Continued

lower fleet operating costs, reduced vehicle down time and conservation of limited
State resources. In addition, obtaining certification of license and vehicle liability
coverage helps to prevent uninsured, underinsured and/or unlicensed drivers
operating State vehicles while performing State business. Further, failure to
properly report vehicle assignment changes to DCMS lessens government
oversight for fleet efficiency and accountability for State resources. (Finding Code
No. 2023-001, 2021-001, 2019-001, 2017-017, 2015-018, 2013-015, 11-13, 09-14,
07-17)

RECOMMENDATION

We recommend the Department strengthen its controls over its State vehicles.
Specifically, we recommend the Department:

e Ensure vehicle mileage log reports are maintained to monitor utilization and
maintenance of the State vehicle.

e Enforce vehicle maintenance schedules to ensure vehicle safety, to reduce future
year expenditures for repairs, and to extend the useful lives of vehicles.

e Enforce controls to ensure proper reporting of fringe benefits and documentation
related to the personal use of State vehicles.

e Review and enforce procedures over the timely filing of the required annual
certifications of license and liability insurance.

e Remind staff of reporting requirements and develop a monitoring process to
ensure all employee vehicle assignment changes, as well as the required annual
report on Individually Assigned Vehicles, are properly completed and submitted
to DCMS by the established due date.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
ensure that controls and processes are strengthened to comply with the finding.
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FINDING (Property Control Weaknesses)

The Illinois Department of Public Health (Department) did not maintain adequate
controls over its property and related records.

During our testing, we noted the following:

Property Additions:

Eight of 60 (13%) property additions tested, totaling $33,810, were recorded 29
to 1,669 days late. The Illinois Administrative Code (Code) (44 Ill. Adm. Code
5010.400) requires the Department to adjust their property records within 90
days of acquisition, change, or deletion of equipment items.

Physical observation

Seventeen of 60 (28%) items tested, totaling $8,872, were not traced to the
property records. The State Property Control Act (30 ILCS 605/6.02) requires
the Department to maintain a permanent record of all items of property under its
jurisdiction and control.

Six of 60 (10%) items tested, totaling $5,208, were not found at the location
indicated on the Department’s property listing. The Statewide Accounting
Management System (SAMS) (Procedure 29.10.10) requires the Department to
maintain current property records, including the location. Additionally, the
Code (44 Tll. Adm. Code 5010.230) requires the Department to correctly enter
each item’s location code number on its property listing.

Three of 60 (5%) items tested, totaling $7,005, were unusable or considered
obsolete. The Code (44 Ill. Admin. Code 5010.620) requires the Department to
regularly survey their inventories for transferable equipment and report any such
equipment on proper forms to the Property Control Division of the Department
of Central Management System (DCMS).

One of 60 (2%) items tested, totaling $1,800, had a missing tag. The Code (44
I1l. Admin. Code 5010.210) requires the Department to mark each piece of
State-owned equipment in their possession to indicate that it is the property of
the State of Illinois. Additionally, the Code requires the Department to mark the
equipment with a unique identification number to be assigned by the agency
holding the property and the marking be applied using the Department’s
inventory decal or by indelibly marking the property.

20



2023-002.

STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2023

FINDING (Property Control Weaknesses) - Continued

Annual Real Property Utilization Report (ARPUR)

The Department submitted the Fiscal Year 2023 ARPUR to DCMS ten days late. The
Property Control Act (30 ILCS 605/7.1(b)) requires the Department to submit by July

31 of each year, an ARPUR, or annual update of such report, on forms required by
DCMS.

Agency Report of State Property (C-15 Report)

Five property additions, totaling $174,600, were not included in the Fiscal Year 2023
C-15 Report. The Statewide Accounting Management System (SAMS) (Procedure
29.10.10) requires purchased assets to be included in the C-15 Report in the quarter
the assets were received.

This finding was first reported during the period ended June 30, 2013. In
subsequent years, the Department has been unsuccessful in implementing
appropriate corrective action or procedures.

Department management stated the issues were due to clerical errors, competing
priorities, and the related position being vacant for several months.

Failure to maintain accurate property records increases the risk of equipment theft,
loss, or waste occurring without detection and resulted in inaccurate property
recording and reporting. (Finding Code No. 2023-002, 2021-002, 2019-003, 2017-
003, 2015-005, 2013-007)

RECOMMENDATION

We recommend the Department implement procedures to strengthen controls over
equipment and ensure accurate recordkeeping, timely reporting, and accountability
for all State-owned property is maintained.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department has
been working on strengthening the controls on State equipment along
with recordkeeping. A review will be conducted, and changes made where the
controls failed. Additionally, staff will be trained on property tracking and
recording.
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FINDING (Noncompliance with the MC/DD Act)

The Illinois Department of Public Health (Department) did not comply with
provisions of the MC/DD Act (Act). The Act, effective July 29, 2015, required
long-term care facilities for individuals under age 22 to be known and licensed as
medically complex for the developmentally disabled under the Act instead of the
Intermediate Care Facility/Individual Intellectually Disabled (ID/DD) Community
Care Act.

During our testing of certain provisions of the Act, we noted the following:

e During testing of the inspections conducted for the State license renewals of the
10 MC/DD facilities during Fiscal Year 2022 and Fiscal Year 2023, we noted
the following:

o Three (30%) facilities were inspected by the Department 33 to 82 days
after the effective date of the renewal licenses.

o Two (20%) facilities were inspected by the Department 151 to 472 days
prior to license renewal.

o Four (40%) facilities did not provide comments or documentation within
10 days of receipt of the copy of the inspection report. The facilities
submitted the comments or documentation 11 to 47 days after receipt of
the report.

o Three (30%) facilities did not have documentation of comments after
receipt of the report.

The Act (210 ILCS 46/3-212(a)) requires the Department to inspect, survey, and
evaluate every facility to determine compliance with applicable licensure
requirements and standards. The inspection should occur within 120 days prior
to license renewal. The Act (210 ILCS 46/3-212(c)) requires the Department to
submit a copy of the report to the licensee upon completion of each inspection,
survey, and evaluation and upon exiting the facility. The licensee is required to
provide within 10 days of receipt of the copy of the report, comments, or
documentation which may refute findings in the report, explain extenuating
circumstances that the facility could not reasonably have prevented, or which
indicate methods and timetables for correction of deficiencies described in the
report.

Department management attributed the conditions above to a shortage of
surveyors for developmental disability facilities.

22



2023-003.

STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2023

FINDING (Noncompliance with the MC/DD Act) - Continued

The Department did not develop a de-identified database of residents who
have injured facility staff, facility visitors, and other residents. The Act (210
ILCS 46/2-201.5(d)) requires the Department to develop and maintain a de-
identified database of residents who have injured facility staff, facility
visitors, or other residents, and the attendant circumstances, solely for the
purposes of evaluating and improving resident pre-screening and assessment
procedures and the adequacy of Department requirements concerning the
provision of care and services to residents.

Department management stated a de-identified database of residents who have
injured facility staff, visitors, and other residents was not developed due to
minimal technology within the Department.

The Department did not maintain updated information on the facilities database
posted on its website. Except for the inspection reports, which were current, the
information posted by the Department was for the period ended December 31,
2014. The Act (210 ILCS 46/3-304.1(a)(2)) requires the Department to make
available to the public in electronic form information regarding MC/DD
facilities. The Act (210 ILCS 46/3-210) requires the facility to retain the
following information for inspection: a complete copy of every inspection report
of the facility received from the Department during the past 5 years; a copy of
every order pertaining to the facility issued by the Department or a court during
the past 5 years; a description of the services provided by the facility and the
rates charged for those services and items for which a resident may be separately
charged; a copy of the statement of ownership; a record of personnel employed
or retained by the facility who are licensed, certified or registered by the
Department of Financial and Professional Regulation; and a copy of the current
Consumer Choice Information Report.

Department management indicated the failure to update the information on their
website was due to limited technological abilities.

This finding was first reported during the period ended June 30, 2017. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures.
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During the prior engagement period, the Department did not adopt rules to conduct
on site review of large or complex construction projects; expedited process for
emergency repairs or replacement of like equipment; and define the circumstances
under which a ban on new admissions to a facility may be imposed. During the
current engagement period, we noted the Department had adopted the rules by
updating the Illinois Administrative Code (Code) (77 Ill. Admin. Code
390.2610(h)(3)to(5)), (77 1ll. Admin. Code 390.2910(d)), and (77 Ill. Admin. Code
390.630), respectively. Additionally, during the prior engagement period, the
Department had not updated the Code to address the requirement that each policy
should include the periodic review of the use of restraints; informed consent for
psychotropic medication requires a discussion with the resident’s physician, a
registered pharmacy, or a licensed nurse, and the use of standardized consent forms;
and the facility to submit written notification of any unusual incident, abuse, or
neglect within one day after the incident occurring. During the current engagement
period, we noted the Department updated the Code (77 Ill. Admin. Code 390.1310,
390.1312, 390.1314, 390.1316, and 390.3210).

Failure to carry out these mandated duties does not achieve the legislative intent for
the affected program, which is to provide adequate long-term care for the under age
22 MC/DD facilities. (Finding Code No. 2023-003, 2021-003, 2019-002, 2017-
024)

RECOMMENDATION

We recommend the Department ensure it complies with all provisions of the Act.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation.

The Department is currently ensuring compliance with all provisions of the Act.
The Department drafted proposed rules to bring the Department into compliance
with sections of the MC/DD Act cited above. Rules are published for first notice in
the January 3, 2022, issue of the Illinois Register at 46 I1l. Reg. 299 and are
scheduled for review at the April 19, 2022, JCAR meeting.

Annual licensure surveys and facility comments/documentation were delayed in
Fiscal Year 2020 and Fiscal Year 2021 due to the COVID-19 pandemic. The
Department anticipates compliance with the applicable provisions of 210 ILCS
46/3-212(a) and (c) and will monitor scheduling so that inspections occur within
the 120-day window of the applicable licensure renewal.
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The Department is posting surveys and applicable plans of correction on
the website pursuant to 210 ILCS 46/3-304.1(a)(2).
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FINDING (Lack of Controls over Contracts)

The Illinois Department of Public Health (Department) did not have adequate
controls over contracts to ensure the contracts contained the necessary provisions,
were properly approved, and accurately reported.

As part of our testing, we requested the Department to provide a population of
contractual agreements, emergency purchases, and interagency agreements. In
response to our requests, the Department provided populations for emergency
purchases and interagency agreements but was not able to provide a listing of all the
contractual agreements which the Department had entered into during the examination
period. Additionally, the emergency purchases listing provided by the Department
did not agree with the emergency purchases reported to the Office of the Auditor
General and there were interagency agreements not reported in the Agency Contract
Report (SC-14). Due to these conditions, we were unable to conclude the
Department’s population records were sufficiently precise and detailed under the
Attestation Standards promulgated by the American Institute of Certified Public
Accountants (AT-C § 205.36).

During testing, we noted the following:

e Six of 14 (43%) interagency agreements tested, totaling $5,706,197, were
executed subsequent to the performance of services. The agreement execution
dates ranged from seven to 385 days late. Additionally, the Department was not
able to provide the executed agreements for two of 14 (14%) interagency
agreements tested. Therefore, we are unable to test those agreements

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the
Department to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance resources are utilized efficiently
and effectively and obligations and costs are in compliance with applicable laws.
Good internal controls require the approval of agreements prior to their effective
dates. In addition, the State Records Act (5 ILCS 160/8) requires the head of
each agency to preserve records containing adequate and proper documentation
of the organization, functions, policies, decisions, procedures, and essential
transactions of the agency designed to furnish information to protect legal and
financial rights of the State and of persons directly affected by the agency’s
activities.

e For two of eight (25%) emergency purchase contracts tested, totaling $608,380,
the Department published the total actual cost of each emergency purchase in
the Illinois Procurement Bulletin 40 and 390 days late. In addition, one of eight
(13%) emergency purchase contracts tested, totaling $360,101, ended on
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June 30, 2022 but the Department had not published the actual cost as of
auditors’ fieldwork.

The Illinois Procurement Code (Code) (30 ILCS 500/20-30(b)) requires the
purchasing agency to publish in the Illinois Procurement Bulletin the total cost
of each emergency procurement made during the previous month. When the
actual total cost is determined, it shall be published before the 10th day of the
next succeeding month.

e The Department was not able to provide the supporting documentation that they
submitted to the Procurement Policy Board and the Commission on Equity and
Inclusion the following:

o Notice of award for seven of eight (88%) emergency purchase contracts
tested, totaling $10,765,277, and

o Notice of intent to extend an emergency contract for five of eight (63%)
emergency purchase contracts tested, totaling $10,351,570.

The Code (30 ILCS 500/20-30(b)) requires the purchasing agency to provide
notice of all emergency procurements to the Procurement Policy Board and the
Commission on Equity and Inclusion and publish in the online electronic
Bulletin no later than 5 calendar days after the contract is awarded. The Code
also requires the notice of intent to extend the emergency contract be provided
to the Procurement Policy Board and the Commission on Equity and Inclusion
and published in the online electronic Bulletin at least 14 calendar days before
the public hearing. Per Public Act 102-1119 effective January 23, 2023, the
Code requires the notice of extension of an emergency contract be provided to
the Procurement Policy Board and the Commission on Equity and Inclusion and
published in the online electronic Bulletin no later than 7 calendar days after the
extension was executed.

e Three of 60 (5%) contractual agreements tested, totaling $5,541,576, were filed
with the Comptroller more than 30 days after their execution and were not
accompanied by a Late Filing Affidavit.

The Code (30 ILCS 500/20-80(c)) states that when a contract, purchase order,
grant, or lease required to be filed by this Section has not been filed within 30
calendar days of execution, the Comptroller shall refuse to issue a warrant for
payment thereunder until the agency files with the Comptroller the contract,
purchase order, grant, or lease and an affidavit, signed by the chief executive
officer of the agency or his or her designee, setting forth an explanation of why
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the contract liability was not filed within 30 calendar days of execution. A copy
of this affidavit shall be filed with the Auditor General.

e Five of 60 (8%) contractual agreements tested, totaling $1,153,964, did not have
the required subcontractor disclosure and utilization statements. In addition, one
of 60 (2%) contractual agreements tested, totaling $471,550, did not have the
Conflict of Interest Certification, and one (2%) contract, totaling
$43,864, did not have the Certification of Registration with the State Board of
Elections.

The Code (30 ILCS 500/20-120(a)) requires any contract granted under this
Code to state whether the services of a subcontractor will be used. The contract
shall include the names and addresses of all known subcontractors with
subcontracts with an annual value that exceeds the small purchase maximum
established by Section 20-20 of the Code, the general type of work to be
performed by these subcontractors, and the expected amount of money each will
receive under the contract.

The Code (30 ILCS 500/50-35(a)) requires all bids and offers from responsive
bidders, offerors, vendors, or contractors with an annual value that exceeds the
small purchase threshold established under subsection (a) of Section 20-20 of
the Code, and all submissions to a vendor portal, shall be accompanied by
disclosure of the financial interests of the bidder, offeror, potential contractor,
or contractor and each subcontractor to be used. The financial disclosure of each
successful bidder, offeror, potential contractor, or contractor and its
subcontractors should be incorporated as a material term of the contract and
shall become part of the publicly available contract or procurement file.

The Code (30 ILCS 500/20-160(b)) requires all bids and offers contain (1) a
certification by the bidder, offeror, vendor, or contractor that either (i) the bidder,
offeror, vendor, or contractor is not required to register as a business entity with
the State Board of Elections pursuant to this Section or (ii) the bidder, offeror,
vendor, or contractor has registered as a business entity with the State Board of
Elections and acknowledges a continuing duty to update the registration and (2)
a statement that the contract is voidable under Section 50-60 for the bidder's,
offeror's, vendor's, or contractor's failure to comply with this Section.

e For26 of 60 (43%) contracts tested, the Contract Obligation Documents (CODs)
were not properly completed. We noted the following:

o Twenty CODs totaling $12,284,856, included incorrect Illinois
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Procurement Bulletin/Bidbuy publication dates. Three of these CODs had
an incorrect procurement reference number, one COD had an incorrect
award code, and one COD had an incorrect appropriation code.

o Two CODS totaling $1,555,550, had contract beginning and ending dates
different from the dates reported in the SC-14 Report.

o Four CODs did not state the correct annual contract amounts. The total
annual amounts entered in the COD was $2,422,573, however, the total
annual amounts reported in the SC-14 Report was $7,890,634. One of these
CODs also incorrectly entered an obligation amount totaling $1,751,603,
instead of the obligation amount totaling $6,314,022 in the SC-14 Report.
Additionally, two of these CODS also did not state the correct maximum
contract amounts. The maximum contract amounts entered in the CODs
totaled $4,025,265, however, the total maximum contract amounts reported
in the SC-14 Report was $9,525,184.

o One COD totaling $72,649 had an incorrect obligation number.

o One COD stated that subcontractors will not be utilized, however, the
executed contract indicated utilization of subcontractors.

The Statewide Accounting Management System (SAMS) (Procedure 15.20.10)
requires the contract obligation document to contain the maximum contract
amount, annual contract amount, beginning and ending dates of the contract,
detailed description of the contract, in addition to other applicable information.

e The Department’s process in implementing GASB Statement No. 87 — Leases
(GASB 87), was not adequate. The following issues were noted:

o Fortwo of five (40%) GASB 87 lease contracts tested, totaling $1,251,212,
the forms SCO-560 were filed with the Office of Comptroller 77 and 347
days late.

o For three of five (60%) GASB 87 leases contracts tested, totaling
$2,851,771, the forms SCO-560 were not filed with the Office of
Comptroller, therefore, the Department did not record the corresponding
right of use asset, lease liability, and lease payments.
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o The Department did not record the right of use asset, lease liability, and
lease payments for one of two (50%) forms SCO-560 the Department
submitted to the Comptroller’s Office, resulting in the understatement of
the following accounts:

» Right of Use Asset amounting to $1,168,683
» Lease Liability amounting to $1,168,683
» Lease Payments amounting to $774,306

GASB Statement No. 87 defines a lease as “a contract that conveys control of
the right to use another entity’s nonfinancial asset (the underlying asset) as
specified in the contract for a period of time in an exchange or exchange-like
transactions.” GASB Statement No. 87 requires the lessee to recognize a lease
liability and a lease asset at the commencement of the lease term. The lease
liability should be measured at the present value of payments expected to be
made during the lease term. The lease liability is reduced as payments are made.
The lease asset should be measured at the amount of the initial measurement of
the lease liability, plus any payments made to the lessor at or before the
commencement of the lease term and certain direct costs. The lease asset is
amortized in a systematic and rational manner over the shorter of the lease term
or the useful life of the underlying asset.

SAMS (Procedure 27.20.60) requires all agencies who lease property complete
Form SCO-560 for each multiple period lease that falls within the scope of
GASB Statement No. 87. The Form SCO-560 is to be completed on a
transaction-by-transaction basis as new lease agreements are initiated or when
changes are made to existing lease provisions.

The finding was first reported during the period ended June 30, 2013. In the
subsequent years, the Department has been unsuccessful in implementing
appropriate corrective action or procedures.

Department management stated the deficiencies were due to the absence of a
centralized monitoring and tracking of contracts and competing priorities.

Without the Department providing a complete and accurate population of
contractual agreements entered into during the examination period, we were unable
to adequately complete procedures to provide useful and relevant feedback to the
General Assembly. Failure to fully execute a contract prior to commencement of
services and contain the material terms of the contract leaves the Department
exposed to liabilities and potential legal issues. Failure to publish the costs incurred
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for emergency purchases is noncompliance with State law. The lack of proper
controls over contract obligation documents may result in inaccurate record
keeping and a lack of accountability for the Department. Failure to properly
implement GASB 87 reduces the reliability of Statewide financial reporting.
(Finding Code No. 2023-004, 2021-004, 2019-005, 2017-005, 2015-004, 2013-
006)

RECOMMENDATION

We recommend the Department strengthen and monitor controls to ensure:
e all required contract information is complete and accurate,

e accurate and complete listings of contractual agreements, emergency purchases,
and interagency agreements are maintained,

e proper implementation of the requirements of GASB Statement No. 87, and

e compliance with the requirements of the Procurement Code and State laws.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The process of
contract monitoring is being evaluated and will be strengthened to the standards
recommended by the Auditors.
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Programs)

The Illinois Department of Public Health (Department) did not adequately
administer and monitor its awards and grants programs.

During Fiscal Years 2022 and 2023, the Department expended over $701 million
(44%) for awards and grants of its approximately $1.7 billion total expenditures.
We sampled 58 grant programs from the following offices: Health Promotion;
Health Protection; Disease Control; Women’s Health; Preparedness and Response;
and Center for Minority Health Services. For the 58 grant programs selected for
testing, we examined 60 grant agreements totaling $55,095,365.

e For 47 of 60 (78%) grant agreements tested, 426 quarterly/monthly program
reports were submitted to the Department from 1 to 305 days after the deadline.

e For 25 of 60 (42%) grant agreements tested, 58 quarterly/monthly program
reports were not reviewed timely. The reviews were made from 1 to 280 days
after receipt.

e For 14 of 60 (23%) grant agreements tested, 26 quarterly/monthly program
reports did not have evidence of a review by Department personnel.

e For 13 of 60 (22%) grant agreements tested, 65 quarterly/monthly program
reports were not submitted to the Department by the grantee.

This finding was first reported during the period ended June 30, 2007. In
subsequent years, the Department has been unsuccessful in implementing
appropriate corrective action or procedures.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the
Department to establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance that resources are utilized efficiently
and effectively, and in compliance with applicable law. The grant agreements
require the grantees to submit financial reports and performance reports with
frequency and deadlines specified in the executed grant agreements. Additionally,
the Grant Accountability and Transparency Act (30 ILCS 708/45(g)) requires each
State grantmaking agency to enhance its processes to monitor and address
noncompliance with reporting requirements and with program performance
standards. Further, the State Records Act (5 ILCS 160/8) requires the Agency to
make and preserve records containing adequate and proper documentation of the
organization, functions, policies, decisions, procedures, and essential transactions
of the agency to furnish information to protect the legal and financial rights of the
State and of persons directly affected by the agency’s activities.
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Department management attributed the conditions noted above to issues including
staffing capacity and vacancy, staff expertise, system technicality, inadequate
policy on document retention, competing priorities, and oversight.

Failure to ensure that grantees timely submit the required reports and document the
timely submission date and reviews of grantees’ required reports by Department
personnel decreases the Department’s accountability over funds granted and
increases the risk of noncompliance with the provisions of the grant agreements.
Further, the untimely receipt of required reports inhibits the Department’s ability
to effectively track project completeness and milestones. As a result, funds could
remain unspent, untimely recovered, or be utilized for activities other than the
intended purpose without detection by the Department. (Finding Code No. 2023-
005, 2021-005, 2019-004, 2017-004, 2015-001, 2013-001, 11-1, 09-1, 07-1)

RECOMMENDATION

We recommend the Department strengthen its controls to ensure documentation
and timely review of grantee’s required quarterly and monthly reports are
maintained. In addition, we recommend the Department ensure that grantees timely
submit the progress reports and other required reports to comply with the provisions
of the grant agreements.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
work with the Office of Fiscal Administration, the Office of Performance
Management, Internal Audit, and the Division of Legal Services to develop clear
and consistent standards on grant management across the agency, including a
review of associated best practices and system improvements.
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The Illinois Department of Public Health (Department) did not exercise adequate
controls over the approval and reporting of overtime to ensure employees’ overtime
requests were properly approved and overtime worked details were timely reported.

The Department paid $5,638,092 for 83,238 hours of overtime during Fiscal Year
2023 and $5,189,086 for 80,285 hours of overtime in Fiscal Year 2022. We tested
a sample of 60 pay periods and 60 employees who worked overtime during Fiscal
Years 2022 and 2023. The employees in our sample incurred 483 hours of overtime
during the pay periods tested. Based on our review of the overtime pre-approval
requests and overtime worked details, we noted the following:

e Thirty-two of 60 (53%) employees tested worked 203 hours of overtime and did
not enter the details in the timekeeping system, eTime, within two workdays of
the overtime having been worked as required. The details were submitted and
entered from one to 114 days after the overtime was worked.

e For 21 of 60 (35%) employees tested, overtime pre-approval requests totaling
213 hours were not timely submitted by employees. These requests were
submitted from one to seven days after the overtime was worked.

e For 25 of 60 (42%) employees tested, overtime pre-approval requests totaling
315 hours were not pre-approved by the supervisors. These requests were
approved from one to 43 days after the overtime was worked or the overtime
was submitted, whichever is later.

e Twenty of 60 (33%) employees tested had overtime pre-approval requests that
exceeded the allowed maximum of 10 hours. These requests ranged from 11 to
40 hours.

This finding was first reported during the period ended June 30, 2011. In
subsequent years, the Department has been unsuccessful in implementing
appropriate corrective action or procedures.

According to the Timekeeping Protocols of the Department’s Employee
Guidelines, Directive 16-02, overtime pre-approval requests must be submitted and
approved in e-Time prior to the overtime being worked. Overtime pre-approval
requests are limited to a maximum of ten hours. If additional time is required, a
new overtime pre-approval request may be submitted for the total amount of
estimated overtime hours needed. Overtime worked details must be submitted in
the timekeeping system within two working days. If the need for overtime is an
urgent issue and pre-approval is not possible, the Department’s Employee
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Continued

Handbook requires the employee notify their supervisor in writing via email and
request the acknowledgement and approval in the same fashion. It then must be
noted in the timekeeping system Overtime Pre-approval Request and Overtime
Worked comment sections. The Fiscal Control and Internal Auditing Act (30 ILCS
10/3001) requires the Department to establish and maintain a system, or systems,
of internal fiscal and administrative controls to ensure resources are utilized
efficiently and effectively.

Department management stated competing work demands contributed to the untimely
submission and approval of overtime requests.

Failure to ensure pre-approval overtime requests are submitted and properly
approved in advance and overtime worked details are timely submitted undermines
accountability controls and increases the risk the Department would pay
unnecessary personal service expenditures. (Finding Code No. 2023-006, 2021-
007, 2019-007, 2017-007, 2015-007, 2013-009, 11-9)

RECOMMENDATION

We recommend the Department ensure overtime pre-approval requests are timely
submitted, properly approved in advance, and documentation of pre-approval is
maintained.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department
will work to ensure that overtime pre-approval requests are timely submitted,
properly approved in advance, and documentation of pre-approval is maintained by
way of continually informing employees of the timekeeping Directives related to
this.
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FINDING (Failure to Employ an Adequate Number of Surveyors)

The Illinois Department of Public Health (Department) failed to comply with the
provision of the Department of Public Health Powers and Duties Law (Law) related
to surveyors for long term care beds.

During the engagement period, the Department did not employ the required minimum
number of surveyors per licensed long term care beds during Fiscal Years 2022 and
2023, which is one surveyor for every 300 beds or .33%. We selected a sample of six
months during the examination period to determine if the required numbers of
surveyors were employed. We noted for six of the six months tested, all seven
regional offices (100%) of the Department employed surveyors at the rate of .16% to
.30%.

This finding was first reported during the period ended June 30, 2013. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures.

During the prior engagement period, the Department did not have administrative rules
for the establishment of Medicare or Medicaid certification fees to be charged to
facilities or programs applying to be certified to participate in the Medicare or
Medicaid program to cover costs incurred by the Department. During the current
engagement period, Public Act 103-127 repealed the requirement effective January 1,
2024.

The Law (20 ILCS 2310/2310-130) requires the Department to employ a minimum
of one surveyor for every 300 licensed long term care beds.

Department management stated they implemented several hiring strategies and
allocated resources to increase the number of surveyors in all regions, however, they
still were not able to fill mandated minimum surveyor/bed ratios.

Failure to hire an adequate number of surveyors could lead to inadequate monitoring

of long-term care facilities. (Finding Code No. 2023-007, 2021-008, 2019-008, 2017-
008, 2015-008, 2013-010)
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RECOMMENDATION

We recommend the Department employ the mandated number of surveyors to ensure
adequate monitoring of long-term care facilities.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department
has developed a Long-Term Care (LTC) Re-Organization Plan to increase staffing.
The Department implemented several hiring strategies to address the mandated
minimum surveyor/bed ratios including immediate back filling of vacancies.
Surveyor positions are being developed in each Region in LTC, Assisted
Living, Immediate Care Facilities/Developmental Disabilities and Specialized
Mental Health Rehabilitation Facility.

37



2023-008.

STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2023

FINDING (Employee Performance Evaluations Not Conducted Timely)

The Illinois Department of Public Health (Department) did not conduct employee
performance evaluations in a timely manner.

We selected 60 employees for review of performance evaluations conducted during
the examination period. A total of 61 evaluations should have been completed for the
applicable year tested, including first probationary new hire evaluations, four-month
probationary evaluations, six-month probationary evaluations, and annual
evaluations.

During testing, we noted the following:

e Thirty-two of 61 (52%) employees’ performance evaluations tested were
conducted from one to 459 days late.

e Eight of 60 (13%) employees tested did not have a performance evaluation
completed for the evaluation period tested.

e Three of 61 (5%) employees’ performance evaluations tested were not finalized
timely after the supervisor conducted the performance evaluation. The
delinquencies ranged from three to 71 days late.

This finding was first reported during the period ended June 30, 2007. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures.

The Illinois Administrative Code (Code) (80 Ill. Adm. Code 302.270(d)) requires the
Department to evaluate certified employees no less often than annually. The Code
(80 I1l. Admin. Code 302.270(b)) requires the Department to conduct two evaluations
for any employee serving a six month probationary period, one at the end of the third
month of the employee's probationary period and another 15 days before the
conclusion thereof. According to the Employee Performance Evaluations Section of
the Department’s Employee Guidelines, Directive 16-04 (Directive), an employee
serving a probationary period is due a first probationary evaluation at the midpoint of
the probationary period and a final probationary evaluation 15 days prior to the end of
the probationary period. All employees are due an annual evaluation to be completed
no later than 30 days of the due date.

Department management stated the untimely performance evaluations were due to
competing priorities.
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Performance evaluations are a systematic and uniform approach used for the
development of employees and communication of performance expectations to
employees. Performance evaluations should serve as foundation for
recommendations of salary adjustments, promotions or demotions, discharge, layoff,
recall, and reinstatement decisions. (Finding Code No. 2023-008, 2021-009, 2019-
010,2017-011,2015-011,2013-013, 11-10, 09-11, 07-14)

RECOMMENDATION

We recommend the Department enforce internal controls to ensure performance
evaluations are conducted in a timely manner for all employees in accordance with
the Code and its Directive.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
work to enforce performance evaluations are conducted in a timely manner for all
employees in accordance with the Code and its Directive.
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FINDING (Failure to Submit and Accurately File Required Reports)

The Illinois Department of Public Health (Department) did not file required reports
accurately or in a timely manner.

During testing, we noted the following:

e The Department did not properly report the required information in the Agency
Workforce Reports. We noted the following:

o The figures reported in the Agency Workforce Reports, filed during the
examination period, did not agree to the supporting documentation
provided. Discrepancies were noted on the data and statistical
percentages reported for 11 of 16 (69%) employee groups in the 2021
Agency Workforce Report and 11 of 16 (69%) employee groups in the
2022 Agency Workforce Report. The Department subsequently filed the
corrected 2021 and 2022 Agency Workforce Reports on May 7, 2024.

o The Department did not provide documentation to support the position
openings information reported in the Fiscal Year 2021 and Fiscal Year
2022 Agency Workforce Reports, therefore, accuracy of the reported
information cannot be determined.

o The Department did not submit the Fiscal Year 2021 Agency Workforce
Report to the Office of the Secretary of State. Additionally, the
Department submitted the Fiscal Year 2022 Agency Workforce Report
to the Office of the Secretary of State two days late.

o The Department filed the corrected Agency Workforce Reports covering
Fiscal Years 2019 and 2020, 707 days late.

The State Employment Records Act (Act) (5 ILCS 410 et seq.) requires the
Department to collect, classify, maintain, and report certain employment
statistics for women, disabled, and minority groups. In addition, the Act requires
the Department to report on the number of position openings and persons
employed as professionals and contractual employees. The Act requires the
Department to report all information required by the Act as public information
by January 1 each year with the Office of the Secretary of State and the
Governor.

The Illinois State Auditing Act (30 ILCS 5/3-2.2) requires the State agency that
has materially failed to comply with the requirements of the State Employment
Records Act, within 30 days after release of the audit by the Auditor General, to
prepare and file with the Governor and the Office of the Secretary of State
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corrected reports covering the periods affected by the noncompliance.

For eight funds, the Department did not provide the degree to which program
goals were met in its Fiscal Year 2022 and 2023 Agency Fee Imposition Report
Forms.

The Illinois State Auditing Act (30 ILCS 5/3-8.5) requires the Department to
submit the Agency Fee Imposition Report Form containing the following
information: (1) a list and description of fees imposed by the agency, (2) the
purpose of the fees, (3) the statutory or other authority for the imposition of the
fees, (4) the amount of revenue generated, (5) the general population affected
by the fee, (6) the funds into which the fees are deposited, (7) the use of the
funds, if earmarked, and (8) the cost of administration and degree to which the
goals of the program are met.

The Department did not report to the Department of Central Management
Services (DCMS) and the Department of Human Rights (DHR), on forms
prescribed by DCMS, all of the Department’s activities in implementing the
State’s African American, Hispanic, Asian-American, Native Americans
Employment Plans, and Bilingual Needs and Bilingual Pay Reports in Fiscal
Year 2022.

The Civil Administrative Code of Illinois (Code) (20 ILCS 405/405-120 and
125) requires each State agency to report annually to DCMS and DHR, in a
format prescribed by DCMS, all of its activities in implementing the State
Hispanic, Asian American, Native Americans Employment Plans and bilingual
employment strategies and programs. Additionally, the African American
Employment Plan Act (Act) (20 ILCS 30/20) requires each State agency to
report annually to DCMS and DHR, in a format prescribed by DCMS, all of its
activities in implementing the African American Employment Plan.

This finding was first reported during the period ended June 30, 2003. In
subsequent years, the Department has been unsuccessful in implementing
appropriate corrective action or procedures.

During the prior engagement period, the Department did not prepare the Fiscal Year
2019 Food Desert Annual Report and did not contain information about health
issues associated with food deserts in its Fiscal Year 2020 Food Desert Annual
Report. During the current engagement period, the Food Deserts Annual Reports
were timely submitted to the General Assembly and contained the required
information about health issues associated with food deserts.
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Department management stated, as they did during the prior engagement period,
the failure to comply with reporting timelines and requirements was due to lack of
staff available to work on the reports and oversight.

Failure to submit and accurately report information on statutorily required reports
prevents the appropriate oversight authorities from receiving relevant feedback and
monitoring of programs and can decrease effectiveness of future decisions when
accurate information is not available. (Finding Code No. 2023-009, 2021-010 2019-
011,2017-012,2015-012,2013-014, 11-12, 09-12, 07-16, 05-12, 03-8)

RECOMMENDATION

We recommend the Department strengthen its controls to ensure required reports are
accurately reported and supporting documentation is maintained. We further
recommend the Department file corrected Agency Workforce Reports to comply with
the Illinois State Auditing Act (30 ILCS 5/3-2.2) within 30 days of the examination
release.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
strengthen its controls to ensure required reports are accurately reported and
supporting documentation is maintained.
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FINDING (Noncompliance with Distressed Facilities Provisions of the Nursing
Home Care Act)

The Illinois Department of Public Health (Department) did not comply with
provisions of the Nursing Home Care Act to publish and notify distressed facilities,
establish a mentor program and sanctions, and report on revocation criteria and
recommended statutory changes.

During our testing, we noted the Department did not: (1) adopt criteria to identify non-
Medicaid-certified facilities that are distressed or publish a quarterly list; (2) establish,
by rule, a mentor program for owners of distressed facilities and sanctions against
distressed facilities that are not in compliance with the Act and with federal
certification requirements; and (3) report to the General Assembly on the results of
negotiations regarding creating criteria for mandatory license revocations of distressed
facilities and making recommendations regarding statutory changes.

The Nursing Home Care Act (Act) (210 ILCS 45/3-304.2(c) through (h) include the
following:

e The Department is required, by rule, to adopt criteria to identify non-Medicaid-
certified facilities that are distressed and publish this list quarterly. The
Department must notify each facility of its distressed designation and the
calculation on which it is based.

e The Department is required by rule, to establish a mentor program for owners
of distressed facilities and also establish sanctions against distressed facilities
that are not in compliance with this Act and, if applicable, with federal
certification requirements.

e The Department is required to report to the General Assembly on the results of
negotiations about creating criteria for mandatory license revocations of
distressed facilities and make recommendations about any statutory changes it
believes are appropriate to protect the health, safety, and welfare of nursing
home residents.

These provisions of the Act were first effective on July 29, 2010.

This finding was first reported during the period ended June 30, 2015. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures.

Department management stated their internal rulemaking process began with the

enactment of Public Act 103-139, effective January 1, 2024, which removed the
problematic provision in the Act requiring the inclusion in the criteria for determining
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distressed facilities with the outdated methodology used by the U.S. General
Accounting Office (GAO) Report 9-689.

Failure to timely and completely carry out mandated duties of the Act does not achieve
the legislative intent for the affected program. Noncompliance limits the
Department’s ability to identify, encourage and assist a facility designated as a
distressed facility to develop a plan for improvement to bring and keep the facility in
compliance with the Act. Failure to establish sanctions, negotiate criteria for license
revocations, and make recommendations for statutory changes prevents potential
actions which could better protect the health, safety, and welfare of nursing home
residents. (Finding Code No. 2023-010, 2021-011, 2019-012, 2017-013, 2015-013)

RECOMMENDATION

We recommend the Department continue to work diligently to ensure it complies with
all aspects of the distressed facility requirements of the Nursing Home Care Act.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
work with the Long-Term Care Facilities Advisory Board and the Joint Committee on
Administrative Rules as necessary to adopt rules to carry out the requirements of
Section 3-304.2(c)-(h) of the Nursing Home Care Act (210 ILCS 3-304.2(c)-(h)). The
internal rulemaking process began with the enactment of Public Act 103-139,
effective January 1, 2024, which removed a problematic provision in the Act. Draft
rules have been prepared and are under review by Office of Healthcare Regulation
management and staff.
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FINDING (Lack of Controls over Monthly Reconciliations)

The Illinois Department of Public Health (Department) did not maintain adequate
controls over its monthly obligations, expenditures, and appropriation reconciliations.

During our testing of monthly reconciliations between the Office of Comptroller
(Comptroller) records and Department records, we noted the Department did not
perform the required monthly reconciliations of its internal records to the Monthly
Appropriation Status Report (SB01) and Monthly Agency Contract Report (SC14) or
Obligation Activity Report (SC15) during Fiscal Years 2022 and 2023.

This finding was first reported during the period ended June 30, 2017. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures.

The Statewide Accounting Management System (SAMS) (Procedure 07.30.20)
requires the Department to reconcile its records to the SAMS system on a monthly
basis. This reconciliation must be completed within 60 days of the month end.
Discrepancies must be reported to the Comptroller’s Office immediately for
corrections.

Department management stated staff shortages and competing priorities resulted in
the failure to prepare the reconciliations.

Failure to perform the monthly reconciliations increases the risk of undetected loss or
theft and could lead to unresolved discrepancies between Department and Comptroller
records, or inaccurate financial reporting. (Finding Code No. 2023-011, 2021-012,
2019-013, 2017-014)

RECOMMENDATION

We recommend the Department ensure reconciliations of its obligations,
expenditures, and appropriations are timely performed.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The reconciliations of
the obligations, expenditures, and appropriations are being done and procedures in
place to ensure that they are timely performed.
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FINDING (Failure to Establish Policies and Procedures on Alzheimer’s Disease and
Related Disorders)

The Illinois Department of Public Health (Department) failed to establish policies and
procedures for data gathering on victims of Alzheimer’s disease and related disorders.

During testing, we noted the Department did not establish policies, procedures,
standards, and criteria for the collection, maintenance, and exchange of confidential
personal and medical information necessary for the identification and evaluation of
victims of Alzheimer’s disease and related disorders.

This finding was first reported during the period ended June 30, 2015. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures.

The Civil Administrative Code of Illinois (Code) (20 ILCS 2310/2310-335) requires
the Department to establish policies, procedures, standards, and criteria for the
collection, maintenance, and exchange of confidential personal and medical
information necessary for the identification and evaluation of victims of Alzheimer’s
disease and related disorders and for the conduct of consultation, referral, and
treatment through personal physicians, primary Alzheimer’s centers, and regional
Alzheimer’s assistance centers provided for in the Alzheimer’s Disease Assistance
Act. Further, the requirements shall include procedures for obtaining the necessary
consent of a patient or guardian to the disclosure and exchange of that information
among providers of services within an Alzheimer’s disease assistance network and for
the maintenance of the information in a centralized medical information system
administered by a regional Alzheimer’s center. Any person identified as a victim of
Alzheimer’s disease or a related disorder under the Alzheimer’s Disease Assistance
Act must be provided information regarding the critical role that autopsies play in the
diagnosis and in the conduct of research into the cause and cure of Alzheimer’s disease
and related disorders. The person, or the spouse or guardian of the person, shall be
encouraged to consent to an autopsy upon the person’s death.

Department management stated the delay was due to challenges in putting procedures,
policies, and standards in place such as the Regional Alzheimer’s Disease Centers’
use of different electronic health records, research data systems, and metrics; the
private nature of sharing personal health information; and the costs associated with
the Department internally developing a new data dashboard, data use agreements, data
purchase, and data staff to manage the system, among others.

In addition, management stated legislative changes to 410 ILCS 410, 410 ILCS 405,

and potential changes to Rule 77-710 have been analyzed, but do not appear to offer
resolution to this finding. Nationally, few best practices have been identified for
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Related Disorders) - Continued

dementia registries, so this would require considerable time to determine an efficient
and effective route forward in Illinois.

Failure to carry out the mandated duty does not achieve the legislative intent for the
affected program and results in noncompliance with the Code. (Finding Code No.

2023-012,2021-013,2019-014, 2017-015, 2015-015)

RECOMMENDATION

We recommend the Department either comply with the mandate or seek legislative
changes.

DEPARTMENT RESPONSE

The Department agrees with this recommendation and will seek legislative changes.
A meeting was held with the Dementia Coordinator, management and legislative
affairs to initiate this process.
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FINDING (Inadequate Controls over Employee Time Reporting)

The Illinois Department of Public Health (Department) did not exercise adequate
controls over employee time reporting to ensure employees’ work hours were timely
reported and did not update its Employee Handbook in relation to paid parental leave.

The Department expended $171,028,829 and $168,439,737 for payroll and had an
average of 1,180 employees during Fiscal Years 2022 and 2023, respectively.

The Department utilizes the eTime system, which is an automated system for
reporting and summarizing the employees’ work hours and time off. Each employee
is expected to submit a weekly Daily Time Report (DTR) in the eTime system for
approval by the supervisor.

We selected 60 employees and reviewed the DTRs for the pay period. During testing,
we noted the following:

e Fifteen (25%) DTRs tested were not timely completed. The employees
completed their DTRs from one to 17 days late.

e Two (3%) DTRs required to be completed were not submitted, and the
employees were still paid despite the lack of required time reports.

e One (2%) DTR tested was not completed by the employee but instead was
completed by the timekeeper.

e For three (5%) DTRs tested, the leave requests were not timely approved by the
Supervisor. The leave requests were approved one to five days late.

This finding was first reported during the period ended June 30, 2015. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures.

Additionally, the Department did not update its Employee Handbook to reflect the
change in eligible paid parental leave from 4 weeks (20 days) to 10 weeks (50
workdays) effective July 26, 2019.

The State Officials and Employees Ethics Act (5 ILCS 430/5-5(c)) requires State
employees to periodically submit time sheets documenting the time spent each day on
official State business to the nearest quarter hour. According to the Timekeeping
Protocols of the Department’s Employee Guidelines, Directive 16-02, all employees
are required to submit a complete and accurate weekly timesheet to the supervisor
within two days of the start of the following workweek.
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The Illinois Administrative Code (Code) (80 Ill. Admin. Code 303.130) states all
employees are eligible for 10 weeks (50 workdays) of paid parental leave per twelve
(12) month period which begins upon birth, for each pregnancy resulting in births or
multiple births.

Department management stated competing work demands and oversight were the
reasons for the untimely submission and approval of DTRs and the failure to update
the Employee Handbook on parental leave.

Failure to maintain adequate controls over employee time reporting increases the risk
of the Department paying for services not rendered by employees. Failure to review
and update the Employee Handbook could result in inconsistencies between
Department policies and actual Department operations. In addition, the existence of
an outdated policy increases the risk employees will be misguided. (Finding Code No.
2023-013, 2021-014, 2019-015, 2017-016, 2015-017)

RECOMMENDATION

We recommend the Department strengthen controls to ensure employees’ time
records and leave requests are submitted and approved in a timely manner.
Additionally, we recommend the Department periodically review and update its
written policies to reflect current operations.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
work to ensure employees’ time records and leave requests are submitted and
approved in a timely manner. The Department is currently reviewing policies and
directives in relation to timekeeping.
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FINDING (Inadequate Internal Controls over Commodities)

The Illinois Department of Public Health (Department) did not ensure the accuracy of
its fiscal year-end commodities inventory balance.

During testing of the Department’s June 30, 2023 year-end commodities inventory
balance, we noted for five of 60 (8%) commodity items inspected, the count per
Department inventory list did not agree with the auditor’s physical count. The
discrepancies resulted in an overstatement of inventory by $133,698.

The Department reported a commodities inventory balance totaling $5.9 million at
June 30, 2023 to the Office of Comptroller (Comptroller) in its year-end financial
reporting packages.

The Statewide Accounting Management System (SAMS) (Procedure 03.60.20)
requires State agencies to perform an annual physical inventory count to ensure the
completeness and accuracy of inventory records. Significant inventory balances are
required to be reported to the State Comptroller on form SCO-577 as part of the
financial reporting process. In addition, the Fiscal Control and Internal Auditing Act
(30 ILCS 10/3001) requires State agencies to establish and maintain a system, or
systems, of internal fiscal and administrative controls to provide assurance the
accounting and recording of financial data permits the preparation of reliable financial
reports. This would include procedures to ensure inventory balances are accurately
counted and undergo a thorough supervisory review prior to reporting the balances.

Department management stated the overstatement was due to employee oversight
regarding proper completion of the commodity disposal transaction and completion
of the Inventory Discard Report.

This finding was first reported during the period ended June 30, 2013. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures.

Failure to ensure accuracy of commodities inventory balance at fiscal year-end results
in inaccurate financial reporting. (Finding Code No. 2023-014, 2021-015, 2019-016,
2017-001, 2015-002, 2013-003)

RECOMMENDATION

We recommend the Department strengthen its internal controls over commodities to
ensure its physical year-end inventory balance is accurate.
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DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
strengthen its internal controls over commodities to ensure its physical year-end
inventory balance is accurate.
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FINDING (Statutory Committee and Board Requirements)

The Illinois Department of Public Health (Department) did not comply with
committee and board requirements mandated by State law.

The Department is required by State law to ensure the composition of certain
committees and boards as defined. Our testing noted the Department failed to abide
by the following statutory committee and board requirements during the examination
period:

The Home Health, Home Services, and Home Nursing Agency Licensing Act
(210 ILCS 55/7(a)) (Act) requires the Director of the Department to appoint a
Home Health and Home Services Advisory Committee (Committee) composed
of 15 persons to advise and consult with the Director on the development of
rules for the licensure of home services agencies and home nursing agencies
operating in the State. The Act establishes the membership composition of the
Committee. As of June 30,2023, the Committee was comprised of 11 members.
The Committee lacked a representative from the private not-for-profit home
health agencies, a representative from the general public representing consumer
of home services or a family member of a consumer home services, a
representative from the general public representing home services worker, and
an Illinois licensed physician.

The Nursing Home Care Act (210 ILCS 45/2-204) requires the Director of the
Department to appoint a Long-Term Care Facility Advisory Board (Advisory
Board) composed of 16 persons to advise and consult with the Department in
the administration of the Act, including on the format and content of any rules
promulgated by the Department. In addition, the Act requires the Advisory
Board to meet as frequently as the chairman deems necessary, but not less than
four times each year. As of June 30, 2023, the Advisory Board was comprised
of 9 members and lacked a representative from the Department of Healthcare
and Family Services, a representative from the Department of Human Services,
a representative from the Office of the State Fire Marshal, a representative from
local health departments who is a nonvoting member, two members
representing the general public who are not members of a residents’ advisory
council who have no responsibility for management or formation of policy or
financial interest in a facility, and one member who is a member of a residents’
advisory council who is capable of actively participating on the Board.

This finding was first reported during the period ended June 30, 2011. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures.
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Department management stated it has been difficult to obtain board members who are
interested in serving the Committee and Advisory Board.

The existence of vacancies and not appointing representatives to statutorily required
positions lessens governmental oversight and limits the input of all members that were
intended by the General Assembly. (Finding Code No. 2023-015, 2021-016, 2019-
018,2017-019, 2015-020, 2013-018, 11-16)

RECOMMENDATION

We recommend the Department timely fill the vacancies on the Committee and
Advisory Board as required.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department
continues to actively seek new members on the Committee and the Advisory Board
and is considering several nominee applications.
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FINDING (Noncompliance with the Breast Cancer Patient Education Program)

The Illinois Department of Public Health (Department) did not timely submit a
required report to the General Assembly regarding the Breast Cancer Patient
Education Program.

During our testing, we noted the Department submitted the report to the General
Assembly on January 29, 2024, 2 years late. The report described activities carried out
during Fiscal Years 2020 and 2021 and contained an evaluation of the extent to which
activities have been effective in improving the health of racial and ethnic minority
groups.

This finding was first reported during the period ended June 30, 2017. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures.

The Civil Administrative Code of Illinois (Code) (20 ILCS 2310/2310-670(e))
requires, beginning no later than January 1, 2016 (two years after the effective date of
Public Act 98-479) and continuing each second year thereafter, the Director to submit
to the General Assembly a report describing the activities carried out under this section
during the preceding two fiscal years, including evaluating the extent to which the
activities have been effective in improving the health of racial and ethnic minority
groups.

During the prior engagement period, the Department’s educational campaign
brochure “Your Right to Know” was not updated for the required information for
breast cancer patients. Additionally, special emphasis on African-American and
Hispanic populations’ breast reconstructive surgery and breast prosthesis were not
noted in the Department’s consultation with appropriate medical societies and patient
advocates related to breast cancer. During the current engagement period, we noted
the brochure “Your Right to Know” was updated to contain the information required
by the Code (20 ILCS 2310/2310-670(c)). Further, the Department hired a Medical
Director for Women’s Health Services who worked with the Illinois Breast and
Cervical Cancer Program, medical societies, and advocacy organizations for the
update of the brochure to comply with the Code.

Department management stated they drafted the report in December 2021, but it has
undergone multiple rounds of reviews from Department and Office leaders requiring
significant revisions.

Failure to timely submit the report is noncompliance with the Code and inhibits

General Assembly oversight of the Breast Cancer Patient Education Program.
(Finding Code No. 2023-016, 2021-017, 2019-019, 2017-020)
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RECOMMENDATION

We recommend the Department ensure required reports are timely submitted to the
General Assembly.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. To meet this
requirement, the Department will work with the program team to devise a reasonable
timeline for drafting and reviewing the report to ensure more timely submission.
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FINDING (Voucher Processing Internal Controls Not Operating Effectively)

The Illinois Department of Public Health’s (Department) internal controls over its
voucher processing function were not operating effectively during the examination
period.

Due to our ability to rely upon the processing integrity of the Enterprise Resource
Planning System (ERP) operated by the Department of Innovation and Technology
(DolT), we were able to limit our voucher testing at the Department to determine
whether certain key attributes were properly entered by the Department’s staff into
the ERP. In order to determine the operating effectiveness of the Department’s internal
controls related to voucher processing and subsequent payment of interest, we selected
a sample of key attributes (attributes) to determine if the attributes were properly
entered into the State’s ERP System based on supporting documentation. The
attributes tested were 1) vendor information, 2) expenditure amount, 3) object(s) of
expenditure, and 4) the later of the receipt date of the proper bill or the receipt date of
the goods and/or services.

Our testing noted 4 of 140 (3%) attributes were not properly entered into the ERP
System. Therefore, the Department’s internal controls over voucher processing were
not operating effectively.

The Statewide Accounting Management System (SAMS) (Procedure 17.20.20)
requires the Department to, after receipt of goods or services, verify the goods or
services received met the stated specifications and prepare a voucher for submission
to the Office of Comptroller to pay the vendor, including providing vendor
information, the amount expended, and object(s) of expenditure. Further, the Illinois
Administrative Code (Code) (74 I1l. Admin. Code 900.30) requires the Department
maintain records which reflect the date goods were received and accepted, the date
services were rendered, and the proper bill date. Finally, the Fiscal Control and
Internal Auditing Act (30 ILCS 10/3001) requires the Department establish and
maintain a system, or systems, of internal fiscal and administrative controls to provide
assurance expenditures are properly recorded and accounted for to maintain
accountability over the State’s resources.

Due to this condition, we qualified our opinion because we determined the
Department had not complied, in all material respects, with applicable laws and
regulations, including the State uniform accounting system, in its financial and fiscal
operations.

Even given the limitations noted above, we conducted an analysis of the Department’s
expenditures data for fiscal years 2022 and 2023 to determine compliance with the
State Prompt Payment Act (Act) (30 ILCS 540) and the Code (74 1ll. Admin. Code
900.70). We noted the following noncompliance:
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The Department owed 113 vendors interest totaling $84,095 in fiscal years 2022
and 2023; however, the Department had not approved these vouchers for
payment to the vendors.

The Act (30 ILCS 540) requires agencies to pay vendors who had not been paid
within 90 days of receipt of a proper bill or invoice interest.

The Department did not timely approve 12,555 of 56,089 (22%) vouchers
processed during the examination period, totaling $332,286,151. We noted
these late vouchers were approved between 1 and 375 days late.

The Code (74 1lIl. Admin. Code 900.70) requires the Department to timely
review each vendor’s invoice and approve proper bills within 30 days after
receipt.

Six of 35 (17%) vouchers tested, totaling $206,122, were not supported by a
purchase requisition or purchase order.

The State Records Act (5 ILCS 160/8) requires the Department make and
preserve adequate and proper documentation of the essential transactions of the
Department designed to furnish information to protect the legal and financial
rights of the State and of persons directly affected by the Department’s activities.

Four of 115 (3%) vouchers tested, totaling $2,005,235, were not coded with
proper detail object codes.

SAMS (Procedure 11.10.50) states that the purpose of assigning a correct detail
object code is to report expenditure information at a more refined level with
common object.

One of 115 (1%) vouchers tested, totaling $620, did not agree with amount per
vendor invoice. The amount paid was overstated by $5.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires the
Department establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance that funds, property, and other
assets and resources are safeguarded against waste, loss, unauthorized use, and
misappropriation. Good internal controls over voucher processing include
ensuring procedures are in place and functioning to ensure the amount paid
agrees to the related invoice.
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e Two of 40 (5%) travel vouchers tested, totaling $2,146, were submitted 79 and
82 days after the last day of travel. Additionally, one of 40 (3%) travel vouchers
tested, the out-of-state travel request form was not submitted 30 days in advance
of the departure date to the Governor’s Office of Management and Budget.

The Internal Revenue Service (IRS) Publication 535, Business Expenses, notes
employees receiving travel reimbursements must have paid or incurred
deductible expenses while performing employment services, adequately
accounted for the expenses within a reasonable period of time generally defined
by Publication 535 as within 60 days after the expenses were paid or incurred
and returned any excess reimbursements within a reasonable period of time.

The Code (80 Ill. Adm. Code 2800.700) states travel outside of Illinois
(including travel outside the contiguous United States) requires the approval of
the Governor’s Office of Management Budget prior to the travel. All requests
are to be submitted to the Governor’s Office of Management and Budget’s on-
line travel system (eTravel) at least 30 days in advance of the departure date.

This finding was first reported during the period ended June 30, 2017. In subsequent
years, the Department has been unsuccessful in implementing appropriate corrective
action or procedures to remedy this deficiency.

Department management stated the issues were due to the delay of other offices in
submitting the invoices to the Office of Finance and Administration. Department
management also stated the other issues were due to oversight.

Failure to properly enter the key attributes into the State’s ERP when processing a
voucher for payment hinders the reliability and usefulness of data extracted from the
ERP, which can result in improper interest calculations and expenditures. Further,
failure to timely process proper bills, approve vouchers for payment of interest due,
submit travel vouchers and related travel request forms, and ensure vouchers are
properly supported and recorded represent noncompliance with laws and regulations
and increases the likelihood that errors or irregularities could occur. (Finding Code
No. 2023-017, 2021-018, 2019-021, 2017-027)

RECOMMENDATION

We recommend the Department design and maintain internal controls to provide
assurance its data entry of key attributes into ERP is complete and accurate. Further,
we recommend the Department process proper bills within 30 days of receipt, approve
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vouchers for payment of interest due to vendors, submit travel vouchers and related
travel request forms in a timely manner, and ensure vouchers are properly supported

and recorded.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
design and maintain internal controls to provide assurance its data entry of key
attributes into ERP is complete and accurate. The Department has begun work
to evaluate and strengthen the process of paying all types of vouchers in a timely
manner and maintaining supporting documents.
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The Illinois Department of Public Health (Department) has not adopted rules required
by State laws.

During our testing of statutory mandates, we noted the following:

The Department has not adopted the rules required by the Specialized Mental
Health Rehabilitation Act of 2013 (210 ILCS 49/3-106(b-5)). The Specialized
Mental Health Rehabilitation Act of 2013, effective June 5, 2019, requires the
Department adopt, by rule, a protocol specifying how informed consent for
psychotropic medication may be obtained or refused. The protocol shall require,
at a minimum, a discussion between the consumer or the consumer’s authorized
representative and the consumer’s physician, a registered pharmacist who is not
a dispensing pharmacist for the facility where the consumer lives, or a licensed
nurse about the possible risks and benefits of a recommended medication and
the use of standardized consent forms designated by the Department.

Department management stated the draft amendments are still under review.

The Department has not adopted the rules required by the Equitable Restrooms
Act (410 ILCS 35/25). The Equitable Restrooms Act, effective January 1, 2020,
requires the Department adopt rules to implement that every single-occupancy
restroom in a place of public building be identified as all-gender and designated
for use by no more than one person at a time or for family or assisted use.
Additionally, each single-occupancy restroom shall be outfitted with exterior
signage that marks the single-occupancy restroom as restroom and does not
indicate any specific gender.

Department management stated rules have not been adopted due to competing
priorities.

The Department did not adopt the rules required by the Health Maintenance
Organization Act (215 ILCS 125/5-5(d)). The Health Maintenance
Organization Act states that a certificate of authority issued to a health
maintenance organization may be suspended, revoked, or denied if the
Department has certified to the Department of Insurance that (1) the health
maintenance organization does not meet the requirements for the issuance of a
certificate of authority listed in Section 2-2 or (2) the health maintenance
organization is unable to fulfill its obligations to furnish health care services as
required under its health care plan. In relation to this certification, the Health
Maintenance Organization Act, effective June 5, 2019, requires the Department
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promulgate by rule, pursuant to the Illinois Administrative Procedure Act, the
precise standards used for determining what constitutes a material
misrepresentation, what constitutes a material violation of a contract or evidence
of coverage, or what constitutes good faith.

Department management stated they were unaware of the statutory requirement.

During the prior engagement period, the Department did not adopt rules on reporting
by the coroner or medical examiner to the Department of death due to drug overdose
as required by the Counties Code. Further, the Department did not adopt rules
requiring age-appropriate developmental screening and age-appropriate social and
emotional screening mandated by the School Code. During the current engagement
period, the rules necessary to administer and enforce the Counties Code and the
School Code were adopted.

Formal administrative rules provide a basis for proper implementation and
enforcement of State laws, protect the Department from legal challenges, and give
additional legitimacy to Department actions. Failure to adopt the required rules is
noncompliance with State laws. (Finding Code No. 2023-018, 2021-019, 2019-022,
2017-023)

RECOMMENDATION

We recommend the Department adopt rules required by the State laws or seek
legislative remedy.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. In regard to the finding
concerning the requirements in Section 3-106(b-5) of the Specialized Mental Health
Rehabilitation Act of 2013 (210 ILCS 49/3-106(b-5)), the Department will work with
the Long-Term Care Facilities Advisory Board and the Joint Committee on
Administrative Rules, as necessary, to adopt rules specifying how informed consent
for psychotropic medication may be obtained or refused. The internal rulemaking
process has begun, and draft rules have been prepared and are under review by Office
of Healthcare Regulation management and staff. The Department will work with the
Department of Insurance and adopt the rules required by the Health Maintenance
Organization Act (215 ILCS 125/5-5(d)).

The Department will work with the Plumbing Code Advisory Council, the State Board

of Health, and the Joint Committee on Administrative Rules as necessary to adopt
rules for implementation of the Equitable Restrooms Act (410 ILCS 35/25).
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The Illinois Department of Public Health (Department) did not have adequate controls
over the administration of its accounts receivable.

The Department reported $26.8 million in accounts receivable, of which $11.2 million
was over one year past due, as of June 30, 2023, and $19.8 million, of which $8.5
million was over one year past due, as of June 30, 2022. During our testing, we noted
the following:

e For 16 of 40 (40%) accounts receivable tested, totaling $215,935, that were over
90 days to one year past due, the Department had not made active collection
efforts during the examination period on the account or referred the account to
the Office of Comptroller’s (Comptroller) Offset System, Department of
Revenue’s Debt Collection Bureau, or the Attorney General.

e Fortwo 0f 40 (5%) accounts receivable tested, totaling $75,000, the Department
did not timely refer the accounts to the Comptroller’s Offset System. The
accounts were placed in the Comptroller’s Offset System from 60 to 137 days
after the due dates.

The finding was first reported during the period ended June 30, 2019. In the
subsequent years, the Department has been unsuccessful in implementing appropriate
corrective action or procedures.

The Illinois State Collection Act of 1986 (Act) (30 ILCS 210/3) and the Statewide
Accounting Management System (SAMS) (Procedure 26.40.10) require the
Department to pursue the collection of accounts or claims due and payable to the State
of Illinois through all reasonable and appropriate procedures. The Act (30 ILCS
210/5(c-1)) and SAMS (Procedure 26.40.20) require the Department to place all debts
over $250 and more than 90 days past due in the Comptroller’s Offset System. The
Act (30 ILCS 210/5(g)) requires the Department to refer qualifying delinquent debt to
the Department of Revenue’s Debt Collection Bureau. The Uncollected State Claims
Act (30 ILCS 205/2(a)) requires the Department, when it is unable to collect any claim
or account receivable of $1,000 or more due, request the Attorney General to certify
the claim or account receivable to be uncollectible.

Department management stated that for 15 of 16 exceptions noted, the delay in
referring the accounts for collection was due to the difficulty in obtaining the
necessary information such as federal identification numbers to pursue collections or
write-off. In the remaining instance, there was a dispute over ownership of the fine.
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Regarding the two accounts totaling $75,000, Department management stated the
accounts receivable section was short-staffed during the examination period causing
these collection efforts to be delayed.

Failure to timely refer receivables to the Comptroller’s Offset System and to the
Department of Revenue’s Debt Collection Bureau increases the likelihood that past
due amounts owed to the Department will not be collected or the collection will be
further delayed. Failure to report uncollectible accounts to the Attorney General
results in the Department not writing off accounts receivable balances and the
corresponding allowance for doubtful accounts, resulting in an overstatement of these
balances in the Department’s accounts receivable reports. (Finding Code No. 2023-
019, 2021-020, 2019-026)

RECOMMENDATION

We recommend the Department pursue all reasonable and appropriate procedures to
collect on outstanding debts as required by State laws and regulations.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
pursue all reasonable and appropriate procedures to collect on outstanding debts as
required by State laws and regulations.
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FINDING (Noncompliance with the Alzheimer’s Disease Assistance Act)

The Illinois Department of Public Health (Department) did not promote the
Alzheimer’s Disease Research, Care, and Support Fund.

During testing, we noted the Department has not made reasonable efforts to promote
the Alzheimer’s Disease Research, Care, and Support Fund. The Alzheimer’s Disease
Assistance Act (410 ILCS 405/8), eftective January 1, 2020, requires the Department,
in coordination with the members of the Alzheimer’s Disease Advisory Committee,
to make reasonable efforts to promote the Alzheimer’s Disease Research, Care, and
Support Fund during relevant times.

During the prior engagement period, the Department did not pay the salary and
benefits of its Dementia Coordinator from the Alzheimer’s Disease Research, Care,
and Support Fund (Fund) and did not utilize the moneys in the Fund as required.
During the current engagement period, we noted the Department paid the salary and
benefits of its Dementia Coordinator from the Fund and has properly utilized the Fund
as mandated.

Department management stated they were still developing a social media kit to
promote the Fund during the examination period

Failure to carry out the mandated duty is noncompliance with the Act and does not
achieve the legislative intent to increase public awareness of the program for the
conduct of research regarding the cause, cure and treatment of Alzheimer's disease
and related disorders. (Finding Code No. 2023-020, 2021-021)

RECOMMENDATION

We recommend the Department make reasonable efforts to promote the Alzheimer’s
Disease Research, Care, and Support Fund to comply with the Act.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation for this reporting
period. The issue has since been resolved. The IDPH social media kit was approved,
and social media posts began in March 2024. The social media posts will be monthly,
including educational content about the disease in general, and also information about
the Alzheimer’s Disease Research, Care, and Support Fund, how, and where to
donate via tax returns. In addition, IDPH published an Alzheimer's Fund subpage on
the IDPH website with all of the information, including a link to the Schedule G tax
form where the public can donate during tax season. All components of this finding
should now be resolved.
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FINDING (Weaknesses in Cybersecurity Programs and Practices)

The Illinois Department of Public Health (Department) had not implemented
adequate internal controls related to cybersecurity programs, practices, and control
of confidential information.

The mission of the Department is to promote health through the prevention and
control of disease and injury. IDPH assures the quality of food, sets standards for
hospitals and nursing homes, investigates disease outbreaks, maintains the state’s
vital records, screens newborns, and many other programs.

To carry out its mission, the Department utilizes the Department of Innovation and
Technology (DolT) to perform cybersecurity tasks, including collaborating on the
maintenance of the Department’s Cybersecurity program. The majority of network
and security functions are performed by DolT.

The Illinois State Auditing Act (30 ILCS 5/3-2.4) requires the Auditor General to
review State agencies and their cybersecurity programs and practices. During the
examination of the Department’s cybersecurity program, practices, and control of
confidential information, we noted the Department had not:

e Maintained its own policies and procedures to fulfill the compliance
requirements of the DolT policies in use for the following policies:
Configuration Management, Acceptable Use, Access Control, Change
Management, Personnel Security, Security Planning, and Program
Management.

e Maintained documentation for the annual review of all policies and
procedures to ensure compatibility with DolT’s policies.

e Established policies and procedures for controls over the following: data
retention, maintenance, and destruction; the creation, storage, and testing
of backups; and project management.

e Established a cybersecurity plan.

e Established a risk methodology.

e Established a disaster recovery plan for the primary Department functions
and network.

Additionally, we noted the following exceptions:
e Testing could not be completed for developments. The Department did not
provide a complete and accurate population of developments for the
period.
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e Auditors are unable to perform testing of security event remediation due
to the lack of event remediation documentation for the events sampled. 40
of 40 (100%) of sampled security events did not have any documentation
of remediation or response provided.

e Auditors are unable to determine if the Department’s users with access to
critical applications is based upon job functions due to the lack of
Department response for request of users with access to sampled critical
applications.

e Eight of 30 (27%) and 9 of 30 (30%) staff tested for Fiscal Years 2022 and
2023, respectively, did not have a policy attestation signed for the
respective period. Additionally, personal services contracts did not have a
requirement for contractors to review and attest to the Department’s
policies.

The prior finding noted issues with cybersecurity training. For the current
examination, any training issues noted are reported in finding 2023-031.

The Framework for Improving Critical Infrastructure and the Security and Privacy
Controls for Information Systems and Organizations (Special Publication 800-53,
Fifth Revision) published by the National Institute of Standards and Technology
(NIST) requires entities to consider risk management practices, threat
environments, legal and regulatory requirements, mission objectives and
constraints in order to ensure the security of their applications, data, and continued
business mission.

The Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires IDOA to
establish and maintain a system, or systems, of internal fiscal and administrative
controls to provide assurance funds, property, and other assets and resources are
safeguarded against waste, loss, unauthorized use and misappropriation and to
maintain accountability over the State’s resources.

Department management indicated competing priorities and employee turnover
contributed to the inability to establish a cybersecurity plan and provide
documentation.

The lack of adequate cybersecurity programs and practices could result in
unidentified risk and vulnerabilities and ultimately lead to the Department’s
confidential and personal information being susceptible to cyber-attacks and
unauthorized disclosure. (Finding Code No. 2023-021, 2021-029)
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RECOMMENDATION

The Department has the responsibility to ensure that confidential and personal
information is adequately protected. Specifically, we recommend the Department:

e Maintain policies and procedures over Configuration Management,
Acceptable Use, Access Control, Change Management, Personnel
Security, Security Planning, and Program Management;

e Maintain documentation of the annual review of policies and procedures;

e Establish policies and procedures for controls over data retention,
maintenance, and destruction; the creation, storage, and testing of
backups; and project management;

e Establish a cybersecurity plan;

e Establish a risk methodology;

e Establish a disaster recovery plan for the primary Department functions
and network; and,

e Ensure adequate documentation is developed, retained, and provided to
auditors.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department is
in the process of reviewing all information technology policies and procedures and
will document the annual review by 12/31/24. The Department began a Risk
Assessment in July 2024 that will help inform risk methodology and is working
with the Department of Innovation and Technology on disaster recovery plans for
critical agency applications. The Department will establish a cybersecurity plan
for the agency.

67



2023-022.

STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2023

FINDING (Noncompliance with the Emergency Medical Services Systems Act)

The Illinois Department of Public Health (Department) did not send Emergency
Medical Services license renewal notices timely and did not issue stretcher van
provider licenses that are valid for one year as required by the Emergency Medical
Services Systems Act.

During testing, we noted the following:

e For four of 40 (10%) Emergency Medical Services license renewal notices
tested, the Department did not send the notices to the licensee at least 60 days
prior to the expiration date of the license.

e For three of four (75%) stretcher van provider licenses tested, the Department
issued licenses valid for more than one year. The licenses issued were valid for
four to five years.

The Emergency Medical Services Systems Act (Act) (210 ILCS 50/3.50(f)) requires
the Department to send license renewal notices electronically and by mail to all
Emergency Medical Services licensees who provide the Department with his or her
email address, at least 60 days prior to the expiration date of the license.

The Act (210 ILCS 50/3.86(b)(2) to (4)) requires the Department establish licensing
and safety standards and requirements for stretcher van providers, through rules
adopted pursuant to this Act, including but not limited to: (a) vehicle design,
specification, operation, and maintenance standards; (b) safety equipment
requirements and standards; (c¢) staffing requirements, and (d) annual license renewal.
Additionally, the Act requires the Department to annually inspect all licensed stretcher
van providers and relicense providers that have met the Department’s requirements
for license renewal. Further, the Illinois Administrative Code (Code) (77 Ill. Admin.
Code 515.835(d)) requires the Department issue a license that is valid for one year if,
after inspection, the Department finds that the stretcher van provider and each vehicle
identified in the application are in compliance with the Act and the Code.

Department management stated the issues were due to oversight and human error.

Failure to send Emergency Medical Services license renewal notices timely is
noncompliance with the Act and could result in Emergency Medical Services
personnel failing to renew their licenses timely. Failure to issue stretcher van provider
licenses that are valid for one year is noncompliance with the Act and the Code and
lessens the Department’s oversight over stretcher van providers. (Finding Code No.
2023-022, 2021-023)
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RECOMMENDATION

We recommend the Department ensure license renewal notices are sent to all
Emergency Medical Services licensees at least 60 days prior to the expiration date of
the license and issue stretcher van provider licenses that are valid for only one year to
comply with the Act and the Code.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. For the Division of
EMS and Highway Safety, this issue is multifaceted. First, this could be related to
software vendor downtime preventing the ability to complete renewal notices.
Second, continued work has been completed with the software vendor to ensure all
renewals are being captured appropriately and that we are able to provide notice 60
days in advance. Finally, staffing challenges have played a role in this as well. The
EMS licensing section has not been fully staffed for more than one year. We have
worked to address the staffing challenge by following up with Human Resources and
authorizing overtime in advance when there is likely to be a delay of any kind.
Regarding the stretcher van provider licenses, this was an error and has been reviewed.
Prospectively, the Division of EMS and Highway Safety plans for compliance.
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FINDING (Noncompliance with the Equity in Long-term Care Quality Act)

The Illinois Department of Public Health (Department) did not establish the nursing
home labor force program required by the Equity in Long-term Care Quality Act.

The Department did not establish a nursing home labor force promotion, expansion,
and retention program by January 1, 2020.

The Equity in Long-term Care Quality Act (Act) (30 ILCS 772/25) requires the
Department, contingent upon approval by the Centers for Medicare and Medicaid
Services (CMS), to establish a nursing home labor promotion, expansion, and
retention program no later than January 1, 2020, using moneys appropriated from the
Equity in Long-term Care Quality Fund. The Act requires the program to include, but
not limited to: (1) a public relations campaign to encourage people to become nursing
home workers; (2) scholarships for certified nursing assistants, licensed practical
nurses, and registered nurses; and (3) retention incentives for nursing home workers.
The Act also requires the Department establish partnerships with one or more
community colleges or universities to execute the program. Additionally, the Act
requires the Department to report to the General Assembly: (1) no later than January
30, 2020, the status of the establishment of the program, and (2) no later than January
1, 2021, and each January 1 thereafter, the number of scholarships awarded during the
preceding year and the demographics of the awardees.

Department management stated they are still in the process of obtaining approval from
CMS to establish a nursing home labor force program and use funding from the Equity
in Long-term Care Quality Fund as required by the Act.

Failure to establish a nursing home labor force program is noncompliance with the
Act and does not achieve the legislative intent of the program to provide high-quality
nursing home care to residents of nursing home facilities. (Finding Code No. 2023-
023, 2021-025)

RECOMMENDATION

We recommend the Department establish a nursing home labor force program,
approved by the Centers for Medicare and Medicaid Services, and submit the required
reports to the General Assembly to comply with the Act.
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FINDING (Noncompliance with the Equity in Long-term Care Quality Act) -
Continued

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Office of Health
Care Regulation (OHCR) lost several leadership positions in 2021 and 2022. The
Department developed a long-term staffing strategy and is working within the Agency
and with other agencies to execute this strategy.
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FINDING (Noncompliance with the Tobacco Products Compliance Act)

The Illinois Department of Public Health (Department) did not require tobacco
manufacturers to submit the annual written compliance reports and did not adopt rules
required by the Tobacco Products Compliance Act.

During testing, we noted the following:

e The Department did not receive annual written certifications from manufactures
of tobacco products in the State and who distribute or sell the tobacco products
in the United States. The Tobacco Products Compliance Act (Act) (410 ILCS
76/10) requires any person who manufactures any tobacco product in the State
for distribution or sale in the United States to provide annually to the Department
by June 1 of each year thereafter, a written certification, including supporting
evidence and documentation, of such person’s compliance with provisions of
the federal Family Smoking Prevention and Tobacco Control Act.

e The Department did not draft and adopt rules required by the Act. The Act (410
ILCS 76/20), effective August 26, 2019, requires the Department to adopt rules
for the administration and enforcement of the Act.

Department management stated they submitted a legislative proposal to transfer
authority and the requirements of the statute to the Tobacco Enforcement Bureau of
the Illinois Attorney General’s Office which the Governor’s Office has approved but
was not accepted by the Attorney General’s Office. Department management also
stated they have not taken or proposed further legislative action, however, they
inquired about other options for relieving the Department of oversight of tobacco
manufacturers.

Formal administrative rules provide the basis for proper implementation and,
therefore, would enforce manufacturers to comply with the requirement to submit the
annual written compliance certifications to the Department. (Finding Code No. 2023-
024, 2021-027)

RECOMMENDATION

We recommend the Department adopt rules and require tobacco products
manufacturer to submit the required annual written compliance certifications to the
Department to comply with the Act or continue to seek legislative remedy.
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FINDING (Noncompliance with the Tobacco Products Compliance Act) -
Continued

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. To meet the
recommendation, the Department will adopt administrative rules to require tobacco
products manufacturers to submit required annual written compliance certifications to
the Department to comply with the Act. The Department will also continue to seek a
legislative remedy.
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FINDING (Weaknesses with Payment Card Industry Data Security Standards)

The Illinois Department of Public Health (Department) had not completed all
requirements to demonstrate full compliance with the Payment Card Industry Data
Security Standards (PCI DSS).

The Department agreed to use the Illinois State Treasurer’s ePAY program to accept
credit card payments. In Fiscal Years 2022 and 2023, the Department handled 91,407
transactions totaling approximately $8.98 million and 78,070 transactions totaling
approximately $8.26 million, respectively.

We reviewed the efforts of four Department’s Divisions to ensure compliance with
PCI DSS. During our testing, we noted the Department had not:

e Completed and certified a SAQ and Attestation of Compliance (AOC) for all
programs accepting credit card payments for three (75%) Divisions tested; and

e Completed quarterly vulnerability scan by an approved scanning vendor (ASV)
of the servers that provide a path to the cardholder data environment for four
(100%) Divisions tested.

This finding was first reported in Fiscal Year 2015. In subsequent years, the
Department has been unsuccessful in implementing appropriate procedures to ensure
compliance with the PCI DDS.

To assist merchants in the assessments of their environment, the PCI Council has
established SAQ for validating compliance with PCI’s core requirements. At a
minimum, PCI DSS required completion of SAQ A; which highlights specific
requirements to restrict access to paper and electronic media containing cardholder
data, destruction of such media when it is no longer needed, and requirements for
managing service providers. As additional elements, such as face-to face acceptance
of credit cards and point-of-sale solutions, are introduced into the credit card
environment being assessed, additional PCI DSS requirements apply.

Department management indicated the issue was due to competing priorities.

Cardholder’s data or personal information collected by the Department should be
adequately secured at all times. Failure to establish and maintain adequate procedures
to handle and protect such information could result in identity theft or other
unintended use. (Finding Code No. 2023-025, 2021-028, 2019-020, 2017-021, 2015-
022)
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FINDING (Weaknesses with Payment Card Industry Data Security Standards) -
Continued

RECOMMENDATION

We recommend the Department:

e Complete the appropriate SAQ(s) and AOC for its environment and maintain
documentation supporting its validation efforts, and

e Ensure quarterly vulnerability scans are completed by an approved scanning
vendor for all environments.

DEPARTMENT RESPONSE

The Department agrees with the finding and will implement the auditor's
recommendations.
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FINDING (Lack of Adequate Controls over Review of Internal Controls over
Service Providers)

The Illinois Department of Public Health (Department) did not document independent
internal control reviews over service providers.

The Department entered into agreements with various service providers to assist with
significant processes such as information technology hosting and shared service, and
hosting its Enterprise Resource Planning System.

We requested the Department to provide a population of service providers. In response
to this request, the Department did not provide a listing of service providers. Due to
this deficiency, we were unable to conclude the Department’s records were
sufficiently precise and detailed under the Attestation Standards promulgated by the
American Institute of Certified Public Accountants (AT-C § 205.36) to test the
Department’s controls over external service providers.

In addition, we noted the Department had not:

e Obtained and documented its review of the System and Organization Control
(SOC) reports;

e Monitored and documented the operation of the Complementary User Entity
Controls (CUECS) relevant to the Department’s operations;

e Obtained and reviewed SOC reports for subservice organizations or performed
alternative procedures to determine the impact on its internal controls;

e Established a regular review process to monitor specified performance
measures, problems encountered, and compliance with contractual terms with
the service providers; and

e Established policy and procedures to ensure information assets and resources at
the service provider were adequately protected from unauthorized or accidental
disclosure, modification, or destruction.

The Department is responsible for the design, implementation, and maintenance of
internal controls related to information systems and operations to ensure resources and
data are adequately protected from wunauthorized or accidental disclosure,
modifications, or destruction. This responsibility is not limited due to the process
being outsourced.
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FINDING (Lack of Adequate Controls over Review of Internal Controls over
Service Providers) - Continued

The Security and Privacy Controls for Information Systems and Organizations
(Special Publication 800-53, Fifth Revision) published by the National Institute of
Standards and Technology (NIST), Maintenance and System and Service
Acquisition sections, requires entities outsourcing their IT environment or
operations to obtain assurance over the entities internal controls related to the
services provided. Such assurance may be obtained via System and Organization
Control reports or independent reviews.

In addition, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001)
requires the Department to establish and maintain a system, or systems, of internal
fiscal and administrative controls to provide assurance that revenues, expenditures,
and transfers of assets, resources, or funds applicable to operations are properly
recorded and accounted for to permit the preparation of accounts and reliable
financial and statistical reports and to maintain accountability over the State’s
resources.

Department management indicated the issues were due to a lack of dedicated staff
to obtain and review SOC reports.

Without maintaining a complete list of service providers, obtaining SOC reports,
and proper documentation of its review of the SOC reports and CUECs relevant to
the Department, the Department does not have assurance the service providers’
internal controls are adequate. Failure to include a requirement in the contracts with
service providers for independent review and monitor specified performance,
problems encountered, and compliance with contractual terms may result in
obligations and services not met and not timely detected and corrected. (Finding
Code No. 2023-026, 2021-030)

RECOMMENDATION

We recommend the Department identify all third party service providers and
determine and document if a review of controls is required. If required, the
Department should:

e Obtain SOC reports or (perform independent reviews) of internal controls
associated with outsourced systems at least annually.

e  Monitor and document the operation of the CUECs relevant to the Department’s
operations.
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2023-026. FINDING (Lack of Adequate Controls over Review of Internal Controls over
Service Providers) - Continued

e Either obtain and review SOC reports for subservice organizations or perform
alternative procedures to satisfy itself that the existence of the subservice
organization would not impact its internal control environment.

e Document its review of the SOC reports and review all significant issues with
subservice organizations to ascertain if a corrective action plan exists and when
it will be implemented, any impacts to the Office, and any compensating
controls.

e [Establish a regular review process to monitor specified performance measures,
problems encountered, and compliance with contractual terms with the service
providers.

e Establish policy and procedures to ensure information assets and resources at
the service provider were adequately protected from unauthorized or accidental
disclosure, modification, or destruction.

e Review contracts with service providers to ensure applicable requirements over
the independent review of internal controls are included.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department
will identify all third party service providers and document if a review of
controls is required. The Department will perform the reviews as required.
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FINDING (Inadequate Controls over Personnel Files)

The Illinois Department of Public Health (Department) did not exercise adequate
internal controls over the personnel files.

As part of our testing, we requested the Department to provide a population of new
hires, active, and terminated employees. In response to our requests, the Department
provided populations for new hires, active, and terminated employees, however, there
were terminated employees during the engagement period who were not included in
the listing of terminated employees provided by the Department. Due to these
conditions, we were unable to conclude the Department’s population records of
terminated employees were sufficiently precise and detailed under the Attestation
Standards promulgated by the American Institute of Certified Public Accountants
(AT-C § 205.36).

Even given the population limitations noted above, we performed our testing.
During our testing, we noted;

e Two of 60 (3%) I-9 forms were not properly completed. Section 1 of one I-9
form was not signed and one I-9 form had missing information.

e For 32 of 60 (53%) employees tested, the required application documents were
not maintained in the personnel files.

Additionally, we obtained from the Department the lists of employees who are
required to file Statement of Economic Interest during the Fiscal Year 2022 and Fiscal
Year 2023 and noted the following:

e Twelve employees and a member of the State Board of Health were not included
in the Department’s Fiscal Year 2022 listing who are required to file Statement
of Economic Interest, but these employees were included in the Office of the
Secretary of State (SOS) listing. In addition, 27 employees and a member of the
State Board of Health were listed in the Department’s Fiscal Year 2022 listing,
but these employees were not included in the SOS listing.

e Seventy-nine employees and four State Board of Health members were not
included in the Department’s Fiscal Year 2023 listing, but these employees were
included in the SOS listing. In addition, 18 employees and one State Board of
Health member were listed in the Department’s Fiscal Year 2023 listing, but
these employees were not included in the SOS listing.
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FINDING (Inadequate Controls over Personnel Files) - Continued

Federal law (8 U.S.C. § 1324a) requires an employer to complete I-9 form to verify
an individual’s eligibility for employment in the United States. Also, Federal Law (8
CFR §274a.2(b)(1)) requires a hiring entity to attest it has verified an individual it
employs is a citizen or otherwise authorized to work in the United States by (a)
ensuring the individuals it hires properly complete Section 1 of Form I-9 at the time
of hire, and (b) sign Section 2 of Form [-9 within three business days of hire.

The State Records Act (5 ILCS 160/8) requires the head of each agency to preserve
records containing adequate and proper documentation of the organization, functions,
policies, decisions, procedures, and essential transactions of the agency designed to
furnish information to protect legal and financial rights of the State and of persons
directly affected by the agency’s activities.

The Illinois Governmental Ethics Act (Act) (5 ILCS 420/4A-106) requires the chief
administrative officer of a state agency, on or before February 1 annually, to certify to
the Secretary of State the names and mailing addresses of persons required to file
statements of economic interests.

Department management stated the issues were due to oversight.

Failure to properly complete I-9 forms is a violation of federal laws. Failure to
maintain complete personnel files limits the Department’s ability to verify and
document qualifications and the propriety of the hiring process. Failure to provide
complete and accurate list of persons required to file statements of economic interests
in noncompliance with the Act. (Finding Code No. 2023-027, 2021-031)

RECOMMENDATION

We recommend the Department strengthen its controls to ensure proper completion
of I-9 forms. We also recommend the Department ensure personnel files are complete
and employee application documents are properly maintained. Further, we
recommend the Department ensure the list of persons required to file statements of
economic interests are complete.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
work to ensure proper completion of [-9 forms. The Department will also ensure that
personnel files are properly maintained, including the I-9 form. The Department
agrees that there is inconsistency between its employee listing and Illinois Secretary
of State’s (SOS) list of employees for the statements of economic interest. The
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FINDING (Inadequate Controls over Personnel Files) - Continued

Department will develop a more accurate way of verifying employees who are
required to file the statement of economic interest. During the two-month period
before the filing period (March-April), the SOS requires each agency to verify lists of
employees required to file. This process creates room for error as the exchange of
information between the Department and SOS occurs at least three different times. A
proposed approach is to use different data sources (perhaps payroll lists) to cross-
reference with the SOS list to ensure that the list of employees is current. While payroll
lists may be overinclusive, they provide a comprehensive listing of all employees.
That list could be further used to reevaluate who is required to file a statement of
economic interest. Revolving door lists (c-list employees) may also be used as a basis
to verify correct listings.
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FINDING (Failure to Designate a Staff to Handle Men’s Health Issues and Create

Men’s Health Division)

The Illinois Department of Public Health (Department) failed to designate a member
of its staff to handle men’s health issues and create a Division of Men’s Health
required by the Department of Public Health Powers and Duties Law (Law).

During our testing, we noted the following:

The Department did not designate a member of its staff to handle men’s health
issues not currently or adequately addressed by the Department. The Law (20
ILCS 2310/2310-424) requires the Department designate a member of its staff
to handle men’s health issues not currently or adequately addressed by the
Department and whose duties shall include, but not limited to the following: (1)
assist in the assessment of the health needs of men in Illinois; (2) recommend
treatment methods and programs that are sensitive and reference materials to
service providers, organizations, and other agencies; (3) promote awareness of
men’s health concerns and encourage, promote, and aid the establishment of
men’s services; and (4) provide adequate and effective opportunities for men to
express their views on Department policy development, program
implementation, and interdepartmental coordination of men’s services.

Department management stated they filled the position to lead Men’s Health
efforts in February 2023 but the individual left the position shortly thereafter.

The Department did not create the Division of Men’s Health. The Law (20 ILCS
2310/2310-424.5) requires the Department to create the Division of Men’s
Health. The Division of Men’s Health should concentrate on raising awareness
of health issues specific to men, including, but not limited to prostate cancer,
testicular cancer, heart disease, smoking cessation, respiratory illness,
unintentional injuries, health equity, and cultural competency. The Law also
required the Division of Men’s Health to work with mental health providers to
raise awareness of the mental health of men and address developmental issues
of boys, violence prevention, self-esteem, and communication; complete an
annual assessment in collaboration with the schools of public health in Illinois
of the status of men's health and recommend policy developments to address
those needs and identify the services needed; and make recommendations to the
General Assembly to address health disparities among men.

Department management stated the issue was due to lack of staff and
appropriation.
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FINDING (Failure to Designate a Staff to Handle Men’s Health Issues and Create
Men’s Health Division) - Continued

Failure to carry out the mandated duties is noncompliance with the Law and does not
achieve the legislative intent for the affected program, which is to raise awareness of

men’s health issues. (Finding Code No. 2023-028)

RECOMMENDATION

We recommend the Department designate a member of its staff to handle men’s health
issues and create a Division of Men’s Health to comply with the Law.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department
filled a position to lead a Division of Men’s Health in February 2023. The person
vacated the position. Interviews to refill this Division Chief role were completed in
May 2024.
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FINDING (Noncompliance with the Tattoo and Body Piercing Establishment
Registration Act)

The Illinois Department of Public Health (Department) did not receive application and
payment of the annual renewal of certificates of registration of tattoo and body
piercing establishments in a timely manner and did not assess penalties.

During our testing, we noted for 24 of 28 (86%) annual renewal of certificates of
registration tested, the Department received the application and payment of fees one
month to four years late, and the Department did not assess penalties for late
application and payment of the fees.

The Tattoo and Body Piercing Establishment Registration Act (Act) (410 ILCS 54/35)
states the certificate of registration expires annually and may be renewed. The Act
further states the Department may assess a late fee if the renewal application and
renewal fee are not submitted on or before the registration expiration date and the
Department, by rule, determines the amount of the fee assessed. Additionally, the
[linois Administrative Code (Code) (77 Ill. Admin. Code 797.1700(b)) states a fine
not to exceed $1,000 per day for each day the registrant remains in violation shall be
issued for any violation of the Act. The Code (77 Ill. Admin. Code 797.1700(c)(17))
listed the failure to renew a certificate of registration in accordance with Section 35 of
the Act, as a violation of the Act.

Department management stated the issue was due to competing priorities and
oversight.

Failure to receive application and payment of the annual renewal of certificates of
registration timely is noncompliance with the Act and could result in the tattoo and
body piercing establishment operating with an expired registration. Failure to accrue
and collect penalty is noncompliance with the Code and will result in a loss of revenue.
(Finding Code No. 2023-029)

RECOMMENDATION

We recommend the Department strengthen its enforcement mechanisms to ensure
application and payment of the annual renewal of certificates of registration are
received in a timely manner and ensure penalties for violations of the Act are assessed
and collected.
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2023-029. FINDING (Noncompliance with the Tattoo and Body Piercing Establishment
Registration Act) - Continued

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department is
working with the software vendor to correct the issues that are preventing the past due
permits from being issued correctly, with the appropriate late fees included.
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FINDING (Receipt Processing Internal Controls Not Operating Effectively)

The Illinois Department of Public Health (Department) internal controls over its
receipt processing function were not operating effectively during the examination
period.

Due to our ability to rely upon the processing integrity of the Enterprise Resource
Planning System (ERP) operated by the Department of Innovation and Technology
(DolT), we were able to limit our receipt and refund testing at the Department to
determine whether certain key attributes were properly entered by the Department’s
staff into the ERP. In order to determine the operating effectiveness of the
Department’s internal controls related to receipt processing, we selected a sample of
key attributes (attributes) to determine if the attributes were properly entered into the
ERP System based on supporting documentation. The attributes tested for receipts
testing were (1) amount, (2) fund being deposited into, (3) date of receipt, (4) date
deposited, and (5) SAMS Source Code. The attributes tested for refunds testing were
(1) amount, (2) date of receipt, (3) date deposited, and (4) offset against the correct
appropriation code.

Our testing noted:

e Fifty-two of 140 (37%) attributes were not properly entered into the ERP
System. Therefore, the Department’s internal controls over receipts processing
were not operating effectively.

e Seventy of 140 (50%) attributes were not properly entered into the ERP System.
Therefore, the Department’s internal controls over refund receipt processing
were not operating effectively.

The State Officers and Employees Money Disposition Act (Act) (30 ILCS 230/2(a))
requires the Department to maintain a detailed record of all moneys received, which
is to include date of receipt, the payor, purpose and amount, and the date and
manner of disbursement. Additionally, Statewide Accounting Management System
(Manual) (Procedure 25.10.10) requires the Department to segregate the moneys
into funds and document the source of the moneys. Further, the Fiscal Control and
Internal Auditing Act (30 ILCS 10/3001) requires the Department to establish and
maintain a system, or systems, of internal fiscal and administrative controls to
provide assurance revenues, expenditures, and transfers of assets, resources, or
funds applicable to the operations are properly recorded and accounted for to permit
the preparation of accounts and reliable financial and statistical reports and to
maintain accountability over the State’s resources.
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Due to this condition, we qualified our opinion because we determined the
Department had not complied, in all material respects, with applicable laws and
regulations, including the State uniform accounting system, in its financial and
fiscal operations.

Even given the limitations noted above, we conducted an analysis of the
Department’s receipts, refunds, and returned checks data for fiscal years 2022 and
2023 to determine compliance with the Act. We noted:

e The Department did not deposit 1,506 receipts items, each exceeding $10,000,
on the same day as received.

e The Department did not deposit 21,087 receipt items, $10,000 or more in
totality, within 24 hours.

e For five of 40 (13%) returned checks tested, totaling $190, the Department had
already issued the certifications, screening results, and licenses but failed to
obtain replacement payments and revoke licenses upon notification of the check
being returned. The receivables from these returned checks were written off.

The Act (30 ILCS 230/2(b)) requires the Department to pay into the State treasury
any single item of receipt exceeding $10,000 on the day received. Additionally,
receipt items totaling $10,000 or more are to be deposited within 24 hours. The
Illinois State Collection Act of 1986 (30 ILCS 210/3) and Statewide Accounting
Management System (Procedure 26.40.10) require the Department to pursue the
collection of accounts or claims due and payable to the State of Illinois through all
reasonable and appropriate procedures. The Department’s collection letter stated if
payment is not received, collection and/or legal procedures will be initiated
including but not limited to revocation of license or registration and the licensee is
not licensed until the matter is resolved.

Department management stated the issues on internal controls and late deposits
were due to data entry errors which resulted from mismatches in the ERP fields
used by Department staff. Department management stated the licenses were not
revoked due to oversight.

Failure to properly enter the key attributes into the State’s ERP when processing a
receipt hinders the reliability and usefulness of data extracted from the ERP, which
can result in improper recording of revenues and accounts receivable. The failure
to deposit receipts in a timely manner could result in loss of interest revenue and
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Continued

increases the risk of misappropriation of assets. The Department’s failure to revoke
issued licenses could result in unauthorized use of licenses and increases the risk

that payments will not be received. (Finding Code No. 2023-030)

RECOMMENDATION

We recommend the Department design and maintain internal controls to provide
assurance its data entry of key attributes into ERP is complete and accurate. Further,
we recommend the Department timely deposit receipts into the State’s treasury and
promptly pursue payment for all returned checks, including revoking licenses.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department
will design and maintain internal controls to provide assurance its data entry of key
attributes into ERP is complete and accurate. The Department will timely deposit
receipts into the State’s treasury and promptly pursue payment for all returned
checks, including revoking licenses.
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FINDING (Trainings Not Completed Within the Required Timeframe)

The Illinois Department of Public Health’s (Department) employees did not complete
all mandatory trainings within the required timeframes.

During our testing of the Department’s compliance with training requirements, we
noted the following:

Ethics Training:

e Thirty-five new hires did not complete the initial ethics training within 30 days
after commencement of employment. These employees completed the initial
training from one to 159 days late.

e Five employees did not complete the annual ethics training during calendar
years 2021 and 2022 training periods.

e The Department did not maintain documentation to support completion of the
ethics training for 70 employees who were separated from the Department
during the engagement period. Therefore, we were unable to determine if the
separated employees completed the ethics training during the required training
periods.

The State Officials and Employees Ethics Act (5 ILCS 430/5-10(c)) requires new
employees entering a position requiring ethics training to complete an initial ethics
training course within 30 days after commencement of employment. The State
Officials and Employees Ethics Act (5 ILCS 430/5-10(a)) requires each officer,
member, and employee to complete an ethics training annually.

Sexual Harassment Prevention Training:

e Thirty-three new hires did not complete the initial sexual harassment prevention
training within 30 days after commencement of employment. These employees
completed the initial training from two to 307 days late. Additionally, four new
hires did not complete the initial sexual harassment prevention training.

e Sixty-three employees did not complete the annual sexual harassment
prevention training during calendar year 2021 and 2022 training periods.
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e The Department did not maintain documentation to support completion of the
sexual harassment prevention training for 71 employees who were separated
from the Department during the engagement period. Therefore, we were unable
to determine if the separated employees completed the sexual harassment
prevention training during the required training periods.

The Illinois Human Rights Act (775 ILCS 5/2-105(B)(5)(c)) requires the Department
to provide training on sexual harassment prevention and the Department’s sexual
harassment policy as a component of all ongoing or new employee training programs.
Additionally, the State Officials and Employees Ethics Act (5 ILCS 430/5-10.5(a))
requires all new employees entering a position requiring sexual harassment training
complete their initial training within 30 days after commencement of employment. It
also requires each officer, member, and employee to complete, at least annually, a
harassment and discrimination prevention training.

Health Insurance Portability and Accountability Act (HIPAA) Training:

e Twenty-one new hires did not complete the initial HIPAA training within 60
days after commencement of employment. These employees completed the
initial training from four to 217 days late. Additionally, four new hires did not
complete the initial HIPAA training.

e Four employees did not complete the annual HIPAA training during the training
period.

e The Department did not maintain documentation to support completion of the
HIPAA training for 13 employees who were separated from the Department
during the engagement period. Therefore, we were unable to determine if the
separated employees completed the HIPAA training during the required training
periods.

The Department’s Employee Handbook requires HIPAA training be done annually.
All employees receive instructions for registering for and completing the mandatory
training course. Additionally, the New Employee Onboarding Checklist provides
instructions to new employees to complete the HIPAA training within 60 days after
commencement of employment.
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Cybersecurity Awareness Training:

e Sixteen new hires tested did not complete the initial Cybersecurity Awareness
training within 60 days after commencement of employment. These employees
completed the initial training from four to 217 days late. Additionally, three new
hires tested did not complete the initial Cybersecurity Awareness training.

e Five employees did not complete the annual Cybersecurity Awareness training
during the training period.

e The Department did not maintain documentation to support completion of the
Cybersecurity Awareness for 17 employees who were separated from the
Department during the engagement period. Therefore, we were unable to
determine if the separated employees completed the Cybersecurity Awareness
training during the required training periods.

e Twenty-two of 25 (88%) Department contractors tested did not complete the
Cybersecurity Awareness training during the training period.

The Data Security on State Computers Act (20 ILCS 450/25(b)) requires employees
to undergo an annual training by the Department of Innovation and Technology
concerning cybersecurity. Additionally, the New Employee Onboarding Checklist
provides instructions to new employees to complete the Cybersecurity Awareness
training within 60 days after commencement of employment.

The State Records Act (5 ILCS 160/8) requires the head of each agency to preserve
records containing adequate and proper documentation of the organization, functions,
policies, decisions, procedures, and essential transactions of the agency designed to
furnish information to protect legal and financial rights of the State and of persons
directly affected by the agency’s activities.

Department management stated competing priorities and shortage of staff contributed
to inconsistent monitoring of trainings completions and timeliness of completions.
Department management also stated the issue of the Department’s failure to maintain
documentation of employee completion of the trainings was due to limitations of the
training system after employees have separated from the agency.

Failure to complete trainings within the required timeframe may lead to employees
being unaware of specific requirements for State employees and Department and State
policies regarding ethics, sexual harassment, HIPAA, and Cybersecurity Awareness
training. As aresult, there is an increased risk that new employees could unknowingly
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commit ethics violations. Further, there is a greater likelihood the Department could

be exposed to legal and financial risks due to noncompliance. (Finding Code No.
2023-031)

RECOMMENDATION

We recommend the Department strengthen its internal controls to monitor employees
to ensure all employees complete the required training in a timely manner and
documentation of completion of trainings is maintained.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
work towards implementing changes to correct.
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FINDING (Noncompliance with the Tanning Facility Permit Act)

The Illinois Department of Public Health (Department) did not perform inspections of
the tanning facilities in a timely manner as required by the Tanning Facility Permit
Act (Act).

During the current engagement period, 121 tanning facilities applied for permits
during Fiscal Years 2022 and 2023. We noted the following:

e Five of 20 (25%) tanning facilities tested were not inspected during Fiscal Year
2023.

e For three of 20 (15%) tanning facilities tested, the Department performed an
initial inspection of the facilities 98 to 139 days after the receipt of the
application for a permit.

The Act (210 ILCS 145/10(d)) requires the Department to complete the initial
inspection of the premises of the tanning facility within 90 days of receipt of an
application and ensure the premises and the tanning facilities are installed and will be
operated in accordance with the Act. Additionally, the Act (210 ILCS 145/15(c))
requires each tanning facility be inspected at least once each year after the initial year
in which the facility was granted a permit.

Department management indicated the issues were due to competing priorities and
oversight.

Failure to perform annual inspections and conduct initial inspections timely is
noncompliance with the Act. (Finding Code No. 2023-032)

RECOMMENDATION

We recommend the Department ensure initial inspections are timely conducted and
annual inspections are performed as required by the Act.

DEPARTMENT RESPONSE

The Department is in partial agreement with the finding. The Department will work
to ensure that initial inspections are conducted timely. Initial inspections are
scheduled with the Tanning Establishment owners, as the establishments are not in
operation prior to receipt of their permit.
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FINDING (Noncompliance with the Abused and Neglected Long Term Care
Facility Residents Reporting Act)

The Illinois Department of Public Health (Department) did not fully comply with the
Abused and Neglected Long Term Care Facility Residents Reporting Act (Act).

During testing, we noted the Department did not initiate investigations of each report
of resident abuse and neglect in Specialized Mental Health Rehabilitation Facilities in
a timely manner. For 16 of 40 (40%) reports of resident abuse and neglect tested, the
Department initiated the investigations 34 to 216 days after receipt of the report.
Additionally, the Department did not conduct a continuing education and training
program for the prevention, identification, and treatment of resident abuse and neglect.

The Act (210 ILCS 30/6) requires the Department to be capable to receive reports of
suspected abuse and neglect 24 hours a day, 7 days a week. All reports received by
the Department are forwarded to the central register, in the manner and form described
by the Department. Additionally, the Act requires the Department to initiate an
investigation of each report of resident abuse and neglect. The Illinois Administrative
Code (Code) (77 Ill. Adm. Code 400.120(a)) requires all complaint investigations be
initiated within 30 days of the receipt of the complaint by the Central Complaint
Registry except for reports of abuse or neglect which indicate that a resident’s life or
safety is in imminent danger shall be investigated within 24 hours of such report. The
Act (210 ILCS 30/16) requires the Department to conduct a continuing education and
training program for State and local staft, persons and officials required to report, the
general public, and other persons engaged in or intending to engage in the prevention,
identification, and treatment of resident abuse and neglect. The program shall be
designed to encourage the fullest degree of reporting of known and suspected resident
abuse and neglect, and to improve communication, cooperation, and coordination
among all agencies in the identification, prevention, and treatment of resident abuse
and neglect. Further, the program shall inform the general public and professionals of
the nature and extent of abuse and neglect and their responsibilities, obligations,
powers and immunity from liability under this Act.

Department management stated instances of abuse or neglect reported to the program
were not timely investigated and their failure to start a continuing education and
training program for the prevention, identification, and treatment of resident abuse and
neglect were due to being understaffed.

Failure to conduct continuing education program and timely initiate investigation of
reports of abuse and neglect in all facilities are noncompliance with the Act and does
not achieve the legislative intent of the program to protect residents in the facility and
prevent further harm to residents who are subjects of the reports of abuse and neglect.
(Finding Code No. 2023-033)
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RECOMMENDATION

We recommend the Department conduct continuing education and training programs
for the prevention, identification, and treatment of resident abuse and neglect. We
further recommend the Department timely initiate investigation of all reports of
neglect and abuse to comply with the Act and Code.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
work towards implementing changes to correct.
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FINDING (Failure to Conduct Firearms Restraining Orders Awareness Program)

The Illinois Department of Public Health (Department) did not conduct a program to
promote awareness of firearms restraining orders to the general public as required by
the Department of Public Health Powers and Duties Law (Law).

During Fiscal Year 2023, the Department was appropriated $1,000,000, or so much
as may be necessary, for costs associated with the firearms restraining order
awareness. During testing, we noted the Department has not conducted a program to
promote awareness of firearms restraining orders to the general public.

The Law (20 ILCS 2310/2310-705) requires the Department, subject to appropriation
or other available funding, to conduct a program to promote awareness of firearms
restraining orders to the general public. The program must include development and
dissemination, through print, digital, and broadcast media, of public service
announcements that publicize the firearms restraining order.

Department management stated they are still working with the stakeholders on a
campaign to implement the Act. Department management also stated the materials
for the campaign are still under review and subject to changes.

Failure to carry out the mandated duties is noncompliance with State laws and does
not achieve the legislative intent for the affected program, which is to promote
awareness of firearms restraining orders to the general public. (Finding Code No.
2023-034)

RECOMMENDATION

We recommend the Department conduct the program to promote awareness of
firearms restraining orders to comply with the Law.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department is
working with external partners to launch the program to promote awareness of
firearms restraining orders to the general public. Launch is scheduled for July 2024
and will involve print, digital and broadcast media of public service announcements
that publicize the firearms restraining order.
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FINDING (Noncompliance with the Underlying Causes of Crime and Violence
Study Act)

The Illinois Department of Public Health (Department) did not comply with the
requirements of the Underlying Causes of Crime and Violence Study Act (Act).

During testing, the Department and the Department of Human Services did not
conduct a study and create a process to identify high violence communities, also
known as R3 (Restore, Reinvest, and Renew) areas, and to prioritize funding of
programs and economic development projects to these communities that would
address the underlying causes of crime and violence. Additionally, the Department
and the Department of Human Services did not prepare a report of their findings
required to be submitted to the General Assembly by December 31, 2022.

The Act (410 ILCS 165/72-10) requires the Department and the Department of
Human Services to study how to create a process to identify high violence
communities, also known as R3 (Restore, Reinvest, and Renew) areas, and to
prioritize State dollars to go to these communities to fund programs as well as
community and economic development projects that would address the underlying
causes of crime and violence. The Act (410 ILCS 165/72-15) requires the Department
and the Department of Human Services to report their findings to the General
Assembly by December 31, 2022.

Department management stated they were unaware of a collaboration between the
Department and the Department of Human Services to run this program. Department
management also stated the Illinois Criminal Justice Information Authority has been
running the R3 program.

Failure to carry out the mandated duties is noncompliance with the Act and does not
achieve the legislative intent for the affected program, which is to redirect funding and
provide solutions to address the underlying causes of crime and violence. (Finding
Code No. 2023-035)

RECOMMENDATION

We recommend the Department work with the Department of Human Services to
conduct the study and submit the report to the General Assembly to comply with the
Act or seek legislative changes.
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DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. Department staff
will reach out to the Department of Human Services to collaborate. Department
staff also will contact the Illinois Criminal Justice Information System (responsible
for R3) to understand their data needs and to collaborate.
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FINDING (Failure to Establish or Approve a Certified Nursing Assistant Intern
Program)

The Illinois Department of Public Health (Department) did not establish or approve a
Certified Nursing Assistant Intern Program as required by the Department of Public
Health Powers and Duties Law (Law).

During the current examination period, the Department did not establish or approve a
Certified Nursing Assistant Intern Program. The Law (20 ILCS 2310-434) requires
the Department to establish or approve a Certified Nursing Assistant Intern Program
(Program) to address the increasing need for trained health care workers and provide
additional pathways for individuals to become certified nursing assistants. The Law
also requires the Department to collect data from participating facilities and publish a
report on the extent the Program brought individuals into continuing employment as
certified nursing assistants in long-term care. The report shall be published no later
than six months after the Program end date. The Program ends three years after it
becomes operational. The Law states that a facility participating in the Program shall
submit data twice annually in a manner and time determined by the Department.
Failure to submit data will result in suspension of the facility’s Program.

Department management stated they have not started the Certified Nursing Assistant
Intern Program due to competing priorities.

Failure to carry out mandated duties is noncompliance with State laws and does not
achieve the legislative intent of the program to address the increasing need for trained
health care workers. (Finding Code No. 2023-036)

RECOMMENDATION

We recommend the Department establish or approve a certified nursing assistant
program to comply with State laws.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department has
not started developing this Certified Nursing Assistant Intern Program due to
competing priorities. The Department will further investigate what is needed to
operationalize this Program.
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FINDING (Inadequate Internal Controls Over Census Data)

The Illinois Department of Public Health (Department) did not retain adequate
supporting documentation for its personnel transactions and did not have a
reconciliation process to provide assurance census data submitted to its pension and
other postemployment benefits (OPEB) plans was complete and accurate.

Census data is demographic data (date of birth, gender, years of service, etc.) of the
active, inactive, or retired members of a pension or OPEB plan. The accumulation
of inactive or retired members’ census data occurs before the current accumulation
period of census data used in the plan’s actuarial valuation (which eventually flows
into each employer’s financial statements), meaning the plan is solely responsible
for establishing internal controls over these records and transmitting this data to the
plan’s actuary. In contrast, responsibility for active members’ census data during
the current accumulation period is split among the plan and each member’s current
employer(s). Initially, employers must accurately transmit census data elements of
their employees to the plan. Then, the plan must record and retain these records for
active employees and then transmit this census data to the plan’s actuary.

We noted the Department’s employees are members of both the State Employees’
Retirement System of Illinois (SERS) for their pensions and the State Employees
Group Insurance Program sponsored by the State of Illinois, Department of Central
Management Services (CMS) for their OPEB. In addition, we noted these plans
have characteristics of different types of pension and OPEB plans, including single
employer plans and cost-sharing multiple-employer plans. Finally, we noted CMS’
actuaries use SERS’ census data records to prepare the OPEB actuarial valuation.

During our testing, we noted the Department submitted its reconciliation of its
census data recorded by SERS as of June 30, 2021, however, the Department did
not maintain sufficient documentation that a complete reconciliation was properly
performed to its internal records to establish a base year ended June 30, 2021 of
complete and accurate census data.

For employers participating in plans with multiple-employer and cost-sharing
characteristics, the American Institute of Certified Public Accountants’ Audit and
Accounting Guide: State and Local Governments (AAG-SLG) (§ 13.177 for
pensions and § 14.184 for OPEB) notes the determination of net pension/OPEB
liability, pension/OPEB expense, and the associated deferred inflows and deferred
outflows of resources depends on employer-provided census data reported to the
plan being complete and accurate along with the accumulation and maintenance of
this data by the plan being complete and accurate. To help mitigate against the risk
of a plan's actuary using incomplete or inaccurate census data within similar agent
multiple-employer plans, the AAG-SLG (§ 13.181 (A-27) for pensions and §
14.141 for OPEB) recommends an employer annually reconcile its active members’

100



2023-037.

STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2023

FINDING (Inadequate Internal Controls Over Census Data) — Continued

census data to a report from the plan of census data submitted to the plan’s actuary,
by comparing the current year's census data file to both the prior year's census data
file and its underlying records for changes occurring during the current year.

Further, the State Records Act (5 ILCS 160/8) requires the Department make and
preserve records containing adequate and proper documentation of its essential
transactions to protect the legal and financial rights of the State and of persons
directly affected by the Department's activities.

Finally, the Fiscal Control and Internal Auditing Act (30 ILCS 10/3001) requires
the Department establish and maintain a system, or systems, of internal fiscal and
administrative controls to provide assurance funds applicable to operations are
properly recorded and accounted for to permit the preparation of reliable financial
and statistical reports.

Department management stated the individual who completed and submitted the
June 30, 2021 and June 30, 2022 census data reconciliations to SERS had retired
and access to the files was not turned-over.

Failure to reconcile active members’ census data reported to and held by SERS to
the Department’s records could result in each plan’s actuary relying on incomplete
or inaccurate census data in the calculation of the State’s pension and OPEB
balances, which may result in a misstatement of these amounts. Failure to maintain
adequate documentation to support a complete and accurate reconciliation was
performed is a noncompliance with applicable laws and regulations and hindered
the ability of the auditors to perform necessary testing on census data. (Finding
Code. 2023-037)

RECOMMENDATION

We recommend the Department ensure a base year reconciliation of its active
members’ census data from its underlying records and source documents to a report
of the census data submitted to each plan’s actuary is properly completed and accurate.
We also recommend the Department maintain sufficient documentation of the
reconciliation performed, including the methodology used, data traced, exceptions
identified, and conclusions reached.
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DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
work on a plan to ensure the reconciliation is performed and documents are
maintained.
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FINDING (Noncompliance with the Salvage Warehouse and Salvage Warehouse
Store Act)

The Illinois Department of Public Health (Department) did not issue licenses as
required by the Salvage Warehouse and Salvage Warehouse Store Act (Act).

During the current engagement period, 87 salvage warechouses and salvage
warehouse stores applied for licenses during Fiscal Years 2022 and 2023. We noted
the following:

e The Department did not receive payments for license renewal for two of 14
(14%) salvage warehouses and salvage warehouse stores tested but granted
licenses. Additionally, for three of 14 (21%) salvage warehouses and salvage
warehouse stores tested, the Department did not receive payments for their
inspection or examination, but the Department conducted the annual
inspections.

e The Department was not able to provide a copy of the license issued for one
of 14 (7%) salvage warehouses and salvage warehouse stores tested,
therefore, the auditors were unable to determine validity and expiration of the
license.

The Act (240 ILCS 30/2) requires the Department to issue a license upon payment
by the applicant of a license fee of $100 per annum to the Department. The Act
states that all licenses shall expire on December 31st of each year and shall be
renewed only upon application made to the Department and accompanied by the
required fee. Additionally, the Act (240 ILCS 30/4) requires the Department to
examine or inspect the salvage warehouses and salvage warehouse stores at least
annually. The Act states the Department shall set and cause to be collected a fee of
$50 for each examination or inspection and for warehouses exceeding 10,000
square feet an additional fee of not more than $30 for each additional 10,000 square
feet or portion thereof. In addition, the State Records Act (5 ILCS 160/8) requires
the head of each agency to preserve records containing adequate and proper
documentation of the organization, functions, policies, decisions, procedures, and
essential transactions of the agency designed to furnish information to protect legal
and financial rights of the State and of persons directly affected by the agency’s
activities.

Department management stated the issues noted were due to oversight and
competing priorities.
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Granting licenses and inspections to salvage warehouses and salvage warehouse
stores without collection of the application and inspection fees is noncompliance

with the Act and resulted in the loss of revenues. (Finding Code. 2023-038)

RECOMMENDATION

We recommend the Department ensure application and inspection fees are collected
from the salvage warehouses and salvage warehouse stores before issuing licenses or
conducting inspections to comply with the Act. We also recommend the Department
pursue collection of application and inspection fees not received.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
work to ensure the application and inspection fees are collected appropriately. The
Department will pursue collection of fees not paid.
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The Illinois Department of Public Health (Department) did not implement various
programs mandated by State laws. In addition, the Department did not request
funding for these programs through the appropriation process.

During our testing of statutory mandates, the following mandated programs and
duties were not implemented. Although the mandate has language that reads “from
funds appropriated for the purpose...”, the Department did not request funding for
these programs during either fiscal year under examination as follows:

The Department did not award grants to physicians practicing obstetrics in
rural designated shortage areas and did not establish conditions, standards,
and duties relating to the application for and receipt of the grants.

The Department of Public Health Powers and Duties Law (Law) (20 ILCS
2310/2310-220), previously coded as 20 ILCS 2310/55.73 and effective
December 2, 1994, requires the Department to award grants to physicians
practicing obstetrics in rural designated shortage areas, from funds appropriated
for the purpose of reimbursing those physicians for the costs of obtaining
malpractice insurance relating to obstetrical services. The Law also requires the
Department to establish reasonable conditions, standards, and duties relating to
the application for and receipt of the grants.

Department management stated they did not receive appropriations for this
program during Fiscal Years 2022 and 2023 and did not request funding due to
competing priorities and oversight.

The Department did not award grants to regional poison resource centers and
did not develop standards to delineate the responsibilities of poison resource
centers receiving funds.

The Department of Public Health Act (Part 1) (Act) (20 ILCS 2305/8) effective
September 6, 1990, requires the Department to annually make grants to regional
poison resource centers, from funds appropriated for the purpose of providing
fast, accurate information for poison prevention, detection, surveillance, and
treatment. The Act also requires the Department to develop standards to

delineate the responsibilities of poison resource centers receiving funds under
this Act.
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Department management stated they did not receive appropriations for this
program during Fiscal Years 2022 and 2023 and did not request funding due to
competing priorities and oversight.

The Department, in cooperation with the Department of Human Services
(DHS), did not maintain a smoking cessation program for participants in the
Women, Infants and Children Nutrition Program.

The Law (20 ILCS 2310/2310-435), previously coded as 20 ILCS 2310/55.44
and effective July 1, 1997, requires the Department, in cooperation with DHS,
to maintain a smoking cessation program for participants in the Women, Infants
and Children (WIC) Nutrition Program. The Law requires the program to
include, but not limited to, tobacco use screening, education on the effects of
tobacco use, and smoking cessation counseling and referrals.

Department management stated this is an unfunded mandate. Department
management also stated they have not maintained a specific smoking cessation
for participants in the WIC Nutrition Program, but they receive an annual
appropriation for the operation of the Illinois Tobacco Quitline which offers
unlimited counseling calls provided by certified tobacco treatment specialists.

The following mandates had language that reads “subject to appropriation”.
However, the Department did not request funding for these programs during either
fiscal year under examination as follows:

The Department did not create a program of services for people with multiple
sclerosis to help those persons stay in their homes and out of institutions.

The Law (20 ILCS 2310/2310-394) effective July 18, 2008, requires the
Department to create a program of services for persons with multiple sclerosis
to help those persons stay in their homes and out of institutions. The Law also
requires the Department collaborate with consumers to develop a program of
services that is consumer directed.

Department management stated they did not receive appropriations for this

program during Fiscal Years 2022 and 2023 and did not request funding due to
competing priorities and oversight.
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The Department did not establish an Arthritis Prevention, Control, and Cure
Program.

The Arthritis Prevention, Control, and Cure Act (410 ILCS 2/10(a)), effective
January 1, 2006, requires the Department to establish, promote, and maintain an
Arthritis Prevention, Control Program (Program) to raise public awareness,
educate consumers, and educate and train health professionals, teachers, and
human services provides, and for other purposes. The Arthritis Prevention,
Control, and Cure Act requires the Program to include (1) a needs assessment;
(2) establishment of an Advisory Council on Arthritis; (3) raise public awareness
on the causes and nature of arthritis, personal risk factors, the value of prevention
and early detection, ways to minimize preventable pain, and options for
diagnosing and treating the disease; and (4) technical assistance from entities
with appropriate expertise to carry out the goals of the Program.

Department management stated the mandate is subject to appropriation and an
appropriation has not been provided. The Department did not request funding
due to competing priorities and oversight. Department management also stated
they will seek legislative remedy to be relieved of this mandate.

The Department did not develop and distribute education and outreach
materials that will inform and educate parents of children with autism
spectrum disorder who are enrolled in Medicaid and eligible to receive
relevant services.

The Autism Spectrum Disorders Reporting Act (410 ILCS 201/33), effective
January 1, 2023, requires the Department to develop and distribute education
and outreach materials, developed to address common literacy levels, that will
inform and educate parents of children with autism spectrum disorder who are
enrolled in Medicaid and eligible to receive relevant services and explain how
to access those services.

Department management stated the mandate is subject to appropriation and an
appropriation has not been provided. The Department did not request funding
due to competing priorities and oversight. Department management also stated
they will seek legislative remedy to be relieved of this mandate.

Failure to carry out the mandated programs and duties is noncompliance with State
laws and does not achieve the legislative intent for the affected programs. (Finding
Code. 2023-039)
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STATE OF ILLINOIS
DEPARTMENT OF PUBLIC HEALTH
SCHEDULE OF FINDINGS — CURRENT FINDINGS
For the Two Years Ended June 30, 2023

FINDING (Failure to Request Funding to Implement Programs Mandated by State
Laws) — Continued

RECOMMENDATION

We recommend the Department implement the mandated programs and duties by
seeking and obtaining funding to administer the programs or seek legislative remedy
to the statutory requirements.

DEPARTMENT RESPONSE

The Department agrees with the finding and recommendation. The Department will
seek funding to implement the mandated programs or seek legislative remedy to the
statutory requirements.
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FINDING (Failure to Complete Internal Audits)

During the prior examination, the Illinois Department of Public Health (Department) failed to
comply with the provisions of the Fiscal Control and Internal Auditing Act.

During the current examination, the Department completed all planned audits and conducted
reviews of grants and all major systems of internal accounting and administrative controls.
(Finding Code No. 2021-006, 2019-006, 2017-006, 2015-006, 2013-008)

FINDING (Noncompliance with the Civil Administrative Code of Illinois Pertaining to
Maternal Care)

During the prior examination, the Department did not monitor birthing facilities and update
the classification system of the levels of maternal care required by the Civil Administrative
Code (Code) of Illinois.

During the current examination, the Department ensured all birthing facilities have a written
policy and conducted yearly continuing education, however, the revisions to the Code to
update the classification system of the levels of maternal care are still in the final stages,
therefore, the classification system has not been updated. Due to these improvements, this
issue was reported in the Letter of Immaterial Findings as IM2023-006. (Finding Code No.
2021-022)

FINDING (Noncompliance with the Illinois Controlled Substances Act)

During the prior examination, the Department did not review data in coordination with the
Prescription Monitoring Program as required by the Illinois Controlled Substances Act.

During the current examination, the requirement for a continuous review of the Prescription
Monitoring Program was inoperative on or after January 1, 2024 pursuant to the Illinois
Controlled Substances Act (720 ILCS 570/318(a-2)). (Finding Code No. 2021-024)

FINDING (Noncompliance with the Cannabis Regulation and Tax Act)

During the prior examination, the Department did not make recommendations on appropriate
health warnings for cannabis dispensaries and advertising required by the Cannabis
Regulation and Tax Act.

During the current examination, the Department made labeling recommendations to the

Department of Agriculture and Department of Financial and Professional Regulation on
appropriate health warnings for dispensaries and advertising. (Finding Code No. 2021-026)
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State’s Response to the COVID-19 Outbreak
at the LaSalle Veterans’ Home

The Illinois Office of the Auditor General conducted a management audit of the State’s response
to the management of the COVID-19 outbreak at the LaSalle Veterans’ Home. This audit was
conducted pursuant to House Resolution Number 62. The audit was released in May 2022 and
contained a total of 3 recommendations. One was directed to the Department of Public Health
(IDPH).

Recommendation #2 - COVID-19 Monitoring and Policies
The Department of Public Health should:

e clearly define its role in relation to monitoring COVID-19 outbreaks at Illinois Veterans’
Homes,; and

e develop policies and procedures that clearly identify criteria which mandate IDPH
intervention at Veterans’ Homes during an outbreak of COVID-19.

Status — Implemented

The Illinois Department of Public Health’s mission statement is to protect the health and wellness
of the people of Illinois through the prevention, health promotion, regulation, and the control of
disease and injury. The Department of Public Health Act (20 ILCS 2305/2(a)) states that IDPH
has general supervision of the interests of the health and lives of the people of the State. The
statute also grants IDPH the “supreme authority” in matters of quarantine and isolation, and may
declare and enforce quarantine and isolation when none exists, and may modify or relax quarantine
and isolation when it has been established. Therefore, it was the responsibility of IDPH to provide
guidance and monitoring to protect the residents at the LaSalle Veterans’ Home.

IDPH did not act on the significant outbreak at the LaSalle Veterans’ Home during the first week
of November, even though it was the largest outbreak in any of the State’s congregate care
facilities. Although IDPH officials were informed of the increasing positive cases almost on a
daily basis, there was no action taken. The number of cases increased rapidly from 4 on November
Ist to 53 on November 5th. By November 9th, there had been no effort by IDPH to reach out to
the Home to provide assistance, solutions, or to determine the cause of the large outbreak, even
though there were now 64 residents and 67 staff positive with COVID-19.

It also appeared that the IDVA Chief of Staff kept IDPH officials apprised of the increasing
severity of the outbreak, requested assistance, inquired about additional rapid tests, and inquired
about getting antibody treatments for LaSalle Veterans’ Home residents. From the documents
reviewed, management at IDPH did not offer any advice or assistance as to how to slow the spread
at the Home, offer to provide additional rapid COVID-19 tests, and were unsure of the availability
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of the antibody treatments for long-term care settings prior to being requested by the IDVA Chief
of Staff, even though the State had been allocated 6,380 vials of monoclonal antibodies, which
could have been used to treat positive residents.

As part of the current follow up, IDPH officials noted it was in the process of filling the new full-
time infectious disease physician position, as well as multiple infection prevention and control
staff positions. It was noted there will be six full time infection prevention and control staff and
one full time infection prevention and control MD supervisor by July 17, 2023. Ultimately, nine
infection prevention and control staff will be hired, consistent with the IDPH public health
regions. Each IDVA home continues to have a designated IDPH infection prevention and control
staff member for COVID-19 response purposes, along with the State Medical Officer. IDPH also
established a Medical Services Division that has recruited eight dedicated full time regional
infection preventionists to support the efforts of local health departments and long term care
facilities in their outbreak response, including on-site assessments. IDPH officials noted that the
Division of Medical Services also functions as clinical advisory team to provide clinical
consultations (e.g. the physician advisors have provided input on COVID-19 treatment options
and access for veterans at our VA homes this past year) as well as to facilitate efforts between
agencies and develop policy related to any future pandemic responses. In addition, this Division
also monitors vaccine rates, hospitalizations and testing data from long term care facilities across
the states and works with the Office of Health Care Regulation as well as the Regional Health
Officers to provide targeted interventions based on these data.

According to IDPH officials, IDPH infection prevention practitioners and medical staff initially
held weekly COVID-19 meetings and consultations with IDVA leadership and the administrative
and clinical staff from the five IDVA facilities. With the substantial decline in COVID-19 cases
and outbreaks in Illinois, IDPH infection prevention practitioners and medical staff are now
holding bi-weekly COVID-19 meetings and consultations (more often if needed), with IDVA
infection prevention staff from the five IDVA facilities. Written protocols have been developed
whereby each COVID-19 case at an IDVA home is evaluated by the facility’s administration and
clinical staff, and documented in writing. IDVA will promptly notify the IDPH infection
prevention team if an outbreak is occurring. On-site visits are conducted by IDPH infection
prevention practitioners in response to evidence that transmission of COVID-19 is occurring
within IDVA homes. The IDPH infection prevention team continues to monitor cases through
daily (M-F) summary updates from IDVA and weekly test result summaries from the IDPH
laboratories. These multiple notification pathways allow IDPH to respond and follow up timely
when an IDVA home has cases, to determine what mitigations are being implemented or needed.

IDPH officials indicated the two agencies (IDVA and IDPH) are working together very well to
investigate and respond to COVID-19 cases occurring in IDVA facilities, and the IDVA Homes
are attentive to all IDPH COVID-19 long-term care guidance. IDPH continues to work in tandem
with its sister state agencies through authoring joint guidance and communicating through bi-
weekly meetings and strategy sessions (more often if needed) as it relates to IDVA facilities and
other congregate settings across Illinois.
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Per IDPH officials, Effective April 1, 2022, IDPH amended the Illinois administrative rules to
require LTCs to have an infection prevention program along with a required infection preventionist
to serve on staff for facilities the size of IDVA homes. The rules also mandate written policies
and procedures for the appropriate use of personal protective equipment and other precautions
grounded in CDC guidance and protocols.
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Ilinois Prescription Monitoring Program

The Illinois Office of the Auditor General conducted a performance audit of the Illinois
Prescription Monitoring Program (ILPMP) operated by the Department of Human Services (DHS).
This audit was conducted pursuant to Legislative Audit Commission Resolution Number 154. The
audit was released in September 2021 and contained a total of 11 recommendations. One
recommendation was directed to both DHS and the Department of Public Health (DPH).

Recommendation #5 — Sports and Accident Injury Data Reviews

The Department of Human Services and the Department of Public Health should establish a
process to conduct data reviews of sports and accident injuries as required by the Act

Status — Not Repeated

The Controlled Substances Act required DHS and DPH to coordinate continuous reviews of
ILPMP and DPH data to determine if a patient may be at risk of opioid addiction. In addition, the
ILPMP was required to alert the patient’s prescriber as to the addiction risk and urge each to follow
the Centers for Disease Control and Prevention guidelines related to the patient’s injury.
According to DHS, “this portion of the statute will sunset on January 1, 2024.”

According to DHS, DPH provided DHS with access to patient data on June 13, 2023 in FY23. In
addition, DHS and DPH were meeting to ensure DHS could link the data to the ILPMP. The
ILPMP had not sent any alerts to prescribers whose discharged patients were dispensed a
controlled substance about the risk of addiction and applicable guidelines by the end of the audit
period (or June 30. 2023). However, according to the Controlled Substances Act, the subsection
(a-2) requiring sharing data and alerting prescribers for sports and accident injury patients
prescribed opioids became inoperative on or after January 1, 2024. Therefore, the current status
of this recommendation was noted as not repeated for the purposes of this review and does not
need to be followed up on during the next audit.
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