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FINDINGS THIS AUDIT: 2 AGING SCHEDULE OF REPEATED FINDINGS
New Repeat Total Repeated Since | Category 1 | Category 2 | Category 3

Category 1: 1 0 1
Category 2: 1 0 1
Category 3: _0 0 0 No Repeat Findings
TOTAL 2 0 2
FINDINGS LAST AUDIT: 0
SYNOPSIS
* 17-1 Inadequate controls over changes to GenTax
° 17-2 Inadequate controls over the administration of income tax abatements resulting from tax

credits

Category 1: Findings that are material weaknesses in internal control and/or a qualification on compliance with State laws and
regulations (material noncompliance).

Category 2: Findings that are significant deficiencies in internal control and noncompliance with State laws and regulations.

Category 3: Findings that have no internal control issues but are in noncompliance with State laws and regulations.

{Financial data is summarized on next page.}
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ILLINOIS DEPARTMENT OF REVENUE
FINANCIAL AUDIT
For the Year Ended June 30, 2017

FINANCIAL INFORMATION - Governmental funds (in thousands) FY 2017 | FY 2016
REVENUES
Program revenue: charges for SEIVICE........cuiviiiieieiciiece et $ 56,778 $ 52,972
Program revenue: OpPerating GrantS........c.uoereeeeairereieeeeesie e see e see e seesesneenas 49 20
GENEIAl FEVENUE: TAXES......veuiieiiiiteii sttt ettt 31,294,793 31,559,798
General revenue: iNterest and OThEr..........c.uociiviii i 21,540 14,925
TOLAI FEVENUES. ...c.veetieiee bbbttt 31,373,160 31,627,715
EXPENDITURES
GeNEral GOVEIMMENL.......cuiiiiiiiiieiee ettt st sr e b e e s reebeneas 304,759 276,799
Health and SOCIAI SENVICES. ........cvuieiieiee ittt e s s e e st e e s sbae e s ereeas 13,639 12,455
Employment and economic deVelopMENt.........ccccvviiieiierieiiiese e 5,000 5,000
Environment and business regulation.............c.cooooiiiiineieieee e 6,572 6,890
INEEIGOVEINIMENAL ... ...iiiiiiiiiicii ettt ereenenas 5,473,914 5,229,507
CaPItAl OULIAYS ...ttt 4,176 4,135
Debt Service -principal and INtEreSt.........c.coviiiiiiiiirieicece s 3 57
TOtal EXPENAITUIES. ... ettt ee e een 5,808,063 5,534,843
OTHER SOURCES (USES)
ApPropriations from State rESOUICES. ......cveivivierierierieiee et resreees 225,811 165,827
B I LY 5T T PSSR 336 200
TEANSTEIS OUL.....viviitiiieieie et sttt ettt e b e et et et e be bt e e anes (388,550) (443,016)
Receipts collected & transmitted to the State treasury..........cocooeveerieneneneieiencsee (24,989,175) (25,824,400)
Lapsed apPrOPriatiONS.........cvieierieieieiie e se e e sttt be e s e aneas (18,869) (11,802)
Amount 0f SAMS tranSTer INJOUL........cocuvieiiiiie ettt st e (738,870) 108,075
Capital 16aSe aCUUISITION. .......viiveieiieiieite et sre e - 174
TOtal OtNEr SOUICES (USES). . veueereauertertenteieeieeieste st e ee st seesbe et st st e e besbeneas (25,909,317) (26,004,942)
Net change in fUNd BalanCe..........ccooiiiiciiic e (344,220) 87,930
Fund balance (defiCit) JUIY L.......ccooioiiiiiieiee s (1,461,178) (1,549,108)
Fund balance (defiCit) JUNE 30........cceireiiieireeree e $ (1,805,398) $ (1,461,178)
SELECTED ACCOUNT BALANCES - Governmental funds (in thousands) June 30, 2017 | June 30, 2016
ASSETS
Cash and cash equivalents & INVESIMENTS..........c.cveirereireeieneerereese e $ 1,296,571 $ 1,274,152
Taxes reCEIVADIE, NEL........civiiiiiiriee e 1,431,858 1,371,654
Intergovernmental and other receivables, Net...........ccocviereiiieiinene e 19,842 19,472
Due from other State fuNdS..........ccoeiiiiiii s 351,200 355,030
Loans and notes receivables, 10Ng terM..........cooiiiiiiiereeeee e 39,683 41,334
INVENEOTIES. ...t bbbttt bbbttt 106 111
Unexpended appropriations............coceoerererereeieesie et sae e eseenen 21,727 32,669
TOAL ASSEES ...ttt bbbk b ettt $ 3,160,987 $ 3,094,422
LIABILITIES AND DEFERRED INFLOWS OF RESOURCES
Accounts payable and other liabilities..........cccoevieiiiiiiiiicc s $ 399,562 $ 453,246
Income tax refunds Payable......... ..o 1,344,702 1,299,839
Intergovernmental PAYADIES...........c.ciiiiiiriiieicc e 1,223,039 1,042,936
UNBAINEA FEVENUE. ...ttt ettt e ettt e e sttt e e st e e e st e e e s ba s e s sabtessbaeessabaassssbesssabanssrenas 920,271 873,698
Due to other funds - Department and State............cceeveiriieriieienceesee e 808693 590,089
UNAVAIIADIE FEVENUE. .......oeiieiie ettt ettt e et e e s st e e s sba e e s aeaas 270,118 295,792
Total liabilities and deferred inflows of reSOUrCES.........ccoveririiiiiniccce 4,966,385 4,555,600
FUND BALANCE (DEFICIT)
Fund balance (AefiCit)........ccouiviiiiiiiiieiec s (1,805,398) (1,461,178)
Total liabilities, deferred inflows of resources and fund balance (deficit) $ 3,160,987 $ 3,094,422

DEPARTMENT DIRECTOR

During Audit Period: Constance Beard
Currently: Constance Beard




FINDINGS. CONCLUSIONS, AND
RECOMMENDATIONS

INADEQUATE CONTROLS OVER CHANGES TO
GENTAX

The Department did not maintain adequate controls over
changes to the enterprise-wide tax system (GenTax). During
fiscal year 2017, GenTax processed over 13.3 million tax
returns and $38.3 billion in payments from taxpayers.

We selected a sample of GenTax changes to determine if the
Department complied with its change control policy. Our
testing noted the changes did not comply, as follows:

Change requests were not reviewed
by Production Support Management

Documentation of testing at various
stages was not maintained

Approval of changes not always
obtained

Prior to commencement, change requests were to be
reviewed and assigned by the Department’s Production
Support Management. However, 25 of 54 (46%) change
requests were not reviewed by Production Support
Management.

The Department’s Standards Guide, Creation, required a
change request to contain an example of the requested
correspondence or data request. However, we noted 4 of 8
(50%) changes did not contain the requested
correspondence or data request.

The Department’s Standards Guide required changes to be
tested at various stages of the change process. However,
we were unable to determine the adequacy of the testing
conducted; as the Department’s Standards Guide did not
document the detailed testing that was required to be
conducted or the testing documentation requirements. We
did however, note:

— 32 of 41 (78%) change requests did not contain
documentation of testing by the developer.

— 32 of 41 (78%) change requests did not contain
documentation of testing by the contact person in the
test environment.

— 33 of 41 (80%) change requests did not contain
documentation of testing by the contact person prior to
moving the change request into the production
environment.

The Department’s Standards Guide required approval and
“sign-off” at various stages of the change requests.
However, we noted:

— 32 of 45 (71%) change requests were not approved by
the contact person at the pre-production stage.



Incomplete information provided to
the auditors

Department accepted the auditor’s
recommendation.

— 19 of 45 (42%) change requests were not approved by
the contact person prior to being moved to the
production environment. Additionally, 2 of 45 (4%)
change requests were not approved by the developer
prior to moving the change into the production
environment.

e« The Department’s Standards Guide, Implementation,
required Production Support Team Leads to approve the
change and to migrate the change into the production
environment. However, we noted 6 of 37 (16%) changes
were not approved by Production Support. In addition, 6
of 37 (16%) changes did not contain documentation of
approval.

e The Department’s Standards Guide, Closure, required the
contact person to verify the change was working correctly
and to close the change request. However, we noted 6 of
45 (13%) change requests were not verified and closed by
the contact person.

It should be noted that audit fieldwork was completed and a
draft finding was presented to the Department on January 31,
2018. The Department presented, the auditors accepted, and
tested additional information related to the change control
policy on February 7, 2018. The results of testing the
additional information are noted above.

In addition, as part of our testing, we requested from the
Department a listing of programmers and Production Support
Team Leaders. The listing was utilized to ensure only
authorized developers were completing changes and
authorized individuals approved the changes. However,
during our testing, we noted developers and Production
Support Team Leaders which were not included in the listing.
(Finding 1, pages 67-69)

We recommended the Department maintain adequate controls
over changes to GenTax. Specifically, the Department should
update the Standards Guide to ensure all requirements are
addressed and that all changes comply.

The Department accepted the auditor’s recommendation and
stated they would modify their Standards Guide to more fully
address all applicable changes. In addition, the Department
stated that while their documentation may be lacking, they
believed adequate procedures were followed.



Could not determine if tax credits
totaling $791,763 were valid and
proper

Did not obtain Certificate of
Verification

Tax abatement footnote overstated

by $2.888 million

INADEQUATE CONTROLS OVER THE
ADMINISTRATION OF INCOME TAX ABATEMENTS
RESULTING FROM TAX CREDITS

The Department did not maintain adequate controls over
income tax abatements resulting from tax credits issued under
the Economic Development for a Growing Economy (EDGE)
and the Angel Investment Credit (AIC) programs administered
by the Department of Commerce and Economic Opportunity.

During testing of a sample of tax credits, we noted:

e The administration of the EDGE and AIC programs are
implemented through a shared function between the
Department and the Department of Commerce and
Economic Opportunity. The Department of Commerce
and Economic Opportunity was unable to provide the
auditors with signed agreements for 2 of 40 (5%) EDGE
and AIC tax credits tested. Without the agreements, we
were unable to compare them to the Certificates of
Verification provided by the Department. As a result, we
could not determine if the tax credits, totaling $791,763
were valid and proper.

e The Department did not obtain a Certificate of
Verification from a taxpayer for 1 of 40 (3%) tax credits
tested. While the tax credit was not used to reduce taxes
paid in the current year because there was no tax due
reported on the return, we did note the Department’s
procedures allow for the possibility that the credit could be
used in future tax years without first obtaining a copy of
the certification from the taxpayer. Accordingly, taxes
totaling $3,246,166 could be abated in the future without
the Department determining that the related credit is valid
and proper.

e The Department misreported 1 of 40 (3%) AIC tested
within its tax abatement footnote within its draft financial
statements. This error caused the Department to overstate
income taxes abated under the AIC program by $2.888
million (representing 56% of the amount originally
reported) and overstated the amount of income taxes
abated which are shared with local governments by $205
thousand. Department management corrected this
financial reporting error within the Department’s final
financial statements. (Finding 2, pages 70-72)

We recommended the Department obtain each taxpayer’s
Certificate of Verification prior to allowing the taxpayer’s
credit and retain this documentation within its financial
reporting return. Further, we recommended the Department
review its financial reporting process and make any changes
needed to ensure tax abatements are properly reported within
its financial statements. Finally, the Department should work
with the Department of Commerce and Economic Opportunity

\Y



Department accepts auditor’s
recommendation

to ensure all necessary source documentation, including the
original agreements, is retained for the EDGE and AIC
programs.

The Department accepted the auditor’s recommendation and
stated they would evaluate their procedures and make any
necessary changes including working more closely with the
Department of Commerce and Economic Opportunity to
ensure source documentation is maintained and appropriate
information is shared between the two agencies.

AUDITOR’S OPINION

The auditors stated the financial statements of the Illinois
Department of Revenue as of and for the year ended June 30,
2017 are fairly stated in all material respects.

This financial audit was conducted by Sikich, LLP.

SIGNED ORIGINAL ON FILE

JANE CLARK
Division Director

This report is transmitted in accordance with Section 3-14 of
the Illinois State Auditing Act.

SIGNED ORIGINAL ON FILE

FRANK J. MAUTINO
Auditor General
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