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FINDINGS THIS AUDIT: 19

AGING SCHEDULE OF REPEATED FINDINGS

FINDINGS LAST AUDIT: 12

New Repeat Total
Category 1: 1 0 1
Category 2: 12 6 18
Category 3: 0 ) 0
TOTAL 13 6 19

Repeated Since | Category 1 | Category 2 | Category 3
2017 20-12, 20-15
2016 20-14
2009 20-02
2008 20-03
2005 20-13

This digest covers our federal Single Audit and State Compliance Examination of the University of Illinois for
the year ended June 30, 2020. A separate Financial Audit as of and for the year ended June 30, 2020 was
previously released on May 25, 2021. In total, this report contains 19 findings, three of which were reported in

the Financial Audit.

* (20-04) The University of Illinois System did not properly document required risk assessments
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related to student information security.

» (20-10) The University did not have adequate procedures in place to ensure the proper Higher
Education Emergency Relief Fund (HEERF) reporting requirements were submitted

accurately and timely.

* (20-12) The University of Illinois Hospital was unable to provide adequate records substantiating
written notices were provided to patients within 24 hours after their admittance into the
University Hospital indicating the patients were under observation status in accordance with

the University of Illinois Hospital Act and University policies and procedures.

* (20-15) The University did not comply with the requirements of the Illinois Health Policy Center Act.

Category 1: Findings that are material weaknesses in internal control and/or a qualification on compliance with State laws and
regulations (material noncompliance).

Category 2:  Findings that are significant deficiencies in internal control and noncompliance with State laws and regulations.

Category 3: Findings that have no internal control issues but are in noncompliance with State laws and regulations.
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STATE TREASURY EXPENDITURE STATISTICS (In Thousands) | 2020 | 2019
TOtal EXPENAITUIES......coiviiiicicce ettt ans $ 628,662 $ 600,383
OPERATIONS TOTAL . ..ttt snene e $ 628,171 $ 599,844
% OF TOtal EXPENAITUIES. ....eovviiiiiiiiiiieiieieie ettt 99.9% 99.9%
PEISONAI SEIVICES. .....uviiiitiie ittt ettt s e e st e e st e e s sb e e e s st e s e srbesesbaeesnes 516,807 499,106
Other Payroll Costs (FICA, RELIrEMENL)........coiviierviieienieneseese e 33,459 33,459
All Other Operating EXPeNaITUIES..........covvierririerieieisise e 77,905 67,279
AWARDS AND GRANTS ...ttt $ 491 $ 539
% Of TOtal EXPENUITUIES. .. .cvieeeeieeiieie sttt eesre e 0.1% 0.1%
SUPPLEMENTAL INFORMATION (Unaudited) | 2020 | 2019
Employment Statistics - Full Time Equivalent
L0 1T o o TSRS 14,843 14,480
SPINGTIEI ..o e 931 945
Urbana-Champaigi.......c.coceieeiiieiiere et sne e 15,248 14,872
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Enrollment Statistics - Fall
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R U o] (0] - | TR 58,435 57,512
(€] 1o (U (ISP
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Urbana-Champaigi..........c.ooeiieriiiee e see s 17,485 15,787
SUBLOTAL ...t bbb 30,835 28,448
TOMAL . 89,270 85,960
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Required risk assessments were
not properly documented

FINDINGS, CONCLUSIONS, AND
RECOMMENDATIONS

FAILURE TO DOCUMENT RISK ASSESSMENTS FOR
STUDENT INFORMATION SECURITY

The University of Illinois System (University) did not properly
document required risk assessments related to student
information security.

As a requirement under the University’s Program Participation
Agreement with the Department of Education, the University
must protect student financial aid information. However, during
our testing, we noted the University had not properly conducted
a risk assessment identifying all internal and external risks
related to the security, confidentiality, and the integrity of the
students’ information.

The University of Illinois at Urbana-Champaign and at
Chicago, did not complete a risk assessment for year ended June
30, 2020; therefore, risks have not been properly assessed to
ensure adequate controls have been implemented for protecting
student information.

The University of Illinois at Springfield, conducted a risk
assessment for the year ended June 30, 2020; however, the risk
assessment did not include all considerations of risk in each
relevant area of operations; including the processing, storage,
transmission and disposal of information, as well as detecting,
preventing and responding to attacks, intrusions, or other
system failures.

Additionally, the University did not have safeguards
documented for each risk required to be identified.

The Standards for Safeguarding Customer Information,
required by the Gramm-Leach-Bliley Act (16 CFR 314.4 (b)),
requires customers to identify reasonable foreseeable internal
and external risks to the security, confidentiality, and integrity
of customer information that could result in the unauthorized
disclosure, misuse, alteration, destruction or other compromise
of such information, and assess the sufficiency of any
safeguards in place to control these risks. At a minimum, such
a risk assessment should include consideration of risk in each
relevant area of operations, including:

(1) Employee training and management; and

(2) Information systems, including network and software
design, as well as information processing, storage,
transmission, and disposal; and

(3) Detecting, preventing, and responding to attacks,
intrusions, or other system failures. (Finding 4, pages
26-27)



University agreed with the auditors

HEERF reporting was not
performed timely

University agreed with the auditors

We recommended the University perform and document a
comprehensive risk assessment identifying internal and
external risks to the security, confidentiality, and integrity of
the students’ information. In addition, we recommended the
University ensure proper safeguards are in place to ensure the
security of student information.

University officials accepted our recommendation.
UNTIMELY SUBMISSION OF HEERF REPORTING

The University did not have adequate procedures in place to
ensure  the proper Higher Education Emergency
Relief Fund (HEERF) reporting requirements were submitted
accurately and timely.

During our testing of reporting requirements for HEERF
programs at the University, we noted the University of Illinois
at Springfield and the University of Illinois at Chicago, the John
Marshall Law School (JMLS) did not submit the initial Section
18004(a)(1) Student Portion Public Report within the 30-day
requirement.

Additionally, the University of Illinois at Springfield, did not
accurately report one of the required criteria which includes the
total number of students who have received an Emergency
Financial Aid Grant to students under 18004(a)(1) of the
CARES Act at the time of reporting. The University of Illinois
at Springfield reported the total number of students to date who
had received Emergency Financial Aid Grants as 619 when the
actual total was 669 students. (Finding 10, Pages 35-36)

We recommended the University review and update current
policies and procedures to ensure HEERF program reporting
requirements are completed accurately and timely.

University officials accepted our recommendation.

FAILURE TO MAINTAIN ADEQUATE RECORDS
SUBSTANTIATING WRITTEN NOTICES

The University of Illinois Hospital (University) was unable to
provide adequate records substantiating written notices were
provided to patients within 24 hours after their admittance into
the University Hospital indicating the patients were under
observation status in accordance with the University of Illinois
Hospital Act (Act) and University policies and procedures.

The University’s Patient Admissions Policy and Procedure
(Policy) requires the University to issue Notice of Observation
Status (Form UI1-5010) to patients after their admittance into the
University Hospital notifying they have been placed under
outpatient observation status and have not been admitted as an
inpatient. In addition, the University requires patients or their



Notification forms could not be
provided by the University of Illinois
Hospital

University agreed with the auditors

The University has not created the
lllinois Health Policy Center

University agrees with the auditors

legal representative to sign the Form UI-5010 to acknowledge
the receipt and understanding of their outpatient observation
status.

During testing, we requested Form UI-5010s for 25 patients
selected to test the University’s compliance with the Act and
the Policy. The University was unable to provide Form Ul
5010s for 6 (24%) patients. As a result, we were unable to
determine the University’s compliance with the Act and the
Policy. (Finding 12, Pages 38-39) This finding has been
repeated since 2017.

We recommended the University strengthen its controls to
ensure Notice of Observation Status forms are retained for all
patients not admitted into the University Hospital, but who are
under observation status.

University officials accepted the recommendation.

NONCOMPLIANCE WITH THE ILLINOIS HEALTH
POLICY CENTER ACT

The University of Illinois (University) did not comply with the
requirements of the lllinois Health Policy Center Act (Act).

As of June 30, 2020, the University had not created the Illinois
Health Policy Center (Center) as required by the Act. The
purpose of the Center is to develop and implement policies to
improve the health and healthcare of the people of Illinois.

The Illinois Health Policy Center Act (110 ILCS 430/10)
requires the Illinois Health Policy Center to be created within
the University of Illinois, to be sponsored by the University of
Illinois at Chicago College of Medicine and the University of
Illinois Institute of Government and Public Affairs. (Finding
15, Page 43) This finding has been repeated since 2017.

We recommend the University comply with the requirements
of the lllinois Health Policy Center Act or seek legislative
remedy.

University officials accepted the recommendation.

OTHER FINDINGS

The remaining findings are reportedly being given attention by
the University. We will review the University’s progress
towards the implementation of our recommendations in the next
engagement.



AUDITOR’S OPINIONS

The financial audit was previously released. Our auditors stated
the financial statements of the University of Illinois as of and
for the year ended June 30, 2020 are fairly stated in all material
respects.

The auditors also conducted a Single Audit of the University as
required by the Uniform Guidance. Our auditors stated the
University complied, in all material respects, with the types of
compliance requirements that could have a direct and material
effect on the University’s major federal programs for the year
ended June 30, 2020.

ACCOUNTANT’S OPINION

The accountants conducted a compliance examination of the
University for the year ended June 30, 2020, as required by the
Illinois State Auditing Act. The accountants stated the
University complied, in all material respects, with the
requirements described in the report.

The Single Audit and State Compliance Examination was
conducted by CliftonLarsonAllen LLP.

SIGNED ORIGINAL ON FILE

JANE CLARK
Division Director

This report is transmitted in accordance with Section 3-14 of
the Illinois State Auditing Act.

SIGNED ORIGINAL ON FILE

FRANK J. MAUTINO
Auditor General
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